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CompleteView Functional Overview

CompleteView lies at the heart of Salient Security Platform, which represents a family of interrelated
software components, each specializing in providing a particular aspect of video and other types of
security.
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CompleteView is the engine of Salient Security Platform's VMS. In its simplest form, a Video Man-
agement System consists of Cameras, Video Servers and Video Clients.

Cameras generate video streams. Servers accept video streams as input, perform video stream pro-
cessing, record video, and make live and recorded video available to video clients. Clients present live
and recorded video from servers to end-users.
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CompleteView implements these functions through three primary components.

Core Components

The core components of CV include the Management Server, Recording Server, and Desktop Client.

Management
Server

Recording

Desktop Client

Server

The above diagram illustrates these core components and their interactions. Components will be able
to interact with one another through service calls and by listening to events. Management server will
serve as central repository of all data related to the entire system. Recording server will be responsible
for all VMS functionalities and services. Desktop client will be the user facing tool for both admin-
istering and monitoring the system. All other components, servers and clients will be built based on
these core components.
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Recommended System Specifications

At this time, CompleteView Recording Server, Management Server, and Desktop Client are certified to
run on the following operating systems:

°* Windows 10, 11
* Windows Server 2016, 2019, 2022

In addition, the Desktop Client may be run on Windows Server 2025.

No other operating systems are currently certified and the recommendations below reflect the min-
imum acceptable configuration for that component. CompleteView is only certified to run on x86-64
based platforms.

Desktop Client
Minimum recommended software configuration:

® Microsoft .NET v4.7.2

® VS 2019 C++ redistributable
® Microsoft DirectX

® Microsoft Direct3D

Minimum recommended hardware configuration:

Intel Core i3 Processor

4 GB of system memory

10/100/1000 Ethernet Controller

A graphics accelerator with 256 MB of video memory
1920x1080 resolution

Recording Server
Minimum recommended software configuration:

® Microsoft .NET v4.7.2
® Microsoft DirectX

Minimum recommended hardware configuration:

® |ntel Core i3 Processor
® 4 GB of system memory
®* One PCl-e expansion slot per each Gen Il video capture card*

*Gen | capture cards are not supported in CompleteView.

Management Server

Minimum recommended software configuration:
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® SQL Server 2016, 2017, 2019, 2022*
® Microsoft .NET Runtime 8.0.4 x64
® Microsoft DirectX

® |f using SQL Express, use ODBC Driver 18.0 (or newer, as appropriate) for SQL Server (available
at https://learn.microsoft.com/en-us/sql/connect/odbc/download-odbc-driver-for-sql-server?
view=sql-server-verlé6#download-for-windows).

*The SQL Server does not have to be installed on the Management Server itself, but the Management
Server does need access to wherever the SQL Server resides. In addition, CompleteView will work
with more robust versions of SQL Server such as Enterprise, but SQL Express is the minimum version
required for functionality.

Minimum recommended hardware configuration:

® |ntel Core i3 Processor
* 8 Gigabytes (GB) of system memory
® 10/100/1000 Ethernet Controller

A Word About Databases

As part of the setup process, previous versions of CompleteView may have installed SQL Server
Express as the default database. The current version of CompleteView continues to support SQL
Server Express 2016, 2017, 2019, and 2022. If upgrading from a previous version of CompleteView
using a supported version of SQL Express, no changes will be made to the existing database, but a new
database will be created using the included migration utility. SQLite is not supported in versions 7.0.0
and newer. The SQLite database will need to be upgraded to SQL Server Express, either during Man-
agement Server installation via the integrated migration utility or as installed separately by an Admin-
istrator before CompleteView installation.
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VMS System Network Communication

The CompleteView relies upon Microsoft Windows client/server network services to accomplish com-
munications between system components. CompleteView servers use a set of well-known network
ports and protocols to communicate with client systems and with other servers over the network. The
ports and protocols servers use to communicate with IP cameras vary according to camera man-
ufacturer and model. Nonetheless, most cameras adhere to one or more industry standard video com-
pression and streaming protocols that provide streaming services on well-known ports or dynamic port
ranges.

Firewall appliances, host-based firewalls, and Internet Protocol security (IPsec) filters are important
components that must be implemented to secure a network. However, if these technologies are con-
figured to block ports or application protocols used to provide a specific service such as video stream-
ing, that service will no longer be available in response to client requests.

When planning a VMS network, it is imperative to ensure that network security requirements are har-
monized with system functional requirements. Protocol and firewall requirements should be audited
for each workstation and server in the system. IPsec filters and firewall exceptions should be carefully
configured to ensure that all needed protocols and ports are available to every network member and,
more importantly, that only needed protocols and ports are allowed.

Time Synchronization
For an optimal CompleteView experience, all components of a deployment (Management Server,
Recording Servers, cameras, peripherals, clients, etc.) should be synchronized to the same system time.

Time synchronization is normally handled by network administrators using the Network Time Protocol
(NTP) to synchronize all system clocks with a reference clock, usually via the Windows Time service
(W32Time). Other methods may be employed that adhere to local security and other IT policies.

-24 -



Microsoft Windows Integration

The CompleteView video management system fully integrates with Microsoft Windows operating sys-
tems and networking technologies.

CompleteView programs are Windows applications that run in the foreground, and incorporate a
Graphical User Interface (GUI) to provide user interaction with the system.

CompleteView server programs are Windows system services that run in the background, do not incor-
porate a GUI, and whose primary purpose is to service requests from client and utility programs.

CompleteView Windows System Services

CompleteView server components run in the background as Windows System Services. Generally, ser-
vices provide core operating system features, such as Web serving, event logging, file serving, help and
support, printing, cryptography, and error reporting. Services do not incorporate a GUI, and load auto-

matically as part of application or operating system startup processes.

During installation, CompleteView automatically configures server services to start automatically as
part of the operating system startup process. Their primary purpose is to service requests received via
the Windows TCP/IP service from CompleteView client and utility programs.

Services do not incorporate an application GUI, but they do have a set of properties that are con-
figurable from the Services Snap-in in the Windows Computer Management Console.
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CompleteView Port Information

Windows Firewall drops incoming network transport layer (UDP/TCP) traffic that does not correspond
to pending requests (solicited traffic) or unsolicited traffic that has not been specified as a Firewall
exception to be allowed. Windows Firewall can also be configured to block outgoing traffic. By default,
Windows Firewall blocks all unsolicited traffic for server, peer, or listener applications and services.
Therefore, Firewall exceptions must be configured in order for the CompleteView to function properly.
The exact list of exceptions needed for an individual system will differ depending upon the system con-
figuration, CompleteView options, cameras deployed, and third party extensions installed. Care must
be taken to ensure that all needed Firewall exceptions are defined and more importantly, that only
needed exceptions are defined.

If a system shipping with CompleteView was purchased from Salient, all firewall rules have been pre-
configured.

Management Server Port Information

Management Server to Recording Server

Port Type Function
4502* HTTP Saving and retrieving configuration, operational state
4503 HTTPS Saving and retrieving configuration, operational state
4242* TCP Operational info, real time status updates
4245 TCP over TLS Operational info, real time status updates

Recording Server Port Information

Recording Server to Cameras

Port Type Function
554 TCP Camera RTSP
80 TCP Camera APl & RTSP

Recording Server General

Port Type Function
25 TCP SMTP
389 TCP Active Directory
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Desktop Client Port Information

Desktop Client to Recording Server

Port Type Function
4502* HTTP Saving and retrieving configuration, operational data
4503 HTTPS Saving and retrieving configuration, operational data
4242* TCP Video & audio data, operational info, real time status updates
4245* | TCP over TLS Configuration and operational data
4255 TCP Restarting the Recording Server service and pushing updates
8098 TCP Video Wall
Desktop Client to Management Server
Port Type Function
8095* HTTP Configuration and operational data
8096 HTTPS Configuration and operational data

Remote Applications Port Information

TouchView to Recording Server

Port Type Function
4502* HTTP Configuration and operational data
4503 HTTPS Configuration and operational data
Web Client to Recording Server
Port Type Function
4502* HTTP Configuration and operational data
4503 HTTPS Configuration and operational data
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TouchView to Management Server

Port Type Function
8095* HTTP Configuration and operational data
8096 HTTPS Configuration and operational data

Peripheral Port Information

Cameras to Recording Server

Port Type Function

6970-7226 UDP UDP Video, audio, events over RTP
7775 TCP ONVIF event handling
3702 UDP Multicast device discovery

Mandatory Firewall Exceptions

*Ports denoted with an asterisk above are required for CompleteView functionality.

Optional Firewall Exceptions

Depending upon system and component configuration, additional CV firewall exceptions may be
required as noted above.
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Active Directory Connector

CompleteView systems deployed on a Microsoft domain network can be integrated with the network
Active Directory (AD) directory service in order to simplify user/group management, and to facilitate
user authentication. Microsoft Active Directory is a distributed directory service that enables secure,
centralized management of the entire network. AD is a central repository of information and integ-
rated services that provide the means to manage network resources including users, services, and
devices. AD is installed on a Windows network server that is configured for the Domain Controller

(DC) role.
@ @
—

Authenticate Cuery
AugFaricaly Responsy

Login Rogusst

Login Responsa

~  Desktop
I Client
b

Wiorkata Management Server

The CompleteView Active Directory Connector allows the System Administrator to define Com-
pleteView users, groups, and permissions as part of the Windows domain controller Active Directory
users/groups schema. In this way, Active Directory Connector eliminates the need to manually main-
tain identical user/group configurations across multiple CompleteView servers in a system. User/group
configurations are maintained in a central location as part of the AD schema, and user authentication is
performed by CompleteView servers against user credentials stored in the network Domain Controller
Active Directory.

When implemented, an Active Directory Connector can only be deployed within a single domain.

When using Active Directory Connector, all CompleteView workstation and server computers must be
members of the domain.

Active Directory integration is a feature of CompleteView Enterprise edition only.

For information on configuring CompleteView to work with Active Directory, see Common Settings
Services.
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CompleteView License Management

CompleteView systems are licensed on a per camera basis. Every Recording Server in a CompleteView
must be provisioned with a License Key. The server License Key includes Feature Keys for IP Cameras
recording to that server, as well as Feature Keys to enable system-wide functionality common to all
Recording Servers in the system. Note: Systems with CompleteView pre-installed are pre-licensed. If
upgrading from CompleteView 4.X and the new Feature Key has been applied, you may skip this step.

In a deployed system, the CompleteView licensing schema requires camera licenses to be allocated
among CV Recording Servers.

® Each Recording Server is provisioned with a License Key.

® Every License Key incorporates a set of Feature Keys.

® The Feature Keys within a License Key enable the set of cameras allocated to that Recording
Server.

® The Feature Keys within an individual server License Key also enable any other VMS capabilities
or features allocated to that server.

Typically, all Recording Servers in a system incorporate a uniform set of capabilities and features, but
each handles a different group of cameras

In a system that employs a single machine hosting the Recording and Management servers, all cameras
and features are maintained in a single License Key located on the server.

In a system that employs multiple Recording Servers, the cameras and features included in the system
are maintained in multiple license keys where one license key is allocated to each Recording Server.

For each Recording Server in this scenario, the set of cameras and features contained in its License Key
agrees with its own configuration. In addition, client configurations must agree with the sum of server
configurations.

In a multiple server system, all servers should incorporate the same set of VMS features, but each will
manage a different set of cameras.

Obtaining and Applying a License Key

Note: If you purchased a PowerProtect server with CompleteView pre-installed, you may skip this sec-
tion.

License keys are generated at the time of installation, are private, and cannot be transferred from one
server to another.

Prior to server software installation, an email should be received from licensing@salientsys.com .
Contact Salient at 512-617-4800, 1-844-725-4368, or the email address above for licensing assist-
ance.

General Steps

1. All components of CompleteView must be installed first, per the instructions detailed in this
manual.

2. Obtain the server Product ID (also referred to as a GUID), as shown below.
Reply to licensing@salientsys.com with the Product ID (GUID).
4. An email will be sent from licensing@salientsys.com with the "cvserver.lic" file attached.

w
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5. When received, each unique license file should be saved or copied to the C:\Program
Files\Salient Security Platform\CompleteView\Recording Server\ dir-
ectory for each Recording Server.

Each Recording Server is required to have a unique license file. Only one Management Server should
be installed for a given deployment. The Desktop Client may be installed on as many machines as
desired, but only one instance is required.

Obtaining the Product ID (GUID)
After all components of CompleteView have been installed:

1. Log into the Desktop Client.

2. Select the Configure module.

3. Select the desired Recording Server from the left pane.
4. Select and copy the Product ID.

For more information, see the Product ID and Feature Keys Job Aid video at:
https://support.salientsys.com/knowledgebase/training-resources/

ai  COMMECTION INFO (6 DAYS, 3 HOURS, 32 MIMUTES, 4 SECONDS) ﬂ}
Common Settings
Ports Host | 10.0.0.226 Ports | TCP Port v | 4747 o
Sendices
Soauty Uzer Mame  admin Pazzword T Ly
Cperations v| Auto Provision () TP & Reconnect
Integrations
Tailover £ LICENSE INFO
Current License
Reconding Senvers License Type  Enterprise Analog Licenses 0 Out OF 8 used
Ouensiew Product ID 19PF5- IP Licenses @ Out OF 20 used
Server | v | | = Feature Keys
(5) Demo_Server KEY DESCRIPTION QUANTITY
Lettings 3 13020-KV3IUT-RTBPG-56515 Audic
Devices 12GT70-0TIKG-12B04-CO6 1M Multiple Server Configuration
Srorage 1188R-503A5-B0AH3-5IT0B Active Directony
Schedules 13805-63007-BEBHT-52EMK MPEGL
NWRs 1BO0O-60HOF-ASFHMN-LIZ84E ‘Wersion 7.0
Cameras 1301B-16307-34BLT-C1SNT F Cameras 20
Alarms S T ) i
Triggers [ Aad

5. Send the Product ID to licensing@salientsys.com.
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Installation Introduction

If upgrading from any version of CompleteView previous to 7.0.X, please download and utilize the
CompleteView v7 Migration Guide from the Knowledge Base section of the Salient website. The guide
details all the steps required to update to 7.X.X from previous versions of CompleteView, including the
use of the License Distribution Utility, its documentation, and includes information from the Man-
agement Server Database Migration Utility's documentation.

Installation Overview
CompleteView installs three main system components:

®* Management Server (only one per deployment)
® Recording Server
® Desktop Client

Deployment Patterns

CompleteView is comprised of one Management Server, along with one or more Recording Server(s),
and Client(s). Consequently, CV may be deployed in a 1 to 4 tier configuration, illustrated below. Note
that the SQL database is present in all patterns, but is only illustrated in the Four Tier installation,
where it resides on its own dedicated server.

One Tier, the simplest pattern, where all components are installed on one machine. This guide will
cover this type of installation. However, the steps covered herein are applicable to all installation
paradigms. Simply run the appropriate installer on the appropriate machine as the desired topology dic-
tates.

( Management Server )

( Recording Server )

( DesktopCliet |

< 4

Two Tier, where components are divided between two machines, as illustrated.

Server Tier Client Tier

= =

Three Tier, where components are divided among three machines, as illustrated.
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And, finally, Four Tier, where components are divided among four machines, as illustrated.
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Management Server Installation

The Management Server coordinates communication between the various elements of CompleteView.
Note: Only one Management Server per deployment is permitted. If setting up a PowerProtect server
for the first time, confirm the presence or absence of a Management Server in the site's deployment. If
a Management Server is present, skip this section . If Management Server has not yet been installed,
open the Start menu, browse to S, open Salient Security Platform, select Install Management Server,
and proceed.

. Salient Security Platform

i'l B

CompleteView
CompleteView Administrator's Ma...
CompleteView Quick Start Guide

CompleteView Recording Server Wi...

Install Management Server
Mew

Video Player
Mew

Search

Server Manager

Q Settings

Prerequisite Installation and Configuration

Both Named Pipes and TCP/IP must be enabled within SQL Server Network Configuration before
installing the Management Server. The following steps have already been applied to PowerProtect
servers purchased from Salient.

Steps:

Launch SQL Server Configuration

Expand SQL Server Network Configuration

Select "Protocols for..." the appropriate SQL instance

Enable Named pipes and TCP/IP

Restart both SQL Server and SQL Server Browser Service from services.msc

Lnnhowb =

-34-



= Sql Server Configuration Manager \;‘i-

File Action View Help

rNEIEEE

@ 50L Server Configuration Manager (Local) Protocol Mame Status
B SOL Server Services %~ Shared Memory Enabled
_E_ SQL Server Metwork Configuration (32bit) " Mamed Pipes Enabled
I» .. S0L Mative Client 11.0 Configuration (32bit) S=TCP/IP Enabled

4 _E_ SQL Server Network Configuration
[z Protocols for MSSQLSERVER |
3 ,, SQL Native Client 11.0 Configuration

The installer will check the system for prerequisites.

Note: Various prerequisites may already be installed on a given system, and may not be mentioned dur-
ing the installation process.

Note: If upgrading to a newer version of CompleteView and the previous version was utilizing
SQL Server or an existing SQL Server will be used, you will be prompted to enter the database's cre-
dentials. CompleteView supports SQL Server 2016, 2017, 2019, and 2022 Express or better.

) Salient Security Platform ) Salient Security Platform
CompleteView CompleteView

Management Server Management Server

Database Selection

At this point in the installation, a choice of database configuration is required. If an existing local or
remote SQL Express (or better) installation is to be used, de-select the option to install SQL Server
Express 2022 and click Next. In the following screen, provide the path and sufficient credentials for
the existing SQL server, and click Install. CompleteView supports SQL Server 2016, 2017, 2019, and
2022 Express or better.

SQL Users & Permissions Information

CompleteView utilizes two SQL users: one for initial database creation, and one for ongoing database
access. Whether using an existing SQL deployment or downloading and installing SQL Express during
installation, CompleteView will prompt for entry of credentials that will be used to create the Com-
pleteView database and to create its own user for ongoing access. If Trusted Connection is selected,

-35-



the credentials of the currently logged in Windows user will be used to connect to the SQL Server and
create the database. If Trusted Connection is not selected, an account with the dbcreator role or better
(e.g., sa, a sysadmin, etc.) needs to be used. The credentials for this account will not be stored; the
account will only be used to create the CompleteView database and associate CompleteView's SQL
user, cvsgluser, with the database. It will not be accessed by CompleteView again. The second account,
cvsgluser, will be created during the installation process. The cvsqluser account is created with db_
owner permissions for only the CompleteView database, and must retain this level of permissions.

) Salient Security Platform ) Salient Security Platform
CompleteView CompleteView

Management Server Management Server

1ho st\SQLEXPRESS|

pen)
ASPN

SQL Server ODBC 183

NET Desktop Runtime 5.0.12x64 5.0.12-5.0.17

jame
5G|
5|
=)
=)

SQL Express Installation & Configuration

If no current SQL Express instance is available either locally or on the network, leave the SQL Server
Express 2022 installation option checked and click Next.

) Salient Security Platform
CompleteView

Management Server

Name. equire Found Action
SQL Server Express 2022 16.0.1000.6
OpenvPN Connect
[ ASP.NET Core Runtime 5.0.12 x )
QL Server ODBC Driver 18.3x64  18.3.3.1 or

-NET Desktop Runtime 5.0.12x64 5.0.12-5.0,17

Installation of the SQL server and other prerequisites may take some time, contingent upon network

speed, etc. When completed, Accept the agreement, and either change the installation path or click
Install.

Note: To improve future product development, CompleteView collects and sends anonymous analytic
data such as geographic location, version information, OS, platform type, system memory, etc., to Sali-
ent. Users may opt out by deselecting the checkbox at the bottom of the installation screen.
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Salient Security Platform Salient Security Platform
CompleteView CompleteView

Management Server Management Server
End User License Agreement

Fi lient Syste tion, a Texas i
(“salient”) for CompleteView™ SOFTWARE LICENSE:

1. GRANT OF LICENSE: Salient grants to you the right to use
one (1) copy of the Salient CompleteView Management
Server SOFTWARE on one (1) computer and one (1) copy of
the Salient CompleteView Recording Server SOFTWARE on
one (1) computer. Salient grants to you the right to use one
(1) copy of the Salient CompleteView Desktop Client
SOFTWARE on any numbers of computers, provided that the
salient CompleteView Desktop Client is solely used to
connect to a Salient CompleteView Management Server

After downloading and installing SQL Express and completing installation, CompleteView will prompt
for entry of credentials that will be used to create the needed database in SQL Express. If Trusted Con-
nection is selected, the credentials of the currently logged in Windows user will be used to connect
and create the database in the SQL server. If Trusted Connection is not selected, an account with
administrator (sa) permissions needs to be created or used for installation. This account will only be
used for database creation.

Note: These credentials will not be stored, and are used to create the needed database and associate
cvsqluser as db_owner.

The account that has the db_creator role just needs to have that role during database creation. That
account is used only for database creation.

Cvsqluser is created with sa level permissions. The cvsqgluser is required to be db_owner for the Com-
pleteViewVms database, and is given the public and db_owner roles.

) Salient Security Platform
CompleteView

Management Server
Configure Data Source

XPRESS

L database server is already set up and

Password:

Enter a complex password which adheres to the specifications below for the SA password. It will be
used for database creation and access. Click Install.

® The password must be at least eight characters long.
® The password contains characters from three of the following four categories:
1. Latin uppercase letters (A through Z)
2. Latin lowercase letters (a through z)
3. Base 10 digits (O through 9)
4

Non-alphanumeric characters such as: exclamation point (!), dollar sign ($), number sign
(#), or percent (%)

5. Do not use the following special characters within the SQL Express password: & < >
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® Passwords can be up to 128 characters long. You should use passwords that are as long and com-
plex as possible.

For more information, see Microsoft's SQL Password Policy.

) Salient Security Platform
CompleteView

Management Server

) Salient Security Platform Salient Security Platform
CompleteView CompleteView

The Management Server is now installed. Proceed to the next section.
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Recording Server Installation

This section describes the process of installing the CompleteView Recording Server. As with the other
sections in this document, it presumes a One Tier installation. Recording Server comes pre-installed on
PowerProtect servers.

Recording Server Installation

Double click the CompleteView Recording Server installer.

If upgrading from CompleteView 4.X, the Recording Server installer will prompt to uninstall the current
version before installing the upgrade. Proceed through the uninstall.

Note: To improve future product development, CompleteView collects and sends anonymous analytic
data such as geographic location, version information, OS, platform type, system memory, etc., to Sali-
ent. Users may opt out by deselecting the checkbox at the bottom of the installation screen.

Accept the licensing agreement, accept or specify the path to which the Recording Server should be
installed, click Next, and wait for the installation to complete.

) Salient Security Platform ) Salient Security Platform ) Salient Security Platform
CompleteView CompleteView CompleteView

Recording Server Recording Server Recording Server

End User License Agreement
Select the setup language:
A aTe i
Bl (e 57 ) (“salient”) for CompleteView™ SOFTWARE LICENSE:

1. GRANT OF LICENSE: Salient grants to you the right to use
one (1) copy of the Salient CompleteView Management
Server SOFTWARE on one (1) computer and one (1) copy of
the salient CompleteView Recording Server SOFTWARE on
one (1) computer. Salient grants to you the right to use ane
(1) copy of the Sal P Client
SOFTWARE on any numbers of computers, provided that the
salient CompleteView Desktop Client is

Salient Security Platform » Salient Security Platform

CompleteView CompleteView
Recording Server Recording Server

Completeview Recordin . . .
e 2 CompleteView Recording Server has been suceessfully installed.

When completed, click Finish, and proceed to the next section.
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Desktop Client Installation

This section describes the process of installing the CompleteView Desktop Client. As with the other
sections in this document, it presumes a One Tier installation. Desktop Client comes pre-installed on
PowerProtect servers.

Desktop Client Installation

Double click the CompleteView Desktop Client installer.

Note: To improve future product development, CompleteView collects and sends anonymous analytic
data such as geographic location, version information, OS, platform type, system memory, etc., to Sali-
ent. Users may opt out by deselecting the checkbox at the bottom of the installation screen.

Optional Video Wall Agent Installation

During the Desktop Client installation process, an option to install the Video Wall Agent (VWA) is
presented. The VWA allows a workstation to be configured to display full screen video, Views, and
Maps across all attached monitors. The VWA is intended to be installed on client workstations meant
for displaying data, and should not be installed on systems hosting the Management and/or Recording
Server(s). For more information, see the Video Wall section of the main manual.

Accept the licensing agreement, accept or specify the path to which the Desktop Client should be
installed, optionally select the Video Wall Agent, and click Install.

) Salient Security Platform ) Salient Security Platform ) Salient Security Platform
CompleteView CompleteView CompleteView

Desktop Client
End User License Agreement

From Salient Systems Corporation, a Texas Corporation
(“salient”) for CompleteView™ SOFTWARE LICENSE:

1. GRANT OF LICENSE:

one (1) copy of the Sa
‘Server SOFTWARE on
1t Ce

Wa it for the installer to complete, and click Finish.
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Salient Security Platform

CompleteView

The Client has now been successfully installed. Proceed to the next section.
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Desktop Client Initial Launch
The Desktop Client contains all of CompleteView's administrative and client functions. It enables both

administrators and users to manage and use CompleteView from a single panel. Every VMS activity is
configured from within the client, except legacy server configurations.

How to Launch the Desktop Client

Double click on the CompleteView icon on the Desktop, if present.

47

Alternately, follow the steps below.

Steps:
1. Select the Start button
2. Scroll to the S entries
3. Select Salient Security Platform
4. Select CompleteView
. Salient Security Platform
New
_,’JJ CompleteView
Video Player
2 New
p Search
Logging In
Steps:

J SALIENT

Salient Security Platform

Management Server http://localhost:8095

User Name ", admin

Password A eess

¥ | Remember Me Use TLS
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1. Optionally, select a different language from the dropdown menu in the upper right corner of
the window.

2. Ensure that the Management Server field is accurately populated.

3. Enter a valid CV username and password in the fields provided. The default ID is
"admin," leaving the Password field blank.

4. Optionally, select Remember Me to store credentials for future use.

5. Select Login.
Note that multiple instances of the Desktop Client may be open at once. In addition, a history of pre-
vious Management Servers to which the Desktop Client has connected is stored in the Management
Server field of the Desktop Client, and can be accessed by either clicking the down arrow or by typing

the first few characters of the desired Management Server and selecting the appropriate result. Select-
ing or deselecting the Use TLS option will display secured versus non-secured Management Servers.

Network Auto-Detection

This feature enables CompleteView clients to determine the most efficient way to connect to the
deployment. If using a Remote Access Cloud URL, the client will automatically detect if a route to the
Management Server is available through the local network and use that instead.

Password Change

Upon initial login, CompleteView requires changing the default Admin password. Enter and verify the
new password, and click Change.

Please change your default password for increased security

Mew Password P

Verify Password P

If password policies are in effect, CompleteView will notify existing users when their password is about
to expire. From the prompt, users may choose to delay changing their password or update it at that
time. If they choose to update it then, they will be taken to an Update Password screen, similar to the
one described below.

Update Your Password

Your password will expire in 1 day

Ask Me Later Update Password

Upon log in, a new user, a user with an insufficiently complex password, or a user with an expired pass-
word will be presented with the following Update Password screen.
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Update Password

Your VMS password has been reset. Please change it using the following criteria:

® The password is at least eight characters long

® The new password must not be the same as the current password

® The password must contain characters from 3 of the following 4 categories
© Latin uppercase letters (A through Z)

Latin lowercase letters (a through z)

Base 10 digits (0 through 9)

Mon-alphanumeric characters such as:

'@#f% A &T()-._+/[1{}?

o oo

New Password  ° esssssssssssssses 2 @ Good

@® Good

Verify Password | # eessssesssssssend A

% Update Password

CompleteView will verify adequate password complexity before allowing the user to select Update
Password.
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Desktop Client Navigation and Functionality

All modules except Alarm View and Search Video in
Playback utilize the Navigation Panel, which is itself BB Management Server
divided into various, contextual sub-panels. Many |‘ Settings
sub-panels are searchable and sortable. The fol- @ Federation
lowing instructions describe the general steps
involved in utilizing the search, sort, and filter fea-
tures. Note that the options in the sub-panels are Common Settings
contextual, and that not all features will be available
in all sub-panels.

Recording Servers

= Owerview

| Server - ||

1L
(*) RS-49 MS49

©» Views / Maps

Users / Groups

Overview

Steps:

1. Select the element for which you'd like to
search. This example utilizes the Server-
s/Cameras sub-panel, which contains Cam-
eras, Servers, or Regions.

Servers f Cameras EE:I' 2
2. Enter part or all of the element's name or . N _
number, and press Enter. The result(s) will | Camera | | ( | % 51
be displayed under the appropriate node. Camera | 3
3. Optionally, display the information in lin- \::.:q A oMED - 00408090669
earOHEgmnfonnml e = immmm-mmmmmm

4. Optionally, sort the results (or the whole
tree) in ascending or descending order.

The Navigation Pane may be collapsed or expanded
by clicking the double horizontal chevrons located in LM
the bottom right corner.

The Navigation Pane within the Configure module
may be locked to prevent changes. Click on the icon
to lock and unlock the Navigation Pane. Q&8
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Bulk Update

Bulk update provides administrators with the ability to change specified attributes for selected items
en masse. Configurable attributes will change contextually.

The example below illustrates the process of granting Remote Access to multiple Users.

LU USERS & GROUPS Bl ACTIVE DIRECTORY 4
" Apply Disable Select All

Q Search Bulk Update = Remote Access v [ True -
SELECT EMABLED FULL NAME a/ USER NAME . D DOMAIN TYPE REMOTE AC... ADMIN
alse

v admin sssssssssssssssIsEssRRsRRERRRR R VMS .
v Adam LT L] LITL] VMS D .

1. Select the items to be modified (in this case, Users, but could be cameras, etc.)
2. Select which attribute is to be changed

3. Select the state of that attribute

4. Click Apply

Column Sorting and Selection

In some overview screens, columns may be selected for display or obscured for easier viewing and nav-
igation. Clicking the Select Columns dropdown menu will display a list of the overview's columns.
Check or uncheck the columns to be viewed as desired. Clicking Reset View will return the default
columns to view. Clicking a column header will sort that column in either ascending to descending
order or vice versa. Additionally, use the arrows to navigate to individual items in the list.

Select Columns Select All

RESOLUTION  COMPRESSION | FPS % | AUDIO SCHEDULE RECORDING STATUS

Auto H.264 30 (] Recording.. ] B

Notes

Anywhere within the CompleteView client where a notes icon is displayed allows for the addition and
editing of comments. Click the notes icon to enter or edit text. Notes have a 256 character maximum.
An icon with no lines indicates no notes have been added to that item. Icons with lines contain notes.

PE

When finished, select the checkmark to save the edits to the note, or select the X to discard them.
Click the module's Save button to ensure the note has been saved.

Camera n{:tesl
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Notes follow the item to which they are attached, such as a camera. For example, if information has
been added to a note for a camera in one screen, the information will be accessible in any other screen
in which the camera is available and the notes icon is visible.
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Security Platform Tasks

The client is divided into six selections. Each of the six buttons opens the given function's features and

settings.

Each user’s access is limited by permissions granted by an Administrator. Administrators have com-
plete access to all functions. For more information about user permissions, Click Users & Groups Con-

figuration.

SALIENT SECURITY PLATFORM - HOME

JSALIENT * 4

HOME

DASHBOARD

Monitor Servers,
Clients and Activities

®

LIVE VIEW

Monitor
Cameras, Maps and Events

The functions are divided as follows:

1. Dashboard - Monitor all Servers, Clients, and Activities
Configure - Configure all servers and users
Maintenance - Manage and update software versions

Live View - View Camera live feeds

A o

Playback - Playback recorded video

Default Task at Login

Setting a specific function to open at login can be a convenient way to display a specified function
upon login. Only one function can be selected. If a second function is selected to open after login, the
previous defaulted function will automatically deselected.

Steps:

COMPLETEVIEW 20/20

<
2=

Configure Servers,
Clients and Users

Q

Monitor
Alarm Activities

Alarm View - Monitor alarm activities
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MAINTENANCE

Maintain and Diagnose
Servers and Clients

©

PLAYBACK

Search, Playback
and Export Video

*x

Online.




DASHBOARD

Monitor All Servers,
Clients and Activities

D Set as Startup

1. From the home screen, rollover your mouse onto a function.
2. Select the “Set as Startup” checkbox.
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Client Toolbar

At the top of the home screen is a toolbar. The Home button is persistent, and cannot be removed.
However, all of the remaining six functions may be shown or removed from the toolbar. If no single
function is selected to open at client start up, the functions for which the user has permission will be
displayed on the home screen for selection after login.

How to Display and Select Functions from the Toolbar

Steps:

]
DASHBOARD

2
CONFIGURE

MAINTENANCE

ALARM VIEW

v ]
PLAYBACK

1. Looking at the top and left of the area of the Home screen, select the plus symbol (+) on the
toolbar to display the list of six functions.

2. From the list, select one or more of the function(s) to add it/them to the toolbar.
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Secured Communication

CompleteView allows for secured communication via SSL/TLS certificates between the Desktop Client
and the other core components of CV.

Requirements

To implement secured communication from the Desktop Client, security certificates need to be cre-
ated and applied to both the Management and Recording servers with which the client will be com-
municating. In addition, the fully qualified domain name (FQDN) for the Recording Server must be
entered for TLS to function. Unless both the Desktop Client and Management Server reside on the
same physical machine, certificates must come from a Certificate Authority. Self-signed certificates will
only work for systems where Management Server and Desktop Client are on the same system.

While communication between the Desktop Client and Recording and Management Servers is
secured, that security does not extend to communication between CompleteView and devices such as
cameras, NVRs, etc., at this time. In addition, CompleteView currently supports TLS versions up to and
including 1.3.

Configuration of Secured Communication

Follow the steps below to implement secured communication between the Desktop Client and Man-
agement and Recording Servers. Note that if changing the default port settings for either or both the
Recording and Management Servers, it should be done in their respective (Common) Settings > Ports
menus, and not the Connection Info screen.

Create and Apply Certificates

Refer to procedures for certificate creation in Common Settings Security . The steps for creating and
applying certificates for the Management Server (in Common Settings > Security) and a given Record-
ing Server (Settings > Security) are the same. Apply the appropriate certificates to both the Man-
agement and Recording Server(s). Again, self-signed certificates will only work for systems where
Management Server and Desktop Client reside on the same system, otherwise a certificate authority
must be used.

Enable Management Server Certificate

After applying appropriate certificates to both the Recording and Management Servers, save all con-
figurations, log out, and log back into the Desktop Client.

After logging back in, launch the Configure Module and select Common Settings, Security. Enable the
desired certificate, and save the configuration. Log out once more. If already enabled, skip to the next
section.
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&9 MANAGEMENT SERVER PORTS

Management Server Version: .

:ﬁ Certificates

HTTP Port [ 8095 HTTPS Port M 8096

APPLY CERTIFICATES

'CORS Whitelist

Encrypt Recording

ISSUER VALID FROM VALID TO SIGNATURE ALGORITHM
D betademo. s # CN=DigiCert TLS RSA SH: 11/14/2022 6:00:00 PM  6/24/2023 6:59:59 PM  CN=" sy sha256RSA
[j ManagementServer.Toker CN=localhost, OU=IT, 0= 11/13/2022 7:58:50 PM  11/14/2023 7:59:50 PM CN=localhost, OU=IT, O= sha256RSA
D Betademo 2024 MS  CN=DigiCert Global G2 T  6/6/2024 7:00:00 PM T/5/2025 6:59:59 PM  CN=".sby - O=% sha256RSA

Enable Recording Server Certificate

Log back into the Desktop Client, this time selecting the Use TLS option.

Management Server % http://localhost:8095 v

User Name ,", admin

Password P I TTY A

¥ Remember Me v Use TLS ﬂ:l Login

Select the Recording Server, and verify the FQDN is listed in the Host field. If not, enter it and Recon-
nect.

=i, CONNECTION INFO (1 DAYS, 1 HOURS, 44 MINUTES, 25 SECONDS) O
Management Server

[Host  betagemo.us | rons | searercrror |~ a4 @

o — C User Name | admin Password | esesesessssescse )

o provsion @ Vusens

% LICENSE INFO

|

A "
Q@ Overview .
= Current License

. ————— 0 4
[ sever |~ ]| fa 2zl License Type Enterprise Analog Licenses 0 Out Of 150 used

Product ID 19PF5-VAMNJ-00VF1 IP Licenses 22 Qut Of 150 used

A
® betademo.

Select the Recording Server's Settings and Security and, as before, make sure the desired certificate is
Enabled. Save the configuration.

BS APPLY CERTIFICATES

Q search
ENABLE NAME ISSUER VALID FROM VALID TO
a Preinstalied €=US, 5T=TH Lehustin, 0= Mar 31 16:01:31 2016 GMIT Apr 1160131 26EMT €=
O Meke_1 €=US, ST=Texas, L=Austin, O=imh  Jan 20 17:27:16 2020 GMT Jan 20 172716 2001 GMT €=
(w] Trusted Trusted CaUS, OnDigiCert Inc, CNaDigiCe b 3 000000 2020 GMT Jun 17 1200:00 2021 6MT  Cs
f:l SeltSagned Selffagned C=US, ST=Tens, L=Boerne, O=52  Feb 4 161431 2020 GMT Feb £ 161421 2021 GMT  C=
Warirngen TLS Version | TLE ver 1.2 v
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Finally, select the Recording Server, select the Use TLS option, select the Secure TCP port option,
and Reconnect.

=i CONNECTION INFO (1 DAYS, 1 HOURS, 47 MINUTES, 35 SECONDS)

Host  betademo i Ports = Secure TCPPort |~ 4245 o
User Name  admin Password ssssssssseBRERES f:\

|_; Auto Provision o \_/ Use TLS &’ Reconnect

Save the configuration, log out, and log back in to the Desktop Client. If SSL/TLS configuration was suc-
cessful, the locked icon will be displayed next to the logged in username.

admin ﬂ 9 — 8 >
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Web & Mobile Client Information

CompleteView web and mobile clients enable viewing, playback, investigation, video exportation and
other functions associated with CompleteView. A supported web browser or mobile OS, internet con-
nection, and a Management Server’s address and valid credentials are required to use the clients.

Web Client Quick Start

Once a CompleteView deployment is operational, verify that the Embedded Webserver
(HTTP/HTTPS) ports for both the Management Server and desired Recording Server(s) are enabled.
See Common Settings Ports for more information.

Web Client System Requirements

It is recommended to use the current versions of the listed browsers to run the CompleteView Web Cli-
ent. In addition, it's recommended to have a minimum of 4GB of system memory and run current ver-
sions of MacOS or Windows.

* Firefox
® Chrome
* Edge
e Safari

Initial Browser Configuration

There are two methods to enable a supported browser to function as the Web Client. Using the sup-
ported browser, either proceed to http://webclient.salientsys.com or https://web-
client.salientsys.com or browse to the deployment's Management Server's IP address or FQDN (fully
qualified domain name), making sure to specify the secured or non secured port (e.g.
https://FQDN:8096). Enter the address and credentials of the desired Management Server to log in.
For more information about functionality and configuration, consult the online help included with the
Web Client, located in the upper right corner.

Using a supported browser, navigate to the deployment's Management Server's IP address or FQDN
(fully qualified domain name), making sure to specify the secured or non secured port (e.g.
https://FQDN:8096). Enter the address and credentials of the desired Management Server to log in.
For more information about functionality and configuration, consult the online help included with the
Web Client, located in the upper right corner.
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Mobile Client Quick Start

As above, verify that the Embedded Webserver (HTTP/HTTPS) ports for both the Management Server
and desired Recording Server(s) are enabled. See Common Settings Ports for more information.

Mobile Client System Requirements

The mobile client may be run on iOS version 13 or newer, or Android version 24 or newer. The apps
may be downloaded from the devices' respective app stores, or from the following links:

iOS: https://apps.apple.com/us/app/completeview/id1637667124

Android: https://play.google.com/store/apps/details?id=com.salientsys.completeview&hl=en-
US&pli=1

As above, enter the deployment's Management Server's IP address or FQDN (fully qualified domain
name), making sure to specify the secured or non secured port (8095 or 8096, typically), and enter
appropriate credentials.

For more information, select Help from the Settings menu.

o

SETTINGS

-55.-


https://apps.apple.com/us/app/completeview/id1637667124
https://play.google.com/store/apps/details?id=com.salientsys.completeview&hl=en-US&pli=1
https://play.google.com/store/apps/details?id=com.salientsys.completeview&hl=en-US&pli=1

Alarm View Overview

Alarm View is composed of four panels designed to display video when either video motion or alarms
are detected. Alarm View does not require Administrator permission to open or use. Configuration of
Alarm View is typically an Administrator responsibility. Click Recording Servers Camera Events to
learn more about configuration of alarms.

Alarm View Panels

The default Alarm Panel consists of four panels. Each of the panels and their features will be detailed in
its own section.

Cameras > World Map

Camera Camera

Discon bed.

Camera Camera

SCY S
Events Event Details

Q Search B Stop [X Clear Time 3/ : Server betademo: com Alarm No

DATE TIME EVENT CAMERA DESCRIPTION Event Motion Start Camera 10 - Marketing Hallway - Samsung SND-6084N Video Yes

3/13/2023 11:00:52 AM Motion End 8 - Front Door - Auis P3915-R

Motion detected in region: 10 - Marketing Hallway - Samsung SND-6084N - Live View 10 - Marketing Hallway - Samsung SND-6084N - Playback

3/13/2023 11:09:51 AM Motion Start Motion Zone 1 g : aml

o

- Sidewalk and Clock - Virtual e

3/13/2023 11:09:51 AM Motion End

ES

- Sidewalk and Clock - Virtual et

Motion detected in region:

3/13/2023 11:09:50 AM Motion Start Motion Zone 1

ES

- Sidewalk and Clock - Virtual e

3/13/2023 11:09:49 AM Motion End

o

- Sidewalk and Clock - Virtual et

Motion detected in region:

3/13/2023 11:09:48 AM Motion Start Motion Zone 1

o

- Sidewalk and Clock - Virtual e

3/13/2023 11:00:48 AM Motion End

LS

- Sidewalk and Clock - Virtual e

Motion detected in region:
Motion Zone 1

o

3/13/2023 11:00:47 AM Motion Start - Sidewalk and Clock - Virtual st

3132023 110947AM  MotionEnd - Sidewalk and Clock - Virtual (s P, e — 3/13/2023 11:00:14 AM3/13/2023 11:08:23 AM3/13/2023 11:09:23 AM
i H . P — - He -
3/13/2023 110946 AM  Motion Start - Sidewalk and Clock - Virtual e Lo S0 . ’@.‘ v e 1
Motion Zane 1 ANCA =3
- 14 < P B> P H=o

Alarm View Menu

The Alarm View toolbar resides at the top

right corner of Alarm View. The toolbar’s ‘X -
icons, descriptions, and applications are
described below.

When enabled, an audible notification will sound in Alarm View
when either a motion or alarm event occurs. Motion and alarm
events have distinct tones.

Toggle Audio Noti-
fications

Export Queue = Navigates to the Export Queue
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Menu Launches the contextual menu

Alarm View Advanced Options

Clicking the Menu option described above produces a menu nearly identical to the Live View menu.
The Advanced Options panel for Alarm View adds an option for testing audio event notifications.

=, ADVAMCED OPTIONS

Renderer Use Direct 20/30 W
H.264 Decoder FFMPEG W

MPEG4 Decoder FFMPEG e
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Camera Panel

The Camera Panel provides both real- Cameras X
time video alerts as well as video asso- e -

ciated with an alarm or motion event
generated by the server or its asso-
ciated alarm devices or cameras. Ana-
log video associated with an alarm also
displays in the panel.

Using the Layout Options menu and
the Camera Layout submenu, users
select from 4- 64 cameras to populate
the Camera Panel. The panels in Alarm
View may be floated.

Triggering Video Alerts

Alarm View camera tiles remain black, illustrated above, until either motion or an alarm are triggered.
To generate video, the Administrator will properly configure motion recording and establish an Alarm
and Motion Display schedule. Click Recording Servers Camera Motion Panel to learn more about con-
figuring motion recording.

Alarm View camera tiles populate from the top left to the bottom right. To prevent video sensory over-
load, select those cameras that are of the highest importance to be included in the camera panel dis-
play schedule.

Both motion and alarms can be displayed from a CompleteView 4.X server that is integrated into Com-
pleteView, along with any CompleteView cameras, simultaneously.
Alarm Device Output Trigger

Alarm Device outputs associated with alerted cameras may be triggered within Alarm View.
Steps:

1. Select the Output Triggers icon in the upper right corner of the camera window.
2. Select the desired Output.

I:I 48 - Uniden 4MTPD-MVF at 172.18.4.1 [mx;&mmmm_ﬂ E FIJI

1 5l @ output1 (0a-GSQuad-Win10)

@ output2 (QA-GSQuad-Win10)

2 @ Output3 (QA-GS5Quad-Win10)

In addition, outputs may be manually triggered within Dashboard and Dashboard search, Live View,
and anywhere the Output Triggers icon is displayed.
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Pause Video Tile Change

When populated with video, each tile dis-
plays a thumbtack in the upper right corner.
When pressed, the thumbtack pins the cur-
rently displayed video until the thumbtack is
pressed a second time. The thumbtack
enables the user to right click on the tile and
call up the menu illustrated below.

Video Tile Menu

Right click on a video to produce the Video Tile Menu. The menu allows the user to take a snapshot or
playback recorded video from the selected camera. The same menu can be called up from the Event
Details panel when the video is presented in the Event Details tiles.
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Tile Menu Options

Take Snapshot

When selected, a snapshot of the video in the tile is
taken. The user can save the snapshot as a JPEG file to a
CD, DVD, thumb drive or network location.

Playback Video: Review in Timeline

Review in Timeline returns a single video image with a
timeline below the image. The timeline begins at midnight
and stretches for twenty-four (24) hours.

Playback Video: Search by List

Search by List displays recorded video clips in a list. The
top result in the list automatically begins when the play-
back screen appears. The list of results includes start and
end time of the recorded video and a recording type indic-
ator.

Playback Video: Search by Thumbnails

Selecting Search by Thumbnails transitions to Playback’s
Thumbnail search screen, and generates a thumbnail
search using the default, twenty-four clips over twenty-
four hours.

Go To Preset

Select the preset position that you wish to send the cam-
era to.
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Events Panel

The Events Panel displays a text description for each motion or alarm event, also providing the user
with a date, time, camera name, and the camera’s server information.

b4

Q S5earch 5 Stop [X Clear

DATE TIME EVENT CAMERA SERVER DESCRIPTION

31372023 11:20:01 AM Motion End 6 - Sidewalk and Clock - Virtual betademo.sa

Motion detected in region: Motion

31372023 11:20:01 AM Motion Start 0 - Sidewalk and Clock - Virtual betademo.sa Zone 1

31372023 11:20:00 AM Motion End 6 - Sidewalk and Clock - Virtual betademo.sa

Motion detected in region: Motion

3/13/2023 11:19:59 AM Motion Start 6 - Sidewalk and Clock - Virtual betademo.sa Zone 1

Search Event

Users may search for a particular event by name, event description, camera name, server name or time
( hh:mm) by typing the criteria into the Search field in the upper left of the Event Panel and pressing
Enter. Multiple values may be entered, separated by commas.

Stop/Start Function

In low bandwidth deployments, Recording Servers may be configured to report events only on
demand. If events are not being displayed, events may be restarted by clicking the Start button in the
Events panels of the relevant modules. See Bandwidth Control for more information.

SERVER DESCRIPTION

Note: Live events will not update in the Events Panel with search criteria in the search box. Clear the
search with the Clear button.

Displaying an Event's Video

Selecting an event from the Events panel will both show a live view of the associated camera and begin
playback of the event in the Event Details panel, discussed in the next section.
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Event Details Panel

The Event Details panel displays recorded and live video in tandem from an event selected in the
Events Panel.

In the video panels below, the left, Live View pane displays current video with PTZ controls, and the
Playback pane displays the recorded video from the event that was selected in the Events Panel. The
top of the Event Details panel displays the date and time of the video, the video server, the associated
camera for the event, as well as alarm, video and event information. The clip associated with the event
can be added to the Export Queue and a snapshot can be taken from the Playback pane.

Event Details b4

Time 3/13/2023 11:21:55 AM Server betademo.: Alarm Mo

Ewvent Motion End Camera 7 - Breakroom Sony SNC-XM631 Video Yes

T - Breakroom Sony SNC-XM631 - Live View T - Breakroom Sony SNC-XME31 - Playback

133 101520 8 | G . B R 1L =y | I % |
e 3 o = L T A - o i
- - ' . ) Iy W
;

L NN { 4 } i i
Dewarp 3M3/2023 11:21:54 AM3/13/2023 11:21:55 AM3/13/2023 11:21:58 AM
s

Imwert Pan I

It Tilt < <d ' | -l H &
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Maps Panel

The Maps Panel Maps displays video feeds that have been created by the Administrator. For more
information on map creation and configuration, see Maps. The Maps Panel name is dynamic, adopting
the name of the currently displayed map. A searchable list of predefined maps is available from the
drop down menu in the upper right corner.

Global HQ

HQ Floor 2

Bristol

e L e # |11 A MEDAE - SMP Quad [Dumo IV ?
-~
' 4

4 -
.'.. - -
by S 14 - ALTI E52 - Zh

= HE Aoer 2
3. hoks P1357 - VA 2 [Dama TV

- 63 -



Live View Overview

CompleteView's Live View provides live access to video devices, predefined views, custom views,
maps overlaid with video sources, and an Event panel. Most features within Live View require per-
missions, established by an Administrator by user or group when configuring the system. Predefined
views are created by an Administrator. Click Views & Maps Creating Views and Templates to learn
more about predefined views, and Click Users & Groups Introduction to learn more about permissions.

® A 2 s}
» SALIENT HOME LIVE VIEW CONFIGURE ALARM VIEW DASHBOARD

@ Views / Maps

8- Front Door - Axis P3915-R (betadem O] s - Loboy Halway - Hikvision DS2CD4165F (betad... u
= - -

All Cameras % 5
Live Cams
Virtual Cams

() [ Web Views
43 Custom / Favorites

Servers / Cameras
2 - Parking Garage PT... 10 - Marketing Hallw...

= i R | S N B stop [X Clear

&~ P ; . DATE

3/10/2023 2:57:22 PN Motion End 6 - Sidewalk and ' betademao.sa

TIME EVENT CAMERA SERVER DESCRIPTION

Motion detected in
3/10/2023 2:57:07 PN Motion Star 6 - Sidewalk and ' betadema.sa region: Motion
Zone 1

3/10/2023 2:57:04 PN Motion End 6 - Sidewalk and ' betademo.sa

Motion detected in
3/10/2023 2:56:46 Ph Motion Star 6 - Sidewalk and  betademc.sa region: Motion
Zone 1

3/10/2023 2:36:44 PN Motion End 6 - Sidewalk and ' betademo.sa

Motion detected in
3/10/2023 2:36:11 PN Motion Star 6 - Sidewalk and ' betadema.sa region: Motion
Zone 1

Live View Toolbar

The Live View toolbar resides at the top right
corner of the Live View Panel. The toolbar’s
icons, descriptions, and applications are
described below.

Tour Start/Stop Starts and stops touring of created views.

Map View Displays, |!1'the Live View screen, all cameras positioned in the cur-
rently positioned on a map

QuickTrack On/Off Toggles the QuickTrack virtual camera on or off for user selected

video tiles*

Used to review a predefined amount of time for a specific camera

Quick Review Steps:

1. Select a video stream (camera)
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2. Select Quick Review
3. Select a time option

% Live View permits users to create their own “custom views.” The

Save Vie . .
ve view save button saves Custom Views after the views are created.

*For more information, see the Using QuickTrack Job Aid video at the link below. Note also that Quick-
Track recordings do support audio.

https://support.salientsys.com/knowledgebase/training-resources/

Recorded Video
When selected, displays options for reviewing recorded video from the menu displayed below.
Recorded Video Menu
Option Description
Returns a single video image with a timeline below the

@‘ - Review in Timeline image. The timeline begins at midnight and encompases
h twenty-four hours.

Review In Timeline Lists a set of recorded video clips. The top result in the
. list automatically plays when the playback screen

Search by List appears. The list of results includes start and end times

of the recorded video and a recording type indicator.

Search By List

Search By Thumbnails Transitions to Playback’s Thumbnail search screen, and
immediately proceeds to generate a thumbnail search
using the default twenty-four clips over twenty-four
hours, see Search Video for more information.

Search by Thumbnails

Export Queue

Export Queue redirects the user to Playback’s video queue. To learn more, see Export Queue
B for more information.

Menu

Selecting the menu icon produces the options discussed below.
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Menu Options

Option Description
— Reset Layout Returns the Live View layout to its original state
Rttt Settings Opens Live View Settings. See below.
Settings
About Displays software version

About
Change Password Change Password Allows user to change VMS password
togout Logout Closes the CompleteView client

Live View Settings

When selected, a panel appears allowing configuration of Live View display options. Information on
the pages to follow will break down each of the panels and what they control.

E VIDEO STREAM [E: VIDEO STREAM OVERLAY

'V Stretch To Fit

|_ Show Camera Overlay Location Center
Camera and Temporary View FPS 4 v

|_ Show Stream Properties

9, MAPS 4, RESOURCE LABELS

) — [w] Show Camera Labels (W] Show Map Labels
|¥| Auto Load V| Show Cones — = P
- Label Properties
[v] Scale To Fit
|¥'| Show Camera Name |¥'| Show Server Name
|! Show Camera ID Title Font Size Small Font v

=, LAYOUTS &, ADVANCED OPTIONS

[w| Show Navigation Panel

[V, Show Map Panel Renderer Use Direct 2D/3D W

|¥| Show Events Panel
_ H.264 Decoder FFMPEG v
|w| Show Events Video Panel

[ ] Show Video Wall Panel MPEG4 Decoder  FFMPEG v

| | Show Web View Panel

Reset Settings
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Video Stream

Stretch to Fit

When selected, Stretch to Fit expands images to fit within the video tile. Stretch to fit may help to
clean up video tiles that have black banding around the displayed video.

FPS (Frames Per Second)
The dropdown allows selection of the desired frame rate for live viewing. Because live video streams
from the Recording Server to the CompleteView client, live-view FPS will never exceed the Recording

Server's configured frame rate. Example: if a camera is set to record at 15 FPS in the Recording Server,
and the user selects 30 FPS, the live video feed will increase to 15 FPS but will not exceed 15 FPS.

Video Stream Overlay

Camera Overlay

When selected, Camera Overlay places the camera name in a selected location on the screen.
Show Stream Properties
Show Stream Properties displays Compression, Frames Per Second, Resolution, Bitrate, and

Transcoder information from the Recording Server to Live View. Users may select the display location
for the stream’s properties.

[ VIDEO STREAM OVERLAY

§ | Show Camera Overlay

I'Vf Show Stream Properties Location | Bottom-Right

Bottom-Left

Center A

Top-Left . UCORRRESSOR : :
T - \ S BINT SRATE:L 744, KBS
op-Right —— A : .

RESOLUTION: 374%212
TRANSCO0DE R[:p UNKNOWN

[} - -— E A
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Maps

Maps that are associated with a view will auto-

Auto Load Map matically load in Live View.

Maps are automatically scaled by Com-

Scale to Fit pleteView to fit within the allotted map area.

<

Toggles the visibility of camera cone graphics

v | Auto Load V": Show Cones

Scale To Fit

Show Cones within the map.

Resource Labels (Maps)

Map Resource Labels

Option Description

Show Camera Labels Displays camera labels on the map

Show Map Labels Displays map's labels

% RESOURCE LABELS

Show Camera Name Displays the camera name on the

Label Properties

Show Server Name Displays the server name on the

map | Show Camera Labels v Show Map Labels

map ¥ Show Camera Mame ¥ Show Server Name

V’ Show Camera ID  Title Font Size Small Font A

Displays the camera ID on the

Show Camera ID map

Title Font Size Allows font size selection

Layouts

Layouts enables the user to determine what comprises the overall Live View experience. Boxes that
are checked are displayed. If all boxes are unchecked and saved, video tiles will continue to display.

Layout Options Menu
Option Description

Displays the Navigation Panel when

Show Navigation Panel ., | o

v
Show Map Panel Displays the Map Panel when checked v
v
Show Events Video Panel Displays the Event Panel when checked .

Show Video Panel Displays the Video Panel when checked I

| Show Web View Panel

Show Navigation Panel

Show Map Panel

Show Events Panel

Show Events Video Panel

Show Video Wall Panel

Show Video Wall Panel Displays the Video Wall Panel when
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Option  Description

[w] Show Navigation Panel
checked [ Show Map Panel

[v| Show Events Panel

[ Show Events Video Panel
Automatically displays Web Views in the () Show Video Wall Panel

Events Video Panel [ Show Web View Panel

Show Web View Panel

Advanced Options

Advanced options specifies the renderer and decoder to be
used when displaying video locally. By default, the Direct

2D/3D renderer is selected, along with FFMPEG for both
H.264 and MPEG4 decoding. Unless specifically required, Renderer | Use Direct 2D/30 W
the default should be left in place. The Direct2D/3D ren-

derer requires Direct3D to be present and enabled on the cli- H.264 Decoder ~ FFMPEG v
ent workstation. If Direct3D is not present, this option will be
grayed out, and GDI will be automatically selected. MPEG4 Decoder  FFMPEG v

Alarm Device Output Trigger

Alarm Device outputs associated with either individual cameras or cameras located within a View may
be manually triggered within Live View.

Steps:

1. Select the Output Triggers icon in the upper right corner of the camera window.
2. Select the desired Output.

;||

CHO 1970 )1 ® output! (QA-GSQuad-Win10)

[ 48 - Uniden 4MTPD-MVF at 172.18.4.1 (QA-GSQuad-Win (Mg s s

@) Output? (QA-GSQuad-Win10)

2 @) Output3 (QA-GSQuad-Win10)

In addition, outputs may be manually triggered within Dashboard and Dashboard search, Alarm View,
and anywhere the Output Triggers icon is displayed.
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Navigation Panel

The Navigation Panel is subdivided into four
sub-panels, providing access to Views/Maps,
Custom/Favorites, Server/Cameras, and LN
PTZ/360. The sub-panels have named con- i
tainers that hold objects. See collapsed and
expanded views to the right.

AEr Views [ Maps

CompleteView allows end-user creation of shar-
able views, view templates, and maps from Live
View'’s Navigation Panel, presuming the user has
proper permissions. Administrator predefined
views must be changed by the Administrator.

{+) Demo_Server

PTZ / 360

1 - Home ot

> co [ESE

Start Tour

CompleteView allows end-user creation of sharable views, view templates, and maps from Live View'’s
Navigation Panel, presuming the user has proper permissions. Administrator predefined views must be
changed by the Administrator. For more information about predefined views, Click Views / Maps Intro-

duction, for more about user permissions, Click Users & Groups Introduction.
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Views / Maps & Walls

Selecting a View from the Navigation Pane displays the @ Viewrs / Maygs

related camera video feeds in the display panel to its

right. Use either the mouse or a keyboard's arrow keys (map [v][ ) seen | Tmdl
to navigate the menus. Views and Maps are created by © Q Maps

an Administrator. et

= View 1
Walls
TestWall

Views Right Click Menu
Right clicking a View produces a dynamic submenu, the features of which are defined below.

Creates a floating window and is present in all Client-
New Tab . . . .
Live View right click menus

New Tab
Permits the user to select Review in Timeline. All cam-

Playback Video eras from the view will be selected for review.

Playback Video

Add to Favorites

Permits the user to add the selected view to their
Add to Favorites favorites, located in the navigation menu under Cus-
tom/Favorites.”

*Favorites are available on the local Desktop Client on which they were created. To create a Favorite, a
user must be given specific access to the camera and/or view. Access to a camera or view through a
group is not sufficient to add the camera or view to a Favorite.

New Tabs - Float Windows

CompleteView's New Tab feature enables the user to create and float additional Live View panels for
view layouts, cameras, events, maps, and custom views. Floating panels may be freely moved to dif-
ferent areas of the client desktop. By default, all display type panels are docked.

Steps: > Views

1. Select/ highlight in the navigation panel any lis- B store
ted view, map, specific camera, or video tile in B main
the live view window. -

2. Right-click and select New Tab

3. Click and hold the mouse pointer on the win- View 5
dow X "~ Add to Favarites

4. Drag the window to the desired position —

MNew Tab

3

View4 Flayback Video

____. Exteric

Note: Floated objects may be sized by grabbing the lower right corner of the screen, holding down the
mouse button, and pulling to size.

-71 -



View Recorded Video from Live View

Review recorded video for a specific camera from a view layout.

Steps:
o . Take Snapshot
1. From the Navigation Pane, right-

click on any view.

2. Select Playback Video from the
menu,

3. Then select Review in Timeline

Fopup Review

Quick Review

Playback videao Review In Timeline A

Frame Rate Search By List

Search By Thumbnails

View Option

Playback will launch and display the selected video feed and its timeline from the originating live view.
Selecting the checkboxes in the corners of multiple feeds will display those feeds and their respective
timelines.

Add to Favorites

Views, maps, and individual cameras may be selected for addition to the Custom/Favorites container.
As previously noted, Favorites are available on the local Desktop Client on which they were created.
To create a Favorite, a user must be given specific access to the camera and/or view. Access to a cam-
era or view through a group is not sufficient to add the camera or view to a Favorite.

StepS: = Views

| Store

1. Select the view/map from within its panel.

2. Right-click on the view/map to display the :
menu B Exter

3. Select Add to favorites View4  add to Favorites A

Bl Main

Playback video

Walls Right Click Menu

Right clicking within Walls allows for a New Tab to be O 1 wals
floated or to clear the current contents of populated dis-

plays. New Tab

Clear All Displays
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Live View Right Click Menu

Option
New Tab

Take Snapshot

Popup Review

Quick Review

Playback Video

Frame Rate

View Options

Go to Preset

Live Stream

Close Tile

Description

Displays the selected camera's feed in its own new
tab

Captures the current image and prompts for a loc-
ation to save the snapshot

Opens a popup window and plays recorded video
from the selected camera for playback in incre-
ments from 30 seconds to 10 minutes

Opens a new window and plays recorded video
from the selected camera for playback in incre-
ments from 30 seconds to 10 minutes

Allows review of recorded video by three different
means:

a. Review in Timeline
b. Search by List

c. Search by Thumbnail

Allows configuration of the frame rate for the cur-
rent camera from 1 - 30 FPS. Because live video
streams from the Recording Server to the Com-
pleteView client, live-view FPS will never exceed
the Recording Server's configured frame rate.

Sets whether the camera is displayed in its native
aspect ratio or is stretched to fit the window

Presents a list of PTZ presets for the selected cam-
era, if available

Selects one of the three live viewing stream
options:

a. Reconnect: initiates a reconnection
attempt between the Live View Client
application and the Recording Server for
the current camera.

b. Disconnect: disconnects the video stream
between the Live View Client and the
Recording Server for the current camera.

c. Stream Properties: determines if the
video tile's stream properties should be
displayed and sets the location of the
information.

d. Resolution Scaling: toggles functionalty
of resolution scaling for that tile.
Closes the currently selected video tile. To close
multiple tiles, select the checkboxes in the title bars
of the desired tiles, right click, and select Close Tile.
Closing a tile in a View will not eliminate that cam-
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Option Description

era from the View, but only close it from that
instance. Selecting a different View or camera then
returing to the previous View will bring back the
closed tile.

Display Stream Properties

Steps:
Reconnect
Right-click on the video tile

Select Live Stream Disconnect
Select Properties
Select Show to toggle-on Stream Properties

Select where Stream Properties should dis-
play
Deselect show to disable Stream Properties

Properties v Show

3

uhowobdbe

¥ Center

o

Top-Left
Top-Right
Bottom-Left

Bottom-Right
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Temporary Views

CompleteView allows for the creation of custom views within the Live View module. Temporary Views
may be kept for as long as deemed necessary.

Temporary View

© Views / Maps ®

42 Custom / Favorites @

Servers / Cameras [E) 1 - Intersection- Virtual (betademo. [ 4 - sidewalk- Virtual (betademo. u
P o ;o3 it ™ ik Vil X o T
v A & - . v .
| camera | v |—] g2l

© -
- Intersection- Virtual

- Parking Garage PTZ- Virtual
- Intersection 2- Virtual

- Sidewalk- Virtual

- Sidewalk and Clock - Virtual

- Q| . 2
el mrein dany ST 6 - Sidewalk and Clock - Virtual (betade

- Front Door - Axis P3815-R & | TV :

1
2
3
4
5 - Entrance Road- Virtual
6
7
8
9

- Lobby Hallway - HikVision DS2CD4165F
10 - Marketing Hallway - Samsung SND-6084N
11 - QuickTrack

PTZ / 360

3 4

WEICI TempView1 Camera Aspect EENE] v In Tour Dwell Time (s) % X

(<

Creating a Temporary View
To create and save a Temporary View:

1. Drag the desired camera(s), Views, Maps, etc., from the left pane into the camera pane.
2. To save the view, first click the Save/Push button from the main toolbar menu.

3. Enter or select the pertinent information from the menu that appears at the bottom of the
Temporary View pane.

4. Save the view.

The newly saved view will appear under Custom/Favorites, Views.
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For more in-depth discussion of Views, see Views / Maps Introduction.

GeoView

Similar to Temporary Views, GeoView allows for rapid creation of a view from cameras embedded in a
map. This approach allows personnel to keep track of an unfolding situation in real time, such as fol-
lowing an individual moving across multiple cameras' fields of view.

A typical scenario would begin with a person of interest triggering a motion event on a camera asso-
ciated to a map. Security personnel could assess which cameras near the triggered one are the most rel-
evant to the situation at hand, then create an ad hoc view of those cameras from the map to monitor
the individual in question.

For more information, see the Maps and GeoView video in the Feature Demos section of the Salient
website here: https://www.salientsys.com/about-salient/news/video-library/ .

Creating a GeoView

From within the Live View
Maps pane:

1. Click the Select
Cameraicon

2. Drag a box around
the desired nearby
cameras

3. Click the View
icon

. oxai ‘_I i
] o I
= 1. [el '_ﬁili.llnrll ’

After clicking the View icon, the selected cameras will populate in the camera pane.

Saving the GeoView

Saving the GeoView is identical to saving Temporary Views, described above.
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Custom / Favorites

Custom tools allows creation, modification, and deletion of Custom Views from the Recording Server's
cameras. Custom Views are automatically assigned to the creator's credentials and will only appear in
Live View when the originator's credentials are entered during CompleteView Client login. Note that
Favorites are available on the local Desktop Client on which they were created. To create a Favorite, a
user must be given specific access to the camera and/or view. Access to a camera or view through a
group is not sufficient to add the camera or view to a Favorite.

For clarity, some Ul elements may be omitted from the following information.

Custom Views

Custom Views are views created by the end user and saved on the 4@ Custom / Favarites o

user’s desktop. Custom View creation is done from the Live View =g -

Panel. All live viewing options and right-click menu choices for
Administrator created views are available for Custom Views.

Custom
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Create Custom Views

Steps:
1. Open Custom/Favorites Panel Ry —
2. Open Custom Custom
3. Under Custom, right-click on Views e vice
4. Select New View Mops ;ew View
5. Open the listed servers to select cameras @ Favorites
6. Drag and drop the cameras into the pane

to the right of the list of servers and cam-
eras

| 10 Camer: ENABLE NAME TYPE CAMERA ASPECT IN TOUR DWELL TIME (S) FPS QUALITY MAPS
v 0 Fe
Pl - 2209 rcro pE - o Go oo On
92,161 A Street

Servers / Cameras e

SR R

L RS-1(192.168.10.15)
1- AXIS M3025
2 - AXIS M3005
3 - Samsung 9010
4 - Pana-
5 - AXIS P5635
6 - Vivotek 360
7 - Cash Teller
8- NW Street
9- Entrance
10 - Cafeteria
11 - SE Street
12 - W Parking Lot
13 - Delivery Door

14 - Street Parking

Layout Edit Controls

Online

Additional Information

Cameras may be added as needed from different Recording Servers, and may be combined into the
same Custom View. As cameras are added, the video tiles will scale automatically. Too many cameras
within the same view will adversely affect legibility. The desired level of detail should determine how
many cameras are added to a given view. Cameras may be dragged and dropped from a Server's list of
cameras into an existing camera tile to replace an existing camera, if desired.

Name Change

Users may change Custom View names.
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Steps: 4> Custom / Favorites

i
—1

Online

1. Right click on the Custom
View that needs a new name

2. Select Rename from the menu
3. When the View name is high-

42 Custom / Favorites

L -
=) Custom

Recorded Video *

i

lighted, type the new name ) ¥ Meps Add to Favorites

over the existing name @ * Favorites Edit

Delete

Rename k.

Views/Maps - Custom Maps

CompleteView allows creation of custom maps with icons of video feeds in the Live View panel. PNG,
JPG, GIF, and BMP images may be imported into CompleteView for use with systems that are not con-
nected to the Internet. For connected systems, satellite images from Bing© Maps may be predefined
by the Administrator, and will display in Views/Maps in the Live View Navigation Panel. End users may
create their own custom maps, which will display within Custom and Favorites in the Live View Nav-
igation Panel.

Create a Map in Custom/Favorites

Steps:
L . . #& Custom / Favorites
. Within Custom/Favorites, locate Views L )
and Maps l.__T__.l v Custom
. Right-click on Maps, a menu will appear D) Views

1

. From the menu, select New Map # ¢ Maps

Favorites

¥ New Map *

. When the Map Construction screen opens, select from the Map Type menu the type of

map for construction.

. Select import Image (for a static map image) to access the windows explorer. In explorer,

navigate to the image you wish to use.

. If using a satellite Map, enter the mailing address, place of interest name, or landmark

name into the Path.

Note: the dynamic button to the right of the path bar. It will reflect the type of image
being utilized (Go To Address or Import Image).
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ENABLED NAME MAP TYPE PATH

l Image Map v ] = Impert Image
Satellite Map

—

,_“ Servers / Cameras =
1

® ,_‘ RS-1 (192.168.10.15)
® ,_‘ RS-2 (192.168.10.16)

® M R5-3(192.168.10.17)

v Image Maps
vy Office

'y Salient HQ MAP TYPE PATH

vy Warehouse Satellite Map v 4616 W. Howard Lane, Austin, TX Gt Go To Address

= X
Online

7. Once your map is selected and displayed, save the configuration.

Add Cameras to the Map

Place cameras on the map in order to most accurately represent the real world physical locations and
fields of view of the cameras.

B — -
Map 2 Image Map v store 2.png L) Import Image
,_‘ Servers / Cameras o) - @

L
@ W Rs-1(192.168.10.15)

o

':‘%ZI ,_‘ R5-2 (192.168.10.16) @

JEWELRY SECTION

9% RS-3 (192.168.10.17) ) — STORAGE ROOM
1 - Checkout O

L '

B 2 - Floor NW l—L\,——I

8 3 - Foor sw _ _ .:|
®

®

4 - Floor Central /B

5 - Floor SE DRESS SECTION

Online

' 9l REGISTER
. 1 - Checkout (192 168.10.17)

1
1. With the map image in place and centered as desired, open the server hosting é
the cameras to be placed on the map.

2. Drag and drop the cameras from the appropriate server.
Adjust the camera's cone to proper orientation, field of view, and distance.

4. Save your work by selecting the save icon located at the top right corner of the
Toolbar.

w
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Camera Icon Menu Options

The camera icons on a map with video host a right click menu. The L=
icons allow the user to take a snapshot of the video occurring, or to ;‘;h‘ Snapshot
play back recorded video and are similar in functionality to the cor- [
responding Live View options. Quick Review

. Playback Video *

Custom Map Menu Options

Option Description
= New Tab Frees and floats the map panel
Playback video Playback Video Opens Review In Timeline menu. If Review In Timeline is

also selected, the user is redirected to Playback

Add To Favorites

Add to Favor- Adds the selected map to the favorites group

Edit ites
Delete Edit Edits the map image and details of the map, including
cameras
Delete Deletes the selected map

Map Icon Tools

At the bottom right corner of many maps are icons (tools) used to make adjustments to the appearance
of the map.

B3 View Live Cameras displays the map's cameras in the video display area.

Switch to Satellite map. No action occurs if a satellite map does not exist (i.e. if no Internet con-
nection is present).

[ Select Cameras.
Zoom in.

E= Zoom out.
Scale to Fit.
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Servers/Cameras

The Servers/Cameras sub-panel provides access to servers and
cameras in order to alter Views or drag and drop cameras into a
pre-configured view for temporary viewing. Multiple cameras

may be selected using traditional cntrl/shift +click and drag meth- [EeuEs 1| | T8 2l

Servers f Cameras

ods. él Demo_Server
1 - Office-1
2 - Office-2
3 - Office-3

Servers/Cameras Right Click Menu

Right clicking a Camera produces a dynamic submenu, the features of which are defined below.

Right clicking a Recording Server with bandwidth control enabled will allow starting and stopping of
event monitoring.

Creates a floating window and is present in many Cli-

New Tab . . . .
ent- Live View right click menus
Playback Video Permits the user to select Review in Timeline. New Tab
. Playback vid
Permits the user to add the selected camera to favor- ymacE Tieee
Add to Favorites ites, located in the navigation menu under Cus- Add To Favorites
tom/Favorites.* Camera Reconnect
Camera Recon- . . . Camera Disconnect
nect Stops streaming the selected camera to Live View
Camera Dis- . . .
Resumes streaming the selected camera to Live View
connect

*Favorites are available on the local Desktop Client on which they were created. To create a Favorite, a
user must be given specific access to the camera and/or view. Access to a camera or view through a
group is not sufficient to add the camera or view to a Favorite.

To learn more about adding servers and cameras to CompleteView, Click Recording Servers Adding a
Recording Server.
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PTZ / 360

There are several methods to Pan, Tilt, and Zoom (PTZ) both digital and mechanical PTZ cameras in the
Live View panel. Each video tile provides the user with “Click to Center” digital or true PTZ movement.
In addition, pre-configured tours may be started and stopped by pressing the Start/Stop Tour button
wherever it appears.

PTZ Controls

Pan Direction Arrows

Zoom In Zoom Out

Speed
Digital PTZ Presets

Preset 1 - Home A -
- Top Left
> Go [VAISEE (e

Start Tour Start Tour

Preset Selection

5o to Selected Preset
-Top

- Top Right

- Right

- Bottom Right
- Bottam

- Bottom Left

- Left

10 - Center

5et a Preset Position

L= =R I = T L ]

Digital PTZ is the default PTZ condition for all IP and analog fixed and mechanical PTZ cameras. Mech-
anical PTZ cameras that are configured with a Digital PTZ protocol will display the illustrated list of pre-
sets. Additionally, mechanical PTZ cameras may or may not be configured with PTZ preset positions.
Therefore, when making a preset selection from the PTZ/360 panel for mechanical PTZ cameras, the
resulting list of presets will be based on the camera that is selected. PTZ preset changes require per-
missions to set and are typically predefined by the Administrator or a management level user. To learn
more about configuring PTZ presets, Click Recording Servers Camera PTZ.

Click-to-Center PTZ Control

Clicking within a camera's field of view window will center the camera on that spot. Zoom is controlled
using the mouse scroll wheel.

Digital PTZ Note

Digital PTZ requires the user to first zoom into the video stream using the mouse roller or PTZ joystick
control before panning. The Pan and Tilt controls will allow you to move to the edges of the fixed cam-
era's field of view.
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Steps: A 5 - A5 P3635

[
illqll-l-|-|||||ff'1f.'.-_'1u -
0L :“I

1. Left-click on a video stream and look for
the crosshair.

2. Use the mouse roller to zoom into the
video.

3. Move the crosshairs to and click on the
area of interest or the object to be
tracked.

Fisheye PTZ Operation

On certain fisheye cameras, the pan and tilt functions may be inverted through the on-screen PTZ con-
trol. Those options will automatically appear when the camera is selected for viewing. In addition, the
type of dewarped view to be displayed is selectable here, if available.

PTZ / 360

Dewarp
View

Quad View

Invert Pan

Invert Tilt
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Events Panel

The Events Panel displays a text description for each motion or alarm event, also providing the user
with a date, time, camera name, and the camera’s server information.

b4

Q S5earch 5 Stop [X Clear

DATE TIME EVENT CAMERA SERVER DESCRIPTION

31372023 11:20:01 AM Motion End 6 - Sidewalk and Clock - Virtual betademo.sa

Motion detected in region: Motion

31372023 11:20:01 AM Motion Start 0 - Sidewalk and Clock - Virtual betademo.sa Zone 1

31372023 11:20:00 AM Motion End 6 - Sidewalk and Clock - Virtual betademo.sa

Motion detected in region: Motion

3/13/2023 11:19:59 AM Motion Start 6 - Sidewalk and Clock - Virtual betademo.sa Zone 1

Search Event

Users may search for a particular event by name, event description, camera name, server name or time
( hh:mm) by typing the criteria into the Search field in the upper left of the Event Panel and pressing
Enter. Multiple values may be entered, separated by commas.

Stop/Start Function

In low bandwidth deployments, Recording Servers may be configured to report events only on
demand. If events are not being displayed, events may be restarted by clicking the Start button in the
Events panels of the relevant modules. See Bandwidth Control for more information.

SERVER DESCRIPTION

Note: Live events will not update in the Events Panel with search criteria in the search box. Clear the
search with the Clear button.

Displaying an Event's Video

Selecting an event from the Events panel will both show a live view of the associated camera and begin
playback of the event in the Event Details panel, discussed in the next section.
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Playback Overview

CompleteView's Playback module allows for the search, review, and exportation of video recorded to a
Recording Server. Each function will be discussed in its own subsequent section.

©

Q Search Video i 10 - Marketing Hallway - Hanwha SND-6084 (%

Server mm— — v

Camera 10 - Marketing Hallway - Hanwl v

Start Time | 7/15/2024 2:03:14 PM c | B
End Time = 7/16/2024 2:03:14 PM ol B
Time Zone | Server v

Search Type | Event Search v ﬂ A
|

Results Time Zone:  Central Daylight Time (-05)

EVENT START TIME DESCRIPTION
[ Mok 713000433408 M Vo A Ottty
Motion Start 7/15/2024 3:34:30 PM Video Analytics Object Appearing ew:
Maotion Start 7/15/2024 3:59:28 PM Video Analytics Object Appearing ev:
Motion Start 7/15/2024 4:00:09 PM Video Analytics Object Appearing ew:
Motion Start 7/15/2024 4:00:22 PM Video Analytics Object Appearing evi
Motion Start 7/15/2024 4:32:03 PM Video Analytics Object Appearing ev
Maotion Start 7/15/2024 6:20:22 PM Video Analytics Object Appearing ev:
Motion Start 7/15/2024 6:21:00 PM Video Analytics Object Appearing ev
Mation Start 7/15/2024 6:21:15 PM  Video Analytics Object Appearing ev:
Motion Start 7/15/2024 6:21:43 PM Video Analytics Object Appearing ev:
Mation Start 7/15/2024 6:21:54 PM Video Analytics Object Appearing ew: /
Motion Start 7/15/2024 6:22:13 PM Video Analytics Object Appearing ev:

4:00:00 PM

Motion Start 7/15/2024 707:22 PM Video Analytics Object Appearing evi [l L e e . O S E— —

Mation Start 7/15/2024 7:11:43 PM Video Analytics Object Appearing evi |

I‘ @ ‘ > @ ’l ‘Ezlm)mLevd —_—— 2

Playback Toolbar

Playback hosts a toolbar in the top right corner of the interface. Icons in the toolbar are unique to Play-
back.

«+ B Playback Video takes the user to the camera search screen from which cameras, views,
and maps may be searched

Search Video launches a video search for specified cameras, servers, dates, and times.

Export Queue redirects the user to the Export Queue. For more information about the
Export Queue, Click Export Queue.

Opens a menu displaying Stretch to Fit, About, Change Password and Logout options.

K E K
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Playback Video

This section steps through the functionality of Playback Video and details its controls. Playback Video
allows operators to easily review video from one or more sources in a single screen. This functionality
differentiates it from Search Video, which allows for searching a single camera over the course of mul-
tiple days.

Playback Video Search

Playback Video allows an operator to go to a specific start time and date to begin reviewing video for
the selected View, Map, or by selecting one or more cameras. A maximum of 16 total cameras may be
reviewed at a time. If a View or Map contains more than 16 cameras, the operator will be prompted to
select the 16 cameras to be displayed in playback. By default, the timeline will populate 2 hours of
video; 1 hour before and 1 hour after the selected start time. The timeline may be adjusted to see up
to 24 hours using the Zoom Level slider, described below.
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Performing a Search

3/13/2023 - 2:45 PM e

10 - Marketing Hallway - Samsung SND-6084N

3/13/2023 2:45:41 PM

(AI) < 3:00:00 PM

10 - Marketing...
9 - Lobby Hallw....
7 - Breakroom S... | | | | |

4«  «4» & Pl [«]v]

Zoom Level

The following steps are enumerated below and in the image above.
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Steps:

1. Begin by dragging over a View, Map, a
single or multiple cameras into the Play-
back Review Panel.

Multiple cameras may be dragged over one at a
time or via standard cntrl+click/shift+click meth-
ods. Only one View or Map may be reviewed at a
time, but cameras may be added to the Playback
Review Panel once a Map or View has been
added, for a total of up to 16. If a different Map or
View is dragged in, then any currently displayed
cameras, Maps, or Views will be replaced and the
operator will be required to perform a new search.

2. Select the date and enter the starting
time for the search .

Playback Video is used to search video from a
single day. The current position marker will be set
at the midpoint of the returned timeline. For
example, if a time of 2:35pm is entered with a
Zoom Level of 2 hours (discussed below), the dis-
played timeline will begin at 1:35pm, end at
3:35pm, and display the current position marker
at 2:35pm.

3. Select the desired Time Zone.

The Time Zone setting is configurable to use the
time of a Recording Server via the Server option
(default), a selected Camera, or the Local time
zone, as determined by the time zone setting of
the Desktop Client machine on which the search
is being performed.

4. Select the type of recorded video to be
displayed in the resulting timeline.

® Green - Continuous Recording
® Red - Motion Recording
® Yellow - Alarm Recording
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5. Select your Zoom Level (optional).

The zoom level determines the initial duration of
the displayed results, is adjustable from 1 minute
to 24 hours, and defaults to 2 hours. 5 | e

I—Zhr

The Zoom Level can be adjusted after the results
have been returned. Zooming out past the initial
search duration may require refreshing the results
by clicking the Search button again.

6. Click Search 3/15/2023 - 9:26 AM ) Filters | Search |18

If needed, clicking the Reset icon will clear all cur-
rent cameras and search criteria.

Playback Video Functions

Once search results have been returned, Playback Video provides powerful tools to provide useful,
actionable information to investigators.

Playback Controls

Playback Video's playback controls largely follow standard conventions with some additional enhance-
ments.

3 2
(A

10 - Marketing...

9 - Lobby Hallw...

: N
14 @74»8@, Pl [(«][v]? 10

Zoom Level l— 2hr

T - Breakroom 5...

1. The current position marker indicates the moment in time being displayed in the video pane.

2. The timeline is color coded to indicate the type of video (continuous, motion, or alarm) recor-
ded at various points in the search results. The timeline can be scrubbed forward and back-
ward by clicking and dragging with the mouse. If a timeline is scrubbed past either the start
or end time of the initial search, the video data will refresh to populate the newly added
time.

3. Selects All or individual cameras. Camera selection can also be made in the Playback Review
Panel by clicking or cntrl+clicking individual video tiles. A scrollable vertical slider will be dis-
played if more than 4 cameras are present.

4. Clicking either arrow sets the current position marker to the time indicated when the arrow
is rolled over. The time increment is dynamic, contingent upon the Zoom Level.

5. The Previous or Next event controls will move the timeline to set the current position
marker to the beginning of either the previous or next event. The controls work for either
single or multi-camera results. If events overlap, the previous event button moves the
timeline to set the current position marker to the earliest starting point of the events, as
does the next event button for groups of events forward in time.
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6. Clicking the Jump Back or Jump Forward buttons will rewind or advance the timeline the
indicated amount of time. Jump time is configurable from 5 seconds* to 1 hour by right click-
ing either control and selecting from the menu. The jump time is not individually configurable
per control.

*Jump time may be set from 1 frame to 1 hour in the Search Video Playback Pane.

7. Clicking Reverse will start playing the currently displayed cameras backward. Reverse play-
back can be played at 1x speed.

8. Clicking Play will start playing the displayed cameras. Video may be played from .5-8x speed.
9. Select forward playback speed, ranging from .5-8x.

10. Zoom Level selects the amount of time in the timeline. If adjusted past the initial search dur-
ation, the Search button may have to be clicked to refresh the new timeline.

Export Functions

The following functions are available in Playback Video once results have been returned from a search.
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3/13/2023 - 245PM (@] Filters | Search @ O [ | Q
2 K]

10 - Marketing Hallway - Samsung SND-6084N @REC | 9 - Lobby Hallway - HikVision DS2CD4165F

(A} g 3:00:00 PM
10 - Marketing... I
9 - Lobby Hallw...

T - Breakroom 5... | | | | | | |

< & «» & »l [(=]V]

Zoom Level _l—Zhr

The numbers below correspond with the numbers in the image above.

1. Take Snapshot

If multiple cameras are selected, clicking Take

Snapshot will save the current frame of all selec- *
ted tiles to a selectable folder as multiple .jpg files. @l
If only one tile is selected, the frame can be saved

as either a .bmp or .jpg file, title and notes inform-

ation may be entered in the popup screen, and the

image may be printed.

2. Export full Timeline

Places the selected camera(s) in the Export

Queue. This option uses the entire length of the
selected clip(s).
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3. Trim and Export
(3
Trim and Export allows for all selected cameras' .
start and end times to be set for export.
Drag the sliders to the desired start and end times, then click the checkmark to send the trimmed

video to the Export Queue. A scrollable vertical slider will be displayed if more than 4 cameras are
present.

3/13/2023 2:47:37 PM

3:00:00 PM

(am

— 2310w ] | I
| |

9 - Lobby Hallw...

7 - Breakroom §... |I | il

v X [ rim individually
Zoom Level _F 2hr

4. Trim Individually

Allows individual cameras' start and end times to X R
be set for export. This feature is useful in cap- nim Individually
turing action moving across multiple cameras

sequentially.

Select Trim and Export as above, then check Trim Individually. Set start and end times for each cam-
era. Start and end times do not need to overlap. Finally, click the checkmark to send the trimmed
video to the Export Queue.

3/13/2023 2:47:37 PM

10 - Marketing...

9 - Lobby Hallw.... 2
A— ] EZ=m

v X (% rim individually Zoom Level — 2hr

Resets the search process to the starting state.

Video Tile Right Click Menu
Right click on a video tile to display the right click menu.
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Option

Remove Tile

Take Snapshot

Export Full
Timeline

Trim and Export

Search by List

Search by Thumb-
nail

10 - Marketing Hallway - Samsung SND-6084N

Remove Tile

Take Snapshot

Export Full Timeline

Trim and Export

Search By List

Search By Thumbnails

Video Tile Right Click Menu
Description

Removes the video tile from the Playback Review Panel

If multiple cameras are seletecd, clicking Take Snapshot will save the current
frame of all selected tiles to a selectable folder as multiple .jpg files. If only one
tile is selected, the frame can be saved as either a .bmp or .jpg file, title and notes
information may be entered in the popup screen, and the image may be printed.

Adds that video tile's full timeline to the Export Queue

Launches the Trim and Export interface for that tile's video. See above for
details.

Opens the Search by List interface for the selected tile. See Search Video for
more information.

Opens Thumbnail Search for the selected tile. See Search Video for more inform-
ation.
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Search Video

Search Video is capable of conducting multi-day investigations on individual cameras by searching for
events, recording type (lists/clips), as well as SmartSearch for motion and Thumbnail Search. The res-
ults may then be sent to the Export Queue and exported to a hard disk, thumb drive, or optical media.
If multiple camera search is required, Playback Video provides that functionality.

The search parameters and results can be collapsed to allow for greater screen area for video review
by clicking the chevron in the upper left corner of the panel. Finally, results can be filtered by using the
Filter Search Results text box.

©

Q Search Video s 10 - Marketing Hallway - Hanwha SND-6084 (%

Server  i—— v

Camera 10 - Marketing Hallway - Hanwl |~

Start Time | 7/15/2024 2:03:14 PM o G
End Time = 7/16/2024 2:03:14 PM =Y
Time Zone | Server v

SearchType  Event Search v ﬂ .

Results Time Zone:  Central Daylight Time (-05)

EVENT START TIME DESCRIPTION
Motion Start 7/15/2024 3:34:30 PM  Video Analytics Object Appearing ev:
Motion Start 7/15/2024.3:59:28 PM  Video Analytics Object Appearing ev:
Motion Start 7/15/2024 4:00:09 PM Video Analytics Object Appearing ev:
Motion Start 7/15/2024 4:00:22 PM Video Analytics Object Appearing ev:

Mation Start 7/15/2024 4:32:03 PM Video Analytics Object Appearing ev:

Motion Start  7/15/2024 62022 PM Video Analytics Object Appesring ev:
MotionStart ~ 7/15/2024.621:00 PM Video Analytics Object Appearing ev:

Mation Start 7/15/2024 6:21:15 PM Video Analytics Object Appearing evi

Motion Start  7/15/2024.621:43 PM Video Analytics Object Appearing ev:

Mation Start 7/15/2024 6:21:54 PM Video Analytics Object Appearing evi |

MotionStart  7/15/2024.622:13 PM Video Analytics Object Appearing ev:

4:00:00 PM

Mation Start 7/15/2024 70722 PM Video Analytics Object Appearing evi R o B . I H T L L L L e

Motion Start 7/15/2024 7:11:43 PM Video Analytics Object Appearing et |

I‘ @ ‘ | @ ’I ‘EZZ.mand —_—— 2t

List/Clip Search

CompleteView provides powerful and flexible search tools for video from a single camera by date,
time, server and camera.
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Steps:

HpODdPE

0V 0N oW

10.
11.

12.
13.
14.

Q Search Video

erver | betademosssis.com - l Camera | 10 - Marketing Hallway - Samsu | v
3 A . el
| fFe EndTime | 3/13/2023 453:07 PM | @

Start Time | 3/13/2023 2:52:07 PM " "
um\ Server v Search Type | List/Clip Search v

2@ Search Results Q Filter Search Results

TYPE START TIME END TIME DESCRIPTION FILE SIZE (KB)
q 3/13/2023 2:53:.07 PM  3/13/2023 2:56:39 PM 40094
[ ] 3/13/2023 2:56:48 PM  3/13/2023 2:57:07 PM 3532
[ ] 3/13/2023 25707 PM  3/13/2023 2:57:18 PM Motion detected in region: Motion Zc 2121
| | 2/12/2023 2-5718 DM 2/12/2023 2-57-53 PM RARA 11

Select List/Clip Search
Select the Server
Select the Start Time and Date

Select the Time Zone. The Time Zone setting is configurable to use the time of the selected
Recording Server via the Server option, the selected Camera, or the Local time zone, as
determined by the time zone setting of the Desktop Client machine on which the search is
being performed

Select the desired camera.

Select the end time and date

Click Search

Wait for the results to appear in the Search Results Window

Select or deselect the recording type(s) to establish the correct video review: Green-Continu-
ous, Red-Motion, or Yellow-Alarm.

Double click on any of the listed results to display video or...

Use either the Sequential Play or arrow controls to play all or step through each of the res-
ults.

Toggles between Enlarged and Collapsed views
Filter the results by typing in keywords, dates, times, etc.
Optionally, use the Export Clip/Event icon to send selected items to the Export Queue.

Event Search

Event Search finds a camera's configured events for the given parameters and returns the associated
video clips.
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Q Search Video v

Server | betademo ssssssss.com v Camera | 10 - Marketing Hallway - Samsu | +

Start Time | 3/13/2023 2:53:07 PM | . [E$ EndTime 3/15/2023 453:07 PM | o G

Time Zone | Server b4 Search Type | Event Search

2 Search Results Q Filter Search Results
EVENT START TIME DESCRIPTION
Motion End 3/13/2023 2:56:48 PM
Maotion Start 3/13/2023 25707 PM Motion detected in region: Mation Zone 1
Motion End 3/13/2023 2:57:18 PM
Mntinn Start AM2023 2-57-53 P Mntinn detarted in reninne Matinn 7oane 1

1. Select Event Search

2. Enter information to perform a search as described above.

3. Click Search
The results will include the type of event, time of the event, and description of the event. The results
are filterable from the Filter Search Results box.
Click on a result to play it in the Video Playback panel.

Steps:

Smart Search

Smart Search searches recorded video to determine if motion has occurred at an earlier point in time at
a location specified by the user. Smart Search accomplishes this by using video motion detection
algorithms on previously recorded video events.

Q Search Video

Server | betademo.sss .com A Camera | 10 - Marketing Hallway - Samsu | v
Start Tig}e 3/14/2023 2:53:07 PM ‘ o [Ee EndTime 3/16/2023 453.07 PM ‘ o e
Time Zone | Server A Search Type | Smart Search A4

2@, Search Results Q Filter Search Results
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Steps:

10.

S o

©, SMART SEARCH

QO New Zone & FErase All

Select the sensitivity used for detecting regional changes. The higher the
sensitivity, the more matches may be returned. Depending on the video quality,
you may get false positives if the sensitivity is set too high.

Maotion Sensiﬁviﬁt%\n

8 Search k‘

Select Smart Search.

Enter information to perform a search as described above.

Click Search

The Smart Search interface window will open

Create a zone within the video area to search for motion. Only one zone can be created.

The zone can be moved and resized. To move the zone, place your cursor in the middle until
it displays 4 arrows, then click and drag. To resize the zone, place your cursor on the peri-
meter of the motion zone, when directional arrows appear, click and drag.

Set the motion sensitivity for the detection area. 50 is the default, but this setting may
require adjustment to ensure accurate search results.

Select the search button to begin the smart search

The status of the search will be displayed at the bottom of the Smart Search window. When
it completes, close the window.

Results of the Smart Search will be displayed in the Search Results panel.
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Thumbnail Search

Thumbnail Search generates chronological thumbnail images of a single camera/video stream,
searched by server, camera, time zone, date, and time.

Server | betademo.sssessss com w a Camera | 10 - Marketing Hallway - Samsu | +
Start Time | 3/14/2023 2:53:07 PM | .  [Ee EndTime  3/16/2023 4:53:07 PM | | e
Time Zone | Server w Search Type | Thumbnail Search w B

=G, Search Results

Gl Search Video

Steps:

6.
7.

()2:53:07 M - 3:53:07 PM(3) 5307 PM - 4:53:07 PM(E) 4:53:07 PM - 5:52:07 PM (%) :53.07 PM - 6:53:07 PM(3)

Time Interval 80 mins Thumbnail S5ize

Select Thumbnail Search
Complete a search as described above

Adjust the Time Interval as desired. The Time Interval sets the duration of the clips. Con-
sequently, shortening the Time Interval will produce more clips, and the available Time Inter-
vals will depend on the duration of the search.

Adjust Thumbnail Size as desired.

Clicking the + or - icons will increase or decrease the thumbnail's time granularity, respect-
ively.

Clicking a clip will begin playback.
Optionally, use the Export Clip/Event icon to send selected items to the Export Queue.

Search Video Playback Pane

After performing a search, selected clips are viewed in the Search Video Playback Pane. Controls are
discussed in Playback Video Functions.
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10 - Marketing Hallway - Hanwha SND-6084 |
. u

Go To Preset > - Home
- Top Left
3 - Top

4 - Top Right

5 - Right

6 - Bottom Right
7 - Bottom

8 - Bottom Left
9 - Left

10 - Center

7/15/2024 3:34:10 PM

_—Tﬁ—ﬁ—r—lﬁ—f—ﬁ—lﬁ—‘

I
€ & AP @& Pl [ ]v]wmiod —p—2m

Right clicking will produce the Go To Preset menu.
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Export Queue

In CompleteView, all exportation of recorded video is conducted from the Export Queue Panel, which
has all of the features necessary to export video to CD/DVD, thumb drives, local, and network file loc-
ations.

The Export Queue is divided into four sections:

1. The Export Queue, where all items are listed and held when they are sent for Export from
any other location within CompleteView. Clips may be played or removed from the queue
here, or removed from the queue after export.

2. The Export Playback Panel, which allows any user to select and view any video clip from the
Export Queue using all of the typical playback tools. In the lower right corner of the Export
Playback Panel is a Trim Video Tool that allows the user to define a start and end date and

time for the clip prior to export. El

3. The Export Settings Panel, where export destination, video play attachment and Export Ses-
sion Descriptions are configured.

4. The Export, Export All buttons and the Export Progress Indicator all reside at the bottom of
the Export Queue Panel.
Each will be detailed below.

NAME CAMERA SERVER START TIME END TIME DURATION DESCRIPTION STATUS
Clip 1 2 - Manufacturing: Axis P1357 - VA 1 SalientHQ  7/9/2024 2:27:04 PM (-05)  7/9/2024 2:27:18 PM (-05) 00:00:14 Motion detected in region: Mation Zone 1 Pending
Clip 2 2 - Manufacturing: Auis P1357 - VA 1 SalientHQ  7/9/2024 2:28:25 PM (-05)  7/9/2024 228:39 PM (-03) 00:00:14 Motion detected in region: Mation Zone 1 Pending
Clip3 2- Manufacturing: Axis P1357 - VA 1 SalientHQ  7/9/2024 2:30:41 PM (-05)  7/9/2024 2:30:52 PM (-05) 00:00:10 Motion detected in region: Mation Zone 1 Pending
Clip4 2 - Manufacturing: Axis P1357 - VA 1 SalientHQ  7/9/2024 2:30:57 PM (-05)  7/9/2024 2:31:06 PM (-05) 00:00:08 Motion detected in region: Motion Zone 1 Pending
Clip 5 2- Manufacturing: Auis P1357 - VA 1 SalientHQ  7/9/2024 2:32:21 PM (-05)  7/9/2024 2:32:36 PM (-05) 00:00:15 Motion detected in region: Motion Zone 1 Pending
Clip 6 2 - Manufacturing: Auis P1357 - VA 1 SalientHQ  7/9/2024 2:32:54 PM (-05)  7/9/2024 2:33:03 PM (-05) 00:00:09 Motion detected in region: Mation Zone 1 Pending
Clip 7 2- Manufacturing: Axis P1357 - VA 1 SalientHQ  7/9/2024 2:33:17 PM (-05)  7/9/2024 2:33:23 PM (-05) 00:00:06 Motion detected in region: Mation Zone 1 Pending
Remove After Export m
£ Export Settings 3
Export Destination | Drive -
Export File Path | C:\Users\scottunzicker\Videos (]

/| Encrypt Exporied Video ) Divide into smaller clips when gaps

are detected
Password | Gap Length (ms) o0 [
| Include standalone Video Player Create Zip File

Export Session

Title

Description

Incident Time | 7/9/2024 2:33:17 PM D e

4 Incident Location
o~ Epornl [ o

Encrypt Exported Video Export Setting

When the Encrypt Exported Video option is checked, CompleteView encrypts the selected video and
audio clips during the export process as .avix files. The exportation encryption is completely inde-
pendent of any encryption that may have been implemented on the Recording Server. A password is
required for encryption during exportation. The password should not be the same password used for
any Recording Server encryption configuration. The exported clips may only be viewed in the included
Video Player and are not playable in 3rd party applications. If multiple clips are exported with different
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passwords, Video Player will prompt the user for each password before playback begins. If the same
password is used for all clips, the password only needs to be supplied once to the Video Player.

Clip Gap Export Setting

CompleteView can divide clips selected for export into separate .avi (or encrypted .avix) files based on
the presence and length of gaps in the video. If the "Divide into smaller clips when gaps are detected"
option is left un-checked, any gaps will be represented by a "No Video" message during playback.
When enabled, CompleteView will create a new file for each clip after detecting a gap exceeding the
Gap Length threshold, and each of those clips may also include "No Video" for gaps. Any gaps shorter
than the threshold will not initiate the creation of a new file and will also be displayed during playback
as "No Video." If using encryption, the entered password will be applied to all files generated during
the export process.

Examples

If a 10 minute clip with 3 gaps is exported with the "Divide into..." option un-checked, the entire clip is
exported as one contiguous file. During playback, a "No Video" message will be displayed where the
gaps are present.

If that clip is exported with the option selected and none of the gaps are longer than the configured
threshhold, a single file will be generated as above, and "No Video" will appear during playback to rep-
resent the gaps.

If that same clip is exported with the option selected and 2 of the 3 gaps are longer than the con-
figured threshhold, a total of 3 files will be generated, all of which will also display "No Video" during
playback to represent the gaps.

To enable:
Export Destination | Drive v
Export File Path | C:\ ]
_'_'_ Encrypt Exported Video n\! Divide into smaller clips when gaps are detected
Passwort a\Gap Length (ms) 300[21 C
V' Include standalone Video Player | Create Zip File

1. Select the box
2. Enter a value in milliseconds (1000 ms = 1 second)

Export Single or Multiple Clips Directly from Queue to CD/DVD
Steps:
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= EXPORT QUEUE SETTINGS

Q search | | i

NAME SERVER START TIME END TIME DURATION DESCRIPTION STATUS
Clip 1 1 - Checkout 192.168.1037  1/21/2020 11:01:33 PM 1/21/2020 11:07:45 PM 00:00:12 Pending
Clip 2 2 - Floor NW 192.168.107  1/21/2020 11:19:09 PM 1/21/2020 11:19:29 PM 00:00:20 Pending
Clip 7 7 - Cash Teller 1921681015 1/21/2020 11:09:03 AM  1/21/2020 11:0%:11 AM 00:00:07 Pending
Clip 8 10 - Cafeteria 192.168.1005  1/21/2020 11:10:42 AM 1/21/2020 11:10:45 AM 00:00:03 Pending

ﬁ Export Settings

[,
Export Destingtion |~ CL/CVD w Drive  EN\ VMware SATA | »
-"""---._._____ J’H
Label | Your Label Speed | Max v
— . — Divide into smaller clips when gaps are
| Encrypt Exported Video v detected /-—-@
B\F‘ESS'-.:W » Gap Length {ms) a9 3
a- Include standalone Video Player _ Create Zip File : Close Dislc"_‘-a

n‘ #* Export All Export Progress 0%

Steps:

1. Select a video clip(s) from the Export Queue (multiple clips can be selected using ctrl+click or
shift+click).

Set the Export Destination to CD/DVD.
Select the destination drive of your CD/DVD.
Optional: Enter in a label for the CD/DVD
Select Min or Max for the burn speed.

Select to include the standalone Video Player.

Determine if you wish to create a zip file that contains the exported video and player (if selec-
ted).

Determine if you wish to close the disk or leave the disk open.
9. Optionally encrypt the exported video, described above.

10. Optionally mitigate clip gaps as described above.

11. Select the Export or Export All Button, as applicable.

Nounhowbd

o

For more information on playing the exported file(s), launch the Video Player and consult the Video
Player User Manual by selecting Help -> View Help.
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Export to File on Local Disk /Network/Thumb drive

= EXPORT QUEUE SETTINGS

Q Search

NAME
Clip 1
Clip 2
Clip7

Clip 8

SERVER START TIME

EMND TIME DURATION DESCRIPTION

1 - Checkout 192.188.10a7  1/21/2020 11:01:33 PM 1/21/2020 11:01:45 PM 00:00:112

2 - Floor NW 1921681007 1/21/2020 11:19:09 PM 1,/21/2020 11:19:29 PM 00:00:20

7 - Cash Teller 1921881035 1/21/2020 11:09:03 AM 1/21/2020 11:02:11 AM 00:00:07

10 - Cafeteria 192.168.10.15  1/21/2020 11:10:42 AM 1/21/2020 11:10:45 AM 00:00:03

STATUS
Pending
Pending
Pending

Pending

8 3

Steps:

Noubkobd

8.

Export Destination | Drive

Export File Path | C3,
_: Encrypt Exported Video

| Password

W

a\""f Include standalone Video Player

E £} Export Settings

— Divide into smaller clips when gaps are

+— detected
é—ﬁap Length (ms) ag :;‘

: Create Zip File-a

]

#* Export All Export Progress

0%

Select a video clip(s) from the Export Queue (multiple clips can be selected using ctrl+click or

shift+click).

Set the Export Destination to Drive.

Browse and select or enter the Export File Path.
Select to include the standalone video player.
Determine if you wish to create a zip file that contains the exported video and players.
Optionally encrypt the exported video, described above.
Optionally mitigate clip gaps as described above.

Select the Export or Export All Button, as applicable.

For more information on playing the exported file(s), launch the Video Player and consult the Video
Player User Manual by selecting Help -> View Help.

Exporting a Session File

Session exporting is used to create a file (with the .esf extension) that links multiple video clips related
to a specific incident together, in addition to exporting the selected clips as individual .avi (or .avix for

encryption) files. Multiple files are grouped together as a *.esf file, which allows a user, using the Video
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Player, to view all the exported video of an incident in a chronological playback. The video included in
an Export Session may be verified to ensure that the exported video has not been changed.

= EXPORT QUEUE SETTINGS

B \r_" Include standalone Video Player .._. Create Zip File——a
Export Session

Title Book Theft

Q Search | ]
NAME SERVER START TIME EMD TIME DURATION DESCRIPTION STATUS
Clip 1 1 - Checkout 1921881037 1/21/2020 11:01:33 PM 1/21/2020 11:07:45 PM 00:00:12 Pending
Clip 2 2 - Floor NW 192.168.10a7  1/21/2020 11:19:09 PM 1,/21/2020 11:19:29 PM 00:00:20 Pending
Clip 7 7 - Cash Teller 1921681015 1/21/2020 11:09:03 AM 1/21/2020 11:09:11 AM 00:00:07 Pending
Clip 8 10 - Cafeteria 192.168.10.15  1/21/2020 11:10:42 AM 1/21/2020 11:10:45 AM 00:00:03 Pending
ﬁ' Export Settings
a\“* Export Destination | Drive -
B"“% Export File Path | C:\ ]
] - — Divide into smaller clips when gaps are
Encrypt Exported Video
(EREPEER detected
assword (p ap Length (ms) oo :

Description Owl Farm break in.

N

Incident Time T/15/2024 T.24:04 AM y ﬁ

Incident Lecation Woody Creek, CO

n‘ #* Export All Export Progress 0%

Steps:

1. Select a video clip(s) from the Export Queue (multiple clips can be selected using ctrl+click or
shift+click

Select the export destination for your session file. In this example a drive is used.
Browse and select/enter the destination path.
Select to include the standalone video player.

Determine if you wish to create a zip file that contains the exported video and player.
Select the Export Session box.

S o
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7. Enter in the applicable information including title, description, time and location. All blanks
must be filled.

8. Optionally encrypt the exported video, described above.
9. Optionally mitigate clip gaps as described above.
10. Select export or export all as applicable.

For more information on playing the exported file(s), launch the Video Player and consult the Video
Player User Manual by selecting Help -> View Help.
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Dashboard Overview

The Dashboard provides information allowing review and assessment of the health of all Recording
Servers, the servers' assets, and activities. The Dashboard'’s panels are intended for use as diagnostic
tools. They continually display information relating to licensing, storage status, storage use and avail-
ability, server CPU and memory use, real-time remote and live user connections, real-time events and
playback of a server’s live or recorded video from any of the server’s cameras. When used to their full
potential, the tools within the Dashboard may be used to identify potential problems before a system
failure occurs.

=i CONNECTION INFO (0 DAYS, 3 HOURS, 15 MINUTES, 40 SECONDS) STORAGE _
Host: - betademo. i License Infa: Enterprise TYPE STATUS FREE (MB) TOTAL (MB) VIDEO SPACE MAME DESCRIPTION
Friendly Name:  betademo. s« Product ID:  19PF5-VAMNI-00VF1
Version: 73.064 Anslog Licenses: 0 Out OF 150 used Regular Good 82325 511,981 o B 1 Intersection- Virtual Started Camere.
Coordinates: None IP Licenses: 10 Out OF 150 used B 2 Parking Garage PTZ- Started Camera.
SERVER PERFORMANCE = CONNECTIONS | 3 Intersection 2- Virtui Started Camera.
| 4 Sidewalk- Virtual Started Camera.
Server CPU System CPU USER PEER CLIENT DESCRIPTION
4o - | 5 Entrance Road- VirtL Started Camera.
% % y 9
Utiliz: atlcr“K 41% % Utilization 53 % Server Viewer | 127.00.1
100 3 100 [ ] 6  Sidewalk and Clock - Failed to start alarm recording ¢
- SRR I . CVDemo  172.18.1.108 Remote Playback from 3/11/2023 5:00:00 AM B 7 Sreokmom Sany SN Started Camera,
[N ——— ——
; . CVDemo  172.18.1.108 Remote Playback from 3/11/2023 5:00:00 AM B 8 Front Door- Axs B3 Started Camera.
202 P el ZIH0E PN ERER Ll CVDemo  17218.1.108 Remote Playback from 3/11/2023 5:00:00 AM B 9 Lobby Hallway - Hik Started Camera,
Server Memory System Memory CVDemo  172.18.1.108 Remote Playback fram 3/11/2023 5:00:00 AM B 10 Marksting Hallway - Started Camera.
Memary Usage 657 MB  Memory Usage 4,809 MB .
— — CVDemo 172181109 Remote Playback from 3/11/2023 5:00:00 AM 1 QuickTrack Stopped Camera
. 00 CVDemo  172.18.1.109 Remote Playback from 3/11/2023 5:00:00 AM
0 5 CVDemo 172181109 Remote Playback from 3/11/2023 5:00:00 AM
2:14:05 PM 2:15:04 PM 21405 PM 2:15:04 PM
[7) EVENTS BY @ Ix (¥) sidewalk and Clock - Virtual - PLAYBACK [l
DATE TIME EVENT CAMERA CONNECTION USER DESCRIPTION X n Ll Lo
Failed to start alarm recording on
3/13/2023 21503PM  Recording Failed 6 - Sidewalk and Clock - Virtual camera 6. Not starting recording: The
recording schedule is not active. Type:
Alarm
Failed to start alarm recording on
3/13/2023 215:03PM  Recording Failed 6 - Sidewalk and Clock - Virtual e (@ My e IS
recording schedule is not active, Type:
Alarm
Failed to start alarm recording on
3/13/2023 2:15:03 PM Recording Failed 6 - Sidewalk and Clock - Virtual camera 6. Not starting recording: The
recording schedule is not active, Type:
Alarm
Failed to start alarm recordina on Nomal It <4 > »I

Navigation Pane

The Dashboard Navigation Pane enables selection and
viewing of a server’s operational information. In the illus-
tration, Demo IV server is selected. This pane is search- LrETE
able and sortable, as described in Desktop Client Initial
Launch.

Recording Servers

| Server A4 ||

L
CompleteView supports CompleteView 4.X servers, Demo IV

which are displayed as Legacy Servers.

Dashboard Toolbar

The toolbar resides at the top right corner of the Dashboard Task screen.
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1. Server Status displays status of all Recording Serv-
ers attached to the current Management Server.
See below for more details.

2. Server Overview presents the Dashboard screen.
3. Search Video launches playback for video retrieval.

4. Search Events presents a list of motion, alarm, etc.,
events for playback.
5. Export Queue displays a lists of videos marked for
export.
5. Menu presents the following options:
a. Settings displays video stream options, detailed
below.
b. About displays version and other information Settings
about CompleteView
c. Change Password launches the VMS change
password window

d. Logout logs out of the client.

About

Change Password

Logout

Video Stream Settings

e s e
duce the Video Stream menu. This panel =
allows the user to configure the appear- [w| Stretch To Fit || Show Stream Properties

ance options for the Dashboard’s Live
View Panel.

| | Show Camera Overlay Location Center w

Stretch To Fit, Show Camera Overlay, = ADVANCED OPTIONS
Show Stream Properties, and settings in
Advanced Options are described in Renderer  Use Direct 2D/3D W
detail in Live View Overview.
H.264 Decoder FFMPEG ~
MPEG4 Decoder FFMPEG A4

Server Status

& RECORDING SERVER STATUS

Q search Select All Unselect Al
SELECT SERVER ADDRESS VERSION STATUS CAMERAS STORAGE LAST UPDATED

Scan Selected Servers Scan All Servers
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Selecting the Server Status icon will present a list of all Recording Servers currently attached to the
deployment's Management Server. Either select the desired servers and click Scan Selected Servers or
click Scan All Servers. The server list is searchable and sortable.

Status Color Meaning(s)

Green ||Good - Server is online, no issues found
Issues detected - Server is online, issues with either cameras or storage

Yellow
found
Scan error - Server is online, internal error when scanning for issues

Red Unable to connect - Could not connect. Usually indicates the server is

offline.
Not yet connected - The server has not been scanned
Pending scan - Scanning in process

Black g ginp

Scan interrupted - Scanning process was interrupted, and results may
be incomplete

The Cameras and Storage columns will display either a red X or a green checkmark. Cameras are
flagged if not recording to disk due to being disabled, sync lost, or a recording failed error. Storage is
flagged if it is offline or if no free space is available.

Double clicking a listed Recording Server will display its Dashboard.
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Connection Info Panel

The Connection Info Panel is located in the top-left of the Dashboard and displays information about
the selected server. The current up time from the server’s last restart and a colored status indicator dot
are displayed in the top bar of the panel. The colored dot shows the connection status of the selected
server. The Server Info screen also provides analog and IP license information, the Friendly Name,
Product ID, and software version of the server. All of the information in the Server Info Panel may be
requested by technical support personnel to assist in troubleshooting.

=i CONNECTION INFO (0 DAYS, 0 HOURS, 32 MINUTES, 21 SECONDS)

Host  localhost License Info: Trial (30 days remaining) Start

Friendly Mame: localhost Product ID:  3CBETVSIL3IV77CKEPRMCO] Stop
Version: 7.2.0.33 Analog Licenses: 0 Qut Of 0 used
Coordinates: None IP Licenses: 0 Qut Of 0 used Restart

Server Status
Connected
Attermpt Connection
@® Mot Connected

In addition, servers may be started, stopped, or restarted from within the Connection Info Panel using
the virtual power button.
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Storage Panel

The Storage Panel is located in the top-center of the Dashboard. The panel displays the type, status,

free and total storage space, as well as a graphical representation of the percentage of the storage
pools in use.

At the top of the Storage screen is a darker band, referred to as the Title Bar. Within the Title Bar on

the far right is a spy-glass icon, which is a virtual button that will redirect the user to a search video
screen.

Search For Video

The search encompasses all cameras for the selected server, or for a specific pool that is selected in the
Dashboard’s Navigation Pane. The storage search feature is intended for troubleshooting video record-
ing storage issues. Video investigations or export should be conducted from the CompleteView Play-
back function. Click Here for more information about Playback search.

Steps:
1. Select a Storage Pool. Note that the selected type will turn a darker color, and the spyglass
will brighten.
2. Select the Search Video icon
Archive Good 9722 51,197 O
Backup Good 19,169 119,466 W
Video Space
The Video Space indicator displays used versus available recording storage
space. Green indicates used space, while white indicates available space. VIDEO SPACE
New pools will show as a white bar. As the pool fills with video, the green O

AN

indicator will increase, and the white indicator will decrease as a green bar
with a progressively smaller white slice on the right to indicate free space,
which is reserved for first in, first out (FIFO) video operation.

-
1
.,

-
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Cameras Panel

The Dashboard Cameras Panel provides a list of the selected server’s cameras. The camera panel’s
default location is the top right corner of the Dashboard.

% CAMERAS Q Status Indicators
ID NAME DESCRIPTION . Continuous Record
O AXIS M3025 Started Camera. Alarm Record
u 2 AXIS M3005 Started Camera. . Motion Record
u 3 Samsung 2010 Started Camera. Pre-Alarm/Motion
| 4 Pana-311 Started Camera. . Camera Offline

Camera Headings
The headings include:

® Status displays a color code indicating the recording status of the camera (see indicators above).

* |D displays the order of the cameras listed on the server. The camera ID is the unique identifier
by which CompleteView identifies cameras, and may be used in third party integrations.

®* Name each camera has a friendly name that may be changed. Changes are completed in the
Recording Server’s configuration. Click Recording Servers Cameras for more information about
changing the Name.

® Description displays the state of the camera.

Search Video from Cameras Panel
Camera Search Video is intended for troubleshooting video recording and camera connection issues.

Q

4. CAMERAS

' 0] MNAME DESCRIPTION

Steps:

1. Select a Camera
2. Select the Search Video icon

Return to Dashboard from Search Video

1. Select the Server Overview icon, located in the Dashboard toolbar..

Dashboard Live View

Selecting a camera from the Cameras List will display its live video. This feature is provided for admin-
istrators to validate that the camera is streaming as expected. For convenience, PTZ and preset con-
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trols are included below the live video. For a quick review, click the Search Video icon (2), then select
the review period (3).

VIVOTEK CC8130 - 1IMP - Live Viev

U0 EKSICIEBHIZ BN 11 M Ps 30 Seconds
> '
- 1 Minute
2 Minutes
3 Minutes
5 Minutes

10 Minutes

il
21 B2Ad e 1o _l.j:""’.i 2. PHM

Speed

Hi=58 1 - Home =
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Server Performance Panel

The Server Performance panel displays real time server and system CPU and memory utilization per-
centages in both digital displays and analog graphical charts, informing those seeking such information
of the overall health of the VMS. The memory and CPU information is displayed for the Recording
Server selected in the Dashboard’s Navigation pane. Three buttons for each of the four displays allow
the user to look at previous data, next data, as well as resetting the display to the current status. The
information provided by the Server Performance panel would be useful in determining, for example,
the performance impact on the VMS due to camera frame rates, data rate, or compression changes.

Zb SERVER PERFORMANCE

Server CPU - 10% System CPU - 9%

% Utilization

% Utilization

100

50

. _jlllﬂ“'lf“\/__n/\z’\fu'ﬂ\f’\fv-wf\m

23711 PM 2:38:11 PM

100

50

R W Y N e e W
0

2:37:11 PM 23811 PM

Server Memory - 40%

Memory Usage 3,239 MB

System Memory - 15%

Memory Usage 1,278 MB

100

100

50 50

0 a

23711 P 2:38:11 PM 2:37:11 PM 2:38:11 PM

Server vs System CPU and Memory

Within the Server’s Performance panel are both (recording) server and (total) system CPU and memory
statistics. The information is differentiated. Server CPU and Memory statistics are specifically relevant
and exclusive to the Recording Server, and are distinct from any MS Windows functions.

System CPU and memory statics include both Recording Server and overall system CPU and memory
load performance statistics. System CPU and memory should be the determining factor when con-
sidering changes that may impact total load. The System CPU load should remain at or below 75%
when either adding cameras or making camera setting adjustments. The 25% headroom is useful for
live view, playback, and other user and server functions. The memory and CPU statistics displayed are
a forward rolling, one-minute period.

Server Memory - System Memory -

FPrevious hext Reset

Previous increments the data display and statistics time backward one minute for each button click.

Next brings the data display and statistics forward from the previous position by one minute for each
click, until the current data time is reached.

Reset resets the data display to current time and statistics.
The navigational functionality is the same for both System and Server information.
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Connections Panel

The Connections Panel displays real time information indicating which client application is being used
by whom. The connection panel shows a camera’s data for as long as the camera’s connection is active.

= CONNECTIONS

USER PEER CLIENT DESCRIPTION
mcall 174.194.2.149  TouchView Mobile v1.5.3.51 | i05 vl Remote live view of camera 18
mecall 174.194.2.149 TouchView Mobile v1.5.3.51 | i0S w1 Remote live view of camera 23
mcall 174.194.2.149  TouchView Mobile v1.5.3.51 | i05 vl Remote live view of camera 21
rmcall 174194.2.149  TouchView Mobile v1.5.3.51 | i05 vl Remote live view of camera 20
mcall 174.194.2.149  TouchView Mobile v1.5.3.51 | i05 vl Remote live view of camera 19
mecall 174.194.2.149 TouchView Mobile v1.5.3.51 | iOS w1 Remote live view of camera 17

User indicates the login account that is connected to the server or viewing live video.

Peer displays the IP address of the source delivering the video to the live view client. Could be useful
in determining the cause of unauthorized access.

Client relates the type of client in use. Blank indicates that the client is CompleteView Client, and not a
live viewing client.

Description describes what the connection is doing. The top listed item of the connection panel is
most often the first CompleteView Client.
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Live View Panel

The Live View panel is located directly below the Cameras Panel. In Live View’s title bar’s top right
corner is a virtual button that allows a Quick review of video, selectable from the last thirty (30)
seconds to ten (10) minutes of recorded video. The Video Review Panel is intended as a quick veri-
fication of camera connectivity and functionality. For CompleteView's full live viewing capabilities,
Click Here.

Steps:

VIVOTEK CC8130 - 1IMP - Live Viev

U:TU0 TEKEICIE8H3 6= 1 HP; 30 Seconds
~5 '

’ 1 Minute

— 2 Minutes

3 Minutes

5 Minutes

10 Minutes

Speed

A58 1 - Home =

1. Select a camera.
2. Click on the button in the video review panel.
3. Select one of the review options.

-116 -



Events Panel

The Events Panel displays a list of events in real time. Double-clicking on any event in the list will cause
recorded video associated with the event to display in the video Playback window. The video can be
toggled between Playback or Live View in the Playback window by clicking the icon in the top right
corner. Events, such as a camera off-line, may not have associated video. If a camera is not configured
to record continuously, and an event comes in for which recording video is not turned on, a “no video
found” message will be displayed if playback is attempted.

(7) EVENTS BY @K | ® sidewalkand Clock - Virtual - PLAYBACK @
DATE TIME EVENT CAMERA CONNECTION USER DESCRIPTION
Failed to start alarm recording on
3/13/2023 230:52 PM Recording Failec 6 - Sidewalk and Clack - Virtual camera 6. Not starting recording:

The recording schedule is not
active, Type: Alarm

Failed to start alarm recording on
camera b. Not starting recording:
The recording schedule is not
active, Type: Alarm

3/13/2023 2:30:51 PM  Recording Failec 6 - Sidewalk and Clock - Virtual

Failed to start alarm recording on
camera 8. Not starting recording:
The recording schedule is not
active, Type: Alarm

3/13/2023 2:13:58P14/2023 2:14:18P13/2023 2:14:
3/13/2023 2:30:51 PM Recording Failec 6 - Sidewalk and Clock - Virtual

<4 <4 P B> >

Eailad #n ctart slarm rarardinn an

Date indicates the date the event occurred.

Time indicates the time the event occurred.

Event shows a brief technical description of the event.

Camera displays the camera name for a motion or other integrated analytic event.

Connection displays the ID number of a connection to the Recording Server. Connections could
include Desktop Clients, 3rd party video streaming software, attached devices, etc.

User denotes the person that is logging into or out of either a Recording Server or into a server’s con-
nection into active directory.

Description contains a clear text description of the event. Some, but not all events, will display a
description.
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Search Video Panel

Dashboard Search Video allows users to both confirm video availability and enables video search, play-
back, and export to the video playback queue. Search Video may be selected from the server’s status,
camera-list title bar icon, or independently from the Dashboard’s Title bar icon.

G, SEARCH VIDEQ

Camers  All Camerss Q zexen Show Video Type [ [l v M
CAMERA TYPE STARTTIME A END TIME DESCRIPTION FILE SIZE (KB)
Checkout || 1/23/2020 12:00:00 AM 1/23/2020 12:00:05 AM 3951
Checkout [ | 1/23/2020 12:00:05 AM 1/23/2020 12:00:11 AM 5417
u Checkout || 1/23/2020 12:00:11 AM 1/23/2020 12:00:28 AM 9995
21 Checkout [ | 1/23/2020 12:00:28 AM 1/23/2020 12:00:33 AM 1476
2_3 Checkout || 1/23/2020 12:00:33 AM 1/23/2020 12:00:52 AM 6937
Checkout [ | 1/23/2020 12:00:32 AM 1/23/2020 12:00:57 AM 8056
Time Zone | Local hd
= Checkout || 1/23/2020 12:00:57 AM 1/23/2020 12:01:11 AM 6422
BB & Checkout [ | 1/23/2020 12:01:11 AM 1/23/2020 12:01:19 AM 5870
Checkout || 1/23/2020 12:01:19 AM 1/23/2020 12:01:19 AM 400
Checkout [ | 1/23/2020 12:01:19 AM 1/23/2020 12:01:23 AM £908
Checkout || 1/23/2020 12:01:23 AM 1/23/2020 12:01:24 AM 3791
Checkout [ | 1/23/2020 12:01:24 AM 1/23/2020 12:01:30 AM 9010
Checkout || 1/23/2020 12:01:20 AM 1/23/2020 12:01:30 AM 491
Checkout [ | 1/23/2020 12:01:20 AM 1/23/2020 12:01:48 AM 5837
Checkout || 1/23/2020 12:01:48 AM 1/23/2020 12:02:20 AM 15425
Checkout B 1/23/2020 12:02:20 AM 1/23/2020 12:02:27 AM 8500
Checkout B 1/23/2020 12:02:27 AM 1/23/2020 12:02:32 AM 4040

Select Video and Playback

Steps:

1.

Start at the top of the Select Video panel, select one or all cameras, from the Camera pull-
down list; the default choice is all cameras.

2. Select, to the right to of the camera pulldown, a specific storage pool type, or all storage; the
default choice is all storage.

3. On the calendar, select a date that you wish to search. Note: Bolded dates indicate days that
have recorded video.

4. Below the calendar, check the Video Type box next to the video type for which you are
searching. Leaving all boxes checked is the default choice and will display all video types for
the date and selected camera(s).

5. On the timeline, use the left and right sliders to choose the video search start and end time.

O
0 3 3 9 12

o
1B 21

6. Select Search.
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7. Search through and double-click on one of the resulting video clips that you wish to play-
back.

For more information about video playback controls, Click Here.
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Playback_Video_Playback_Control_Panel_1014.htm

Search Event Panel
The Search Events panel enables users to search for and play back events and event-related video.

Dashboard Search Events may be selected from the server’s status, camera list title bar icon, or inde-
pendently from the Dashboard’s Title bar icon.

é Q 6 = = (7] EVENTS

Overview B
Event Saurce | User v | Event Types Start LiveviewStart Pv | Q Search Event - All - ~ | Camera  —All—- v | User  —All—- v 2 Export Events

RS-1(192.168.10.13)
0.16) TIME EVENT CAMERA USER DESCRIPTION VIDEO
RS-3 (192.168.10.17) 1/23/2020 8:47:56 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:48:10 AM Start Liveview 1 - Checkout admin No
1/23/2020 &:48:12 AM Start Liveview 2 - Floor NW admin No
1/23/2020 8:48:25 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:01 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:04 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:10 AM Start Liveview 1 - Checkout admin No
Time Zone | Local - 1/23/2020 8:49:12 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:18 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:22 AM Start Liveview 4 - Floor Central admin No
1/23/2020 8:49:22 AM Start Liveview 2 - Floor NW admin No
1/23/2020 8:49:22 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:28 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:29 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:32 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:44 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:52 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:49:39 AM Start Liveview 1 - Checkout admin No
1/23/2020 &:50:07 AM Start Liveview 1 - Checkout admin No
1/23/2020 8:50:25 AM Start Liveview 1 - Checkout admin No
(] Events Overview 1/23/2020 85036 AM Start Liveview 1 - Checkout admin No
Oldest Events:  1/23/2020
Newest Events: 1/23/2020 1/23/2020 8:50:52 AM Start Liveview 1 - Checkout 2dmin No
Total Events Days: 1 Showing events from 1/23/2020 8:47:56 AM to 1/23/2020 9:57:42 AM

Qnline

Search Events - Event Sources & Types

Events are categorized according to their origin. The event source dic-
tates the specific list of event types that can be searched.

—

Search Events - Event Types

Events that are checked in the “Event Type” box are placed into the
database as the event occurs and retained. The event list box is
opened by selecting the pulldown menu. Boxes that are checked are
searched, and boxes that are not checked omitted.
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B

SEARCH EVENTS

went Types [ Failed Login, Start, Stop v Q Search

[w| Storage Offfine

|w| storage Full

Event --
[ ] (Select Al [] Login [ ] Logout
'¥| Failed Login |w| Start |¥| Stop
|Z| Restart |Z| Error |Z| Alarm Start
|z| Alarm End |z| Maotion Start |z| Mation End
|Z| Sync Lost |Z| Sync Gained |Z| Save Config
¥ SetTime ¥/ Info || TCP Connected
|:| TCP Disconnected |z| Start Liveview |z| Start Playback
|z| Debug |z| Recording Failed |z| DFT Start
'v| DFTEnd \v| Export |v'| Starage Online

Search Filters

Additional search filter menus at the top of the display may be employed to search for events related

to a specific camera, event (from the list), storage, alarm, logging, and/or user.

[® SEARCH EVENTS

FEBRUARY, 2018

WE

Time Zone

Local

Event Source | All ~  EventTypes | Failed Login, Start, Stop ™ Q Search

TIME
2/16/2018 L04:44 AM
2/16/2018 1:04:50 AM
2/16/2018 1:04:50 AM
2/16/2018 1:04:51 AM
2/16/2018 1:04:51 AM
2/16/2018 1:04:52 AM
2/15/2018 1:04:57 AM
2/16/2018 1:05:00 AM

~ 2/15/2018 1:05:06 AM

Event - All--

EVENT

Motion Start

Motion Start

Motion End

Motion Start

Motion End

Motion Start

Motion End

Motion End

Motion Start

v Camera | --All -
CAMERA USER
15- AXIS P3367 at 11
14 - AXIS P1204 at 17
5 - Samsung SNB700
5 - Samsung SNB700
15- AXIS P3367 at 11
15 - AXIS P3367 at 1.
14 - AXIS P1204 at 17
15 - AXIS P3367 at 17

15 - AXIS P3367 at 1

~  User ~

DESCRIPTION

Filter Selection Chart

Second Search Menu

Camera

Event

User

Third Search Menu

Select All or a specific cam-

era

Select All or a specific listed

event

Select All or a specific listed

user account

Expected Results

List of events for the selected day, time,

and camera(s) are displayed.

List of all or particular events for the selec-

ted day and time are displayed.

List of all or particular events specific to
the user account or all user accounts, and

for the day and time are displayed.
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Search Events

R5-3 (192.168.10.17)

Recording Servers | @, SEARCH EVENTS

Overview

1

Event Source[ Camera e ] Event T}rpesTAIarm Start, Alarm End N Vl Q Search Event = -- All 4

R5-1(192.168.10.15) U
ser — —
RS-2 (192.168.10.16) Server [ [Select All) |!| Alarm Start |!| Alarm End

RS-3 (192.168.10.17) Logger [v| Mation Start [w| Motion End [v| sync Lost

Alarm |Z| Sync Gained |Z| Recording Failed [v| DFTstart

* |Z| DFT End |Z| Input Activated |Z| Input Deactivated
Storage |
¥ Qutput Activated

: Qutput Deactivat..,

Local

Q Search

Steps:

Select the recording server to be searched.

Select the event source

Select the event types

Select the date you wish to search.

Bold text dates indicate event data is available for that day.

Set the start and end search time sliders to establish a search window.
Select the time zone for the search. (local or server time)

8. Select search.

No ko

Typically, cameras and any of the six events (Motion End, Motion Start, Failed Login, Stop, Start, Info)
that have associated video may be played back and viewed in the video playback window, located
below the calendar.

Playback Event Related Video

TIME EVENT CAMERA USER DESCRIFTION  VIDEO

1/23/2020 12:01:30 AM Motion Start 1 - Checkout Yes

1/23/2020 12:02:20 AM Motion Start 1 - Checkout Yez

Showing events from 1/23/2020 12:00:05 AM to 1/23/2020 12:57:45 AM

1. When the events list is populated, search it.
2. Double-click on the result.
3. Wait for the video to display in the playback window.

Steps:
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4. If you do not see the event for which you were searching, look in the bottom right-hand
corner of the Search Events panel and select the View More button.

Search and Export Event List

Events may be exported, saved, and displayed as a CSV file. Microsoft’s™ Excel® or other CSV display
tools may be used to show the file.

[ savehs X
r= v A » This PC » Documents w | @) Se cuments 0
Organize = Mew folder B o
MNarne - Date modified Type
7 Quick access
Saved Events 1/10/2020 3:533 PM File folder
> O This PC
a/ = USB Drive (D)
File name: | Events Backup -
Save as type: | CSV (".csv) ~
~ Hide Folders 8 Cancel
Steps:
1. Complete an event search
2. Select the button entitled “Export Events,” which is located in the top right-hand corner
3. When the “Save As” box opens, determine where the events should be saved
4. Create a new Windows folder
5. Name the folder; suggested name, “Saved Events”
6. Open the new Saved Events folder
7. Name the saved Events file

8. Select Save

[llustrated is part of a Motion Start and Motion Stop event search report. The report was saved and
shown in Microsoft’s™ Excel®. A time-date search was executed to generate a Motion-Start and
Motion-Stop report.

A . B . C . D . E . F
1 _TIME EVENT CAMERA LISER DESCRIPTION VIDEOD
2 |1/23/20207:34  Motion Start Axis-3025 Yes
3 |1/23/20207:34  Motion End Axis-3025 Yes
4 |1/23/20207:35 Motion Start 1- Checkout Yes
5 |1/23/20207:35 Motion End 1- Checkout Yes
6 |1/23/20207:35 Motion Start Pana-311 Yes
7 11/23/20207:35 | Motion End Pana-311 Yes
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Maintenance

The Maintenance module provides access to push updates, logging functions, camera diagnostics, and
server configuration information. Use the following icons to access their respective functions, which
will be discussed in subsequent sections.

L

Updates

Logging

Camera Diagnostics

mjofofo

Server Configuration
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Maintenance Logging

The Logging function displays a list of searchable server event log entries, and allows for exportation

of events. Click Export Logs to save as a .csv file.

- VIEW LOG!

Q s

DECEMBER 2018

TIME

'COMPONENT NAME

2:18 PM MainServerTCPServer

earch

TIME

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-02 14:18:49

2018-12-0214:29:12
2018-12-02 14:29:12
2018-12-0214:29:13
2018-12-02 14:29:14
2018-12-02 14:29:15

2018-12-02 14:

16
2018-12-02 14:29:16
2018-12-02 14:29:17
2018-12-02 14:29:17
2018-12-02 14:29:18
2018-12-0214:29:18
2018-12-02 14:29:19
2018-12-02 14:29:20
2018-12-02 14

:21
2018-12-02 14:29:22
2018-12-02 14:29:23

2N18.12.02 147021

Log Level

Error

LEVEL

Error

Error

Error

Error

Error

Error

Error

Error

Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error
Error

Error

MESSAGE
Lnenybh_h{Xny}ny%c#8:<*1+cjeagnlhhnf]==" TID: 4176 system:
of either a thread exit or an application request
Lnenybh_h{Xnyjny%c#d<="1+gecgnhhn{]7#" TID: 4182 system

of either a thread exit or an application request

Lnenybh_h{Xnh~yrXnylry%c28>="1+cjeognlhhn{=2"
because of either a thread exit or an application request

TID: 4140

Lnenybh_h{Xnh~ynXnyJny%c#8%:"1 +cjeognihhn{J2#* TID: 4152
of either a thread exit or an application request

Lnenybh_h{Xnylny%c#8: <"1+ gjeagnihhnf=2" TID: 4100 system:
of either a thread exit or an application request

Lnenybh_h{Xnylny%c#9<="1+cjeognlhhn{]7#" TID: 4104 system:
of either a thread exit or an application request

Lnenybh_h{Xnylny%c28: <"1 +cjeognlhhn{l=#" TIDs 4168 system:
of either a thread exit or an application request

Lnenybh_h{Xnyny%c#d<="1+cjeognlhhn( 7" TID: 4172 system :

of either a thread exit or an application request
Fibejh'nNsnh~nM~ ehxSh{{£72 "1 + Hifnyj TLalyrenEjfnTNsnh-~n"

Fjbefh nNsnh~nM~chx%h{#2:8"1 + LnHjfnyjXj~xTNsnh~n#"  TID: 5088

Fjbefh nNsnh~nM~ehxh{{#2:8"1 + LnHjfnyjXj~xTNsnh~n#"  TID: 2472
Fjbe[jh'nNsnh~nM~ehx3sh{{#2;8"1 + LnHjfnyjXj~xTNsnh~n#"  TID: 2472
Fjbe[jh'nNsnh~nM~ehx3sh{{#2;8"1 + LnHjfayjXj~xTNsnh~n#"  TID: 2472
Fjbeljh nNsnh~nM~ehx%h{{#72:*1+ Hjfny TLn[ynnEjfrTNsnh~n#"
Fibe[jh'nNsnh~nM-~ehx3h{{#2:8"1 + LnHjfnyjXj~xTNsnh~n®"  TID: 2472
Fibefjh'nNsnh~nM-ehbh{[£72 11 + Hjfny TLnlymenEjfmTNsnh~n#"
Fibeljh'nNsnh~nhi~chihi{22:8"1 +LaHjfnyjXj-xThsnh~n#*  TID: 2472

Fibe[jh'nNsnh~nM~ehxbh{{£72 51 + Hjfny TLnlymxnEjfimTNsnh-~ns"

Fjbejh nNsnh~nM~ehxhi{22:8"1 ~LaHjfnyjXj-xTNsnh~n="  TID: 2472

Fjbejh nNsnh~nM-~ehx%h{{22:8"1 ~LoHjfnyjXj-xTNsnh~n"  TID: 2572

=]

Fjbejh nNsnh~nh-~chish{{£2:8"1 + LaHjfnyjXj~xTNsnh-n="  TID: 5088

2

Fibejh nNsnh~nM-~chxh{{£2:8"1 + LHifnyjXj~xTNsnh~n#"  TID: 2572

=]

Fibeh nNsnh~nh~chish{{£2:8"1 + LaHifnyjXj~xTNsnh-n="  TID: 5088

=]

Fjbe[jh'nNsnh~nM~ehx3sh{{#2;8*1 + LnHjfayjXj~xTNsnh~n#"  TID: 2572

EihalihnMenh.nb . ahv ¥ h{[£7:8%1 o | nHifmi¥i-vThicnhon® Tl

2

2472

Showing logs from 2018-12-02 14:18:49 to 2018-12-02 20:26:49
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system :

2 Export Log

995 -- The I/0 operation has been aborted because

+ 895 -- The I/O operation has been aborted because

system : 893 - The /0 operation has been aborted

995 -- The I/O operation has been aborted because

995 - The I/O operation has been aborted because

:995 -- The I/O operation has been aborted because

995 -- The I/0 operation has been aborted because

995 -- The IO operation has been aborted because

TID: 5088 Error getting camera config
Failed to get camera status: Camera not active:
Failed to get camera status: Camera not active:
Failed to get camera status: Camera not active.
Failed to get camera status: Camera not active.

TID: 2472 Error getting camera config
Failed to get camera status: Camera nat active,

TID: 5082 Error getting camera config
Failed to get camera status: Camera not active,

TID: 2472 Error getting camera config

Failed to get camera status: Camera not active.

Failed to get camera status: Camera not active.

Failed to get camera status: Camera not active:

Failed to get camera status: Camera not active:

Failed to get camera status: Camera not active:

Failed to get camera status: Camera not active.

Eailad #n net ramara ctatie: Camara not arkine




Maintenance Updates

The Updates function allows administrators to push software updates to both local and remote Record-
ing Servers connected to the deployment's Management Server.

Note: Legacy servers must be running version 4.8.2 or newer and have a 5.1 or newer feature key
applied to accept remotely pushed updates. Locally update the legacy server to 4.8.2 or newer and
apply a 5.1 feature key before attempting to remotely push an update.

~~
L=

Applying Updates

The process to apply updates to single or multiple Recording Servers is identical. Simply select the
server(s) to be updated, agree to install all required certificates, select Update, and choose the .bin file.
Progress for each server will be displayed in the right pane.

Ly Deselect All
SELECT

ELE

¥ Agree to install all required certificates a & G Update

Steps:

1. Select the server
2. Check Agree to install all required certificates
3. Select Update

« -4 » ThisPC » Desktop » BIN Downloads v | O Search BIN Downloads P
Organize * New folder =~ @ @
[ This PC 2 Mame Date modified Type Size

B 3D Objects | Recarding Server Versian Number.bin 12/10/2019 12:23 AM BIN File 262,578 KB

[ Desktop

Documents

4 Downloads

b Music

[&=] Pictures

B videos

= 05(C)

s v
File name: | Recording Server Version Number.bin ~| | 8in Filest" ki) v

4. Select the .bin file and click Open

The right pane will display update progress and success or failure messages for each server to which
the update was pushed. If multiple servers have been updated, use the drop down menu to select a
server and click Apply to check its update status.
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- All-- v v Apply

SERVER TIME
SU-Win2016-166 12/10/2019 2:09:46 PM
SU-Win2016-166 12/10/2019 2:09:46 PM
SU-Win2016-166 12/10/2019 2:09:51 PM
SU-Win2016-166 12/10/2019 2:09:55 PM
SU-Win2016-166 12/10/2019 2:09:59 PM
SU-Win2016-166 12/10/2019 2:10:03 PM
SU-Win2016-166 12/10/2019 2:10:08 PM
5U-Win2016-166 12/10/2019 2:10:12 PM
SU-Win2016-166 12/10/2019 2:10:17 PM
5U-Win2016-166 12/10/2019 2:10:21 PM
SU-Win2016-166 12/10/2019 2:10:26 PM
SU-Win2016-166 12/10/2019 2:10:30 PM
SU-Win2016-166 12/10/2019 2:10:32 PM
SU-Win2016-166 12/10/2019 2:11:32 PM
SU-Win2016-166 12/10/2019 2:11:32 PM
SU-Win2016-166 12/10/2019 2:11:32 PM
SU-Win2016-166 12/10/2019 2:11:32 PM
SU-Win2016-166 12/10/2019 2:11:32 PM

Attempting

MESSAGE
Establishing a connection.

Admin service connected successfully.
Sending update binary: 10%
Sending update binany: 20%
Sending update binary: 30%
Sending update binany: 40%
Sending update binary: 50%
Sending update binany: 60%
Sending update binary: 70%
Sending update binany: 0%
Sending update binary: 90%
Sending update binary: 100%

Starting update
to query the Administrative Service for update status.
Updating from version 5.1.0.81 to 5.1.0.86.
Stretch installation has not been detected.
Update Status : Success.

Update completed successfully.
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Maintenance Camera Diagnostics

Camera Diagnostics allows for the capture and exportation of detailed camera information and display
of stream properties.

Q search Unselect Al [[RSREESEN

SELECT D CAMERA NAME SOURCE FILTER LOGS. 'SOURCE FILTER LOG
FRAME -- Time = 0, Media = 15118, Key = 1, Size = 960000
O 2 AXIS M3014 - 00408CAOETAS v FRAME - Time = 0, Media = 15118, Key = 1, Size = 42285
O 3 AXIS M5525-E - ACCCBEEBADD v FRAME -- Time = 0, Media = 15119, Key = 1, Size = 960000
O 4 AXIS 211M - 00408C851A29 v FRAME - Time = 0, Media = 15119, Key = 1, Size = 41991
O 5 AXIS Q1602 - 00408CC56602 v FRAME -- Time = 0, Media = 15120, Key = 1, Size = 960000
O 6 AXIS Q1602 - 00408CC56683 v FRAME - Time = 0, Media = 15120, Key = 1, Size = 41332
O 7 CC8160 (172.182.119) v FRAME -- Time = 0, Media = 15121, Key = 1, Size = 960000
O g AXIS P3364-L - 00408CDCG3ED v FRAME --Time = 0, Media = 15121, Key = 1, Size = 40002
O 9 AXIS Q6215-LE - ACCCBEBFB028 v FRAME -- Time = 0, Media = 15122, Key = 1, Size = 960000
O 10 AXIS PS515-E - ACCCBE027AD3 v FRAME - Time = 0, Media = 15122, Key = 1, Size = 40580

Show Stream Properties Filter Logging Duration (53 | 12 | ) | ISEEE e ISR ERE TN FRAME -- Time = 0, Media = 15123, Key = 1, Size = 960000

Source fiter logging in progress (8l FRAME -- Time = 0, Media = 15133, Key = 1, Size = 40586
FRAME -- Time = 0, Media = 15124, Key = 1, Size = 960000
FRAME -- Time = 0, Media = 15124, Key = 1, Size = 40512
FRAME -- Time = 0, Media = 15125, Key = 1, Size = 960000
FRAME -- Time = 0, Media = 15135, Key = 1, Size = 40509
FRAME -- Time = 0, Media = 15126, Key = 1, Size = 960000
FRAME -- Time = 0, Media = 15126, Key = 1, Size = 40673
FRAME - Time = 0, Media = 15127, Key = 1, Size = 960000
FRAME -- Time = 0, Media = 15127, Key = 1, Size = 40634
FRAME -- Time = 0, Media = 15128, Key = 1, Size = 960000
FRAME -- Time = 0, Media = 15128, Key = 1, Size = 40632
FRAME - Time = 0, Media = 15129, Key = 1, Size = 960000

FRAME -- Time = 0, Media = 15129, Key = 1, Size = 40569

Capturing Camera Stream Data

(© CAMERA DIAGNOSTICS

Q Search Select All
SELECT A 1 D CAMERA NAME SOURCE FILTER LOGS
SourceFilter-20201120124358.log | v .
C] 2 AXIS M3014 - 00408CADETAG b
C] 3 AXIS M5525-E - ACCCBEESAIDO v
C] 4 AXIS 211M - 00408C851A29 ™
C] 5 AXIS Q1602 - 00408CC56602 v
C] 6 AXIS Q1602 - 00408CC566B3 b4
C] 7 CC8160(172.18.3.119) v
C] 8 AXIS P3364-1 - 00408CDCE8ED )
C] 9 AXIS Q6215-LE - ACCCSEBFB023 b4
C] 10 AXIS P5515-E - ACCC8E027AD3 v
Filter Logging Duration (s) | 12 3
3 Source filter logging in progress (8)...

Steps:
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1. Select the camera
2. Select the duration of the capture (in seconds)
3. Click Start Source Filter Logging

The camera's information will be displayed in the Source Filter Log pane to the right. Click Save Filter
Logs to save the data.

Show Stream Properties

(D CAMERA DIAGNOSTICS

Q st
SELECT yd 1 D CAMERA NAME SOURCE FILTER LOGS

SourceFilter-20201120124358d0g | v .

D 2 AXIS M3014 - 00408CAOETAB ~

D 3 AXIS M5525-E - ACCCBEEBASDO ~

D 4 AXIS 211M - 00408C851A29 | ™

D 5 AXIS Q1602 - 00408CC56602 b

D 6 AXIS 1602 - 00408CC56683 L

G 7 CC8160 (172.18.3.119) ~

D 8 AXIS P3364-L - 00408CDCEBED ~

D 9 AXIS Q6215-LE - ACCCSEBFBO28 hd

D 10 AXIS P3515-E - ACCCBEO27AD3 b
—‘a Filter Logging Duration (s) | 12 C

Steps:

1. Select the desired camera
2. Click Show Stream Properties

The stream properties will be displayed in the right pane. Click Save Stream Properties to save the
data.
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Maintenance Server Configuration

Server Configuration provides detailed, exportable information about the selected Recording Server.

Select the desired server, and click the carat to expand the information tree to view. The data may be
saved as a .json, .xml, or .csv file. In addition, various components' configurations may be selected for

inclusion in or exclusion from the exported file.

P E=  SERVER CONFIGURATION
Recording Servers ‘C) ” —
server-canfig : {...

activeDirectory : {..}
agentViSystem : {_..}
axisOneClick : {...}
boldSystem : {...}

briefCam : {..}

cameras : B (271
corsWhitelist : [51
defaultBehaviors : {..}
emailServer: {..}
eventNotifications : {...}
eventTriggers : [6]
failoverMode : False
friendlyname : “betademo.:
heartbeatintervalSec: 1
ioTriggers : [l
ipAddress: “betademo.
logevents : [IIEN] 1731
logSettings : {..}
managementServerSettings : {...}
mediaEncryptionParams : {...}
nvrs: [0}

ports ; {.}

rispServer : {..}

52System = {..}

schedules : Eljevd 41

A c
o Al Servers

(o= [5)[Q o

r betademc

serverGuid : "B u sl S St Sott SR By

EXPORT FORMAT

() JsoN
() XML

(@ csv

COMPONENT

2

Server
Cameras
Users / Groups

torage

< KRR L

Si
Licenses
S

chedules

Save to File
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Configure Module Introduction

Management Server
Settings
Federation

Cloud Services

The Configure module is divided into the following subpanels: Common Settings
Management Server, Common Settings, Recording Servers,
Views/Maps, and Users/Groups. Each subpanel has been .
designed and labeled to clearly identify its purpose. From B} Recording Servers
here, administrators may adjust the settings for each of those
areas of functionality.

©» Views [ Maps

) Overview

Users f Groups

Creerview

The Navigation Pane within the Configure module may be locked to prevent changes. Click on the icon
to lock and unlock the Navigation Pane.

B =5 = =2 © 1, O =

Configuration Menu

Saves the current server configuration

Adds a new server
E Allows addition of a Volume, Storage Pool, NVR, Camera, I/O, Trigger, or Schedule to
4 the select server

Toggles between editing and monitoring the selected server
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Allows addition of a new View, Auto View, or Map to the selected server

Allows addition of a new User or Group to the selected server

Quick links to Servers, Cameras, Storage Pools, Volumes, I/O, Licenses, Views, Maps,
GPS, Users, Groups, and Active Directory configuration areas

Settings, About, Change Password, Logout

Common versus Recording Server Specific Settings

The Client and every individual Recording Server include settings that host Ports, Security, Operations,
and Integrations. Services are located only on the Management Server. When configured and imple-
mented from Common Settings, Ports, Services, Security, Operations, and Integrations may be applied
to all CompleteView Recording Servers, generally by selecting Apply to All Servers. If configuring an
individual Recording Server and the given setting has come down from the Management Server, a
check mark will be displayed next to "Inherited" in the upper right corner.

When applied to the individual Recording Server, Ports, Operations, and Integrations, are applied
exclusively to that Recording Server. Security certificates are applied to both individual
Recording Servers and the Management Server.

Information about Saving Configuration Changes

The Management Server keeps a copy of a Recording Server’s configuration and device information.
The Recording Server also keeps a copy of the configuration and device information and uses its local
copy of the configuration so that it doesn’t have to rely on Management Server availability. The Client
maintains a local copy of Management Server’s data to improve response time and maintain func-
tionality in the event the Management Server goes offline.

When a Legacy Server is added to the Client, a record of it is kept in the Management Server.
However, the server’s configuration file is kept in the Legacy Server’'s CompleteView 4.X folder.

Saving the Configuration to the Management Server

Each time configuration changes are made, they must be saved in order to take effect. Selecting
Save Configuration saves all unsaved changes to the Management Server.

Any confirmation, informational, or error messages will be displayed near the save button.

admin O @& - © %
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Federation Overview

The Management Server configuration pane contains Management Server and Cloud details and
allows for the configuration of Federation, described below.

L] y —
J SALIENT HOME  CONFIGURE ~ “— B = Od 1 4 {ﬁ‘ —_

— FEDERATION SITES
Management Server ()

Settings Q search

SITE NAME  SITE MANAGEMENT SERVER... VERSION SERVER COUNT o LICENSE COUNT o USER NAME PASSWORD ~ CONNECTION STATUS LAST UPDATED o
Child-103  httpsi//v8betars-win10-103.eng. 7.6.0.183 0/523 admin = seess Connected 4/25/2025 12:38 PM -05:00
Child-37  httpsi//v8betars-win10-37.eng.sc 7.6.0.183 0/0 admin = seess Connected 4/25/2025 12:38 PM -05:00
Child-44  https.//v8betars-win10-44.eng.sc 7.6.0.183 15/200 admin  esess Connected 4/25/2025 12:58 PM -05:00

Child-49  https.//v8betars-win10-49.eng.s: 7.6.0.183 9/29 azdmin = essss Conneacted 4/25/2025 12:38 PM -05:00

4 e N e o
AV AV Y AN A

Child-6  http.//vBbetars-win10-06.eng.sal  7.6.0.183 1410 admin  essss Connacted 4/25/2025 12:58 PM -05:00

vs / Maps

Overview

Federation Architecture: Parent and Child Sites

The Federation architecture is characterized as a single-tier, hybrid model consisting of a single Parent
and many Child Management Servers (also referred to as Sites) that allows for centralized oversight
while maintaining local autonomy at individual sites. A Child site consists of a Management Server and
any number of Recording Servers. A collection of federated servers is known as a Deployment.

The Parent Management Server acts as the central credential authority within the federation, man-
aging per-site access for federation groups. Recording Server permissions for those federated groups
are handled locally, on a per-site basis. Once established on the Parent Management Server as a fed-
erated user in a federated group, credentials are propagated to the Child servers. Federated users can
then connect directly to any site they have access to and seamlessly switch between sites without
needing multiple credentials. Each time a user connects to a site, authentication is managed locally,
minimizing the need to send every authentication request to the Parent Management Server after ini-
tial credential verification. Child Management Servers manage local resources and provide granular
user management for site-specific access control.

This architecture enables centralized oversight from the Parent Management Server while allowing
individual sites to operate autonomously. If the Parent Management Server becomes unavailable, Child
sites continue operating normally, ensuring uninterrupted access for both federation and site users.
Additionally, each Child site maintains a list of its sibling sites, allowing federation users to switch
between Child sites and authenticate locally—even if the Parent Management Server is offline.

An example of creating a Parent and Child sites will be shown in the Federation Implementation sec-
tion.

Federation Users and Groups Overview

The purpose of creating a Federation User and associating it with a Federation Group is to allow that
user access to both the Parent and Child sites in a Deployment. Like traditional CompleteView Users,
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Federation Users can be either VMS users or AD users. It is not required to use Federation Users and
Groups. However, if Active Directory is not in use, a VMS user would need to be created and managed
for each Child site where access is required, individually. Employing Federation Users and Groups
reduces this burden by allowing management of the Federation VMS User and Groups on the Parent
Management Server.

If using Active Directory, ensure each site in the Deployment can authenticate to the same Active Dir-
ectory instance. AD users will be imported from the Active Directory Domain the Parent Management
Server is associated with. Again, it is critical when using AD users and Groups that the Child site can

authenticate the AD users to the same domain that the Parent Management Server is associated with.

While either Federation Users or Groups may be created first, the process will be more streamlined by
defining Federation Users when implementing new systems. An example of creating Federation Users
and Groups will be shown in the Federation Implementation section.

Prerequisites

Federation is available for new Deployments running version 7.5.0 or newer. With the introduction of
version 7.6.0, existing Deployments may be migrated to a federated configuration.

While there are no licensing fees associated with Federation, it is important to note that enabling this
feature may necessitate the deployment of additional Management Servers to establish the Federation
environment.

Configuration of a Federation requires administrative credentials for each of the Management Servers
to be federated. A Management Server needs to be designated as the Parent, and connectivity with
the Child sites is required.

Federation Solution Guide

For in-depth information, planning and design considerations, use-cases, lifecycle management, imple-
mentation guidelines, and migration instructions, refer to the Federation Solution Guide, located on
the Salient website, or contact support.

https://www.salientsys.com/download/federation-solution-guide/
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Federation Implementation

The following section provides general procedures and guidelines for creating and configuring a Feder-
ated Deployment. Because of the scope and level of complexity involved, it is strongly recommended
that the Federation Solution Guide discussed in the previous section be downloaded and studied
before proceeding. If migrating an existing traditional Deployment to a Federation, contact Salient sup-
port for more information as that process is not detailed in this documentation.

Parent Management Server Configuration

Log in to the Management Server to be designated as the Parent with administrative credentials.

Before enabling Federation, verify that the Management Server URL is correct in either the Settings or
Federation nodes, as it defines how other Management Servers in the Deployment will connect to it.
The Desktop Client will auto-populate this field based on the Management Server's system. If a dif-
ferent URL is desired, it should be configured prior to enabling Federation, although it can be updated
later.

. B MANAGEMENT SERVER SETTINGS
Management Server (=)

n\Ma nagement Server URL | https//vBbetars-win10-104.eng.salientsys.com:3006 o

‘o B\ Friendly Name | Parent (104)

Management Server ID | 81296631-7bc9-44b0-a27e-51b884d3ced?
Cloud Proxy URL | https://104-fds.mysalient.com o
Version | 7.6.0.183

Database Location | V8-WIN10-104\SQLEXPRESS

a/ Enable Federation

£} FEDERATION SETTINGS

Recording Servers (=)

AL
1) Overview

@ Views / Maps
AL
1) Overview

1. From the Management Server left navigation pane, select Federation.
2. Select Enable Federation.

3. Optionally provide a meaningful Friendly Name, which will be used for both Site Switching
and as the Site Name in the Sites pane, discussed below. The field is populated by default,
usually with the computer's name.

4. The Management Server URL auto-populates and is the value used to connect to the Man-
agement Server via the Desktop Client, other Management Servers, and Recording Servers.
If the computer name, IP address, network security settings, etc., are changed in the string
(e.g. TLS is enabled at a later date), the field must be updated with the new information (e.g.
changing from http: to https:, port from 8095 to 8096, etc.).

5. Management Server ID, Cloud Proxy URL, Version, and Database Location fields are auto-
populated, non-editable, copyable, and are provided for informational purposes.
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6. The Federation Settings pane will not populate for the Parent.
7. Save when done.

Adding Sites to the Parent

After configuring the Parent Management Server, add sites to define and build the federation. Note
that the sites must be online, reachable, and functioning in order to successfully add them.

The URL of the Child Management Servers should be confirmed before attempting to connect them to
the Federation. This can be confirmed by connecting to each Child Management Server and viewing
the Management Server Details page. The URL can be verified and updated, if needed, in the same
manner as described above for the Parent Management Server. There is no need to enable Federation
at the child, as this will be done by the parent. If the URL of the Child Management Servers is known,
then there is no need to connect to the Child Management Server prior to adding it to the Parent Man-
agement Server.

FEDERATION SITES

Q Search

SITE NAME SITE MANAGEMENT SERVER URL ~ VERSION  SERVER COUNT ouCENSE COUNT o USER NAME PASSWORD COMMECTION STATUS ~ LAST UPDATED o

Child-37 https://vBbetars-win10-37.engsali  7.6.0.183 admin = essse 4/30/2025 2:28 PM -05:00 ’

Child-44 https://vBbetars-win10-44.engsali  7.6.0.183 157200 admin  sssss nnected 4/30/2025 2:28 PM -05:0C {,

Child-49 https://vBbetars-win10-40.eng.sali  7.6.0.183 9/29 admin = essss

- o om o
oo o5
o 8 o

nnected 4/30/2025 2:28 PM -05:0C f(
%

Child-6 http://vBbetars-win10-06.engsalie  7.6.0.183 1/10 admin  essss nnected 4/30/2025 2:28 PM -05:0C

[ Add a Site to Federation e

Site Management Server URL: hitps://example.com:8096
Username: & admi
;| aa admin
— B

-L

1. From Management Server, Federation, select Sites.
2. Select Add.

3. Fill in the Site Management URL, Username, and Password fields. The credentials must have
full administrator privileges.*

4. Select Save.
*To establish a connection between the Child and Parent, an admin level account will be needed when

adding the Child site. This account will be used for polling between the parent and children. If the pass-
word for this admin account is changed, update the site to reflect the new password.

After clicking Save, the Parent will contact the Child Management Server, authenticate the provided
credentials, enable the federation setting, and add that Site to the Deployment.

Federation Sites Pane

Added Child Management Server (Site) information may be viewed and modified from the Federation
Sites pane. Sites may be added or removed and statuses checked from here. The pane will only be pop-
ulated on the Parent Management Server. Child Management Servers will display a message prompting
the user to log in to the Parent Management Server.
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FEDERATION SITES

Q Search

I SITE NAME SITE MANAGEMENT SERVER URL  VERSION  SERVER COUNT oUCENSE COUNT o USER NAME PASSWORD CONNECTION STATUS  LAST UPDATED o I

Child-103 https://vBbetars-win10-103.engsal ~ 7.6.0.183 2 0/523 admin sesse Connected 4/30/2025 2:28 PM -05:0( ‘5
Child-37 https://vBbetars-win10-37.eng.salie  7.6.0.183 0 0/0 admin sesee Connected 4/30/2025 2:28 PM -05:0( ‘:’
Child-44 https:/fvBbetars-win10-44.eng.salic  7.6.0.183 2 15 /200 admin “esse Connected 4/30/2025 2:28 PM -05:0( ‘;
Child-49 https://vBbetars-win10-49.eng.salic  7.6.0.183 2 9/29 admin sesee Connected 4/30/2025 2:28 PM -05:0( ’;

Edit Site Information

Site Management Server URL:

Username:

Password:

http://vBbetars-win10-06.eng

& admin

P sssen I\

1. Federation Site Fields

Site Name

The Friendly Name as configured in Management Server, Settings

Site Management

The value used to connect to the Management Server via the Desktop Client,
other Management Servers, and Recording Servers. If IP address, computer
name, network security settings, etc., are changed (e.g. TLS is enabled at a later

Server URL date), the field must be updated with the new information (e.g. changing from
http: to https:, port from 8095 to 8096, etc.).
Version The CompleteView Management Server version

Server Count

The number of attached Recording Servers to that Management Server

License Count

The number of analog and IP camera licenses used over the number available

User Name The User Name supplied to connect with the server
Password The Password supplied to connect to the server
Connection Indicates the current connection status and last attempted connection to the
Status Child Management Server. See Refresh Status below for more information.

2. Click to edit the selected server's URL and credential information.
3. Click to remove the selected server(s).

4. Click to refresh the connection status between the Parent and Child Management Servers
either individually or for all sites. See below for more information.
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Refresh Status

The Parent Management Server periodically polls all the Federated Children servers about their con-
nection status, Site name, and the time and date of the last attempt.

Selecting a server and clicking Refresh Status will update all the fields above (if necessary) for the selec-
ted site, and will also poll the server for version, server count, and license count information as well.
Polling is also done from the Parent at an interval, but the displayed values will not be refreshed until
the page is reloaded by navigating away and returning to the page.

Possible connection statuses include:

Connected Successful connection and authentication
In Progress The Parent is attempting to connect and authenticate with the Child server
Failed

The Child is reachable, but the Parent failed to authenticate. Check credentials.
Authentication

Unreachable The network on which the Child resides is unreachable

The Parent is not currently connected with the child. The Child may have dis-

Not Connected abled Federation.

Child Management Server Configuration

Child servers may update their URL information and Friendly name and may block the Parent from
access when necessary. In addition, connection status with the Parent is displayed in the Federation
Settings pane, but is not editable.

® MANAGEMENT SERVER SETTINGS

o\ Management Server URL = https://172.18.0.44:8096 o
e Friendly Name .44 MS

Management Server ID  4888¢478-8603-4b8f-0b42-161c9312a0d5
Version  7.5.0.109

Database Location V8BETARS-W10-44\SQLEXPRESS

& Enable Federation

a FEDERATION SETTINGS

Parent Management Server http://v8-win10-104:8095/
Friendly Name .104 MS

Connection Status to Parent Connected
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1. The Management Server URL auto-populates and is the value used to connect to the Site
Management Server via the Desktop Client, other Management Servers, and Recording Serv-
ers. If IP address, computer name, network security settings, etc., are changed (e.g. TLS is
enabled at a later date), the string must be updated with the new information (e.g. changing
from http: to https:, port from 8095 to 8096, etc.). After the change, the new URL inform-
ation must be manually updated on the Parent Management Server.

2. Optionally provide a meaningful Friendly Name, which will be used for both Site Switching
and as the Site Name in the Sites pane. The field is populated by default, usually with the
computer's name. Any changes to the Friendly Name will automatically be detected by the
Parent and updated.

3. Management Server ID, Version, and Database Location fields are auto-populated, non-edit-
able, copyable, and are provided for informational purposes.

4. Selecting Enable Federation will allow Parent access to the Child, which enables the Site for
Site Switching, discussed below.

Disabling Federation prevents federation actions from taking place on the Site, such as Site
Switching, until re-enabled.

Creating Federation Users

With the Parent and Child sites created, the next step is to define Federation Users and Groups. As
indicated previously, it is not required to use Federation User and Groups. However, if Active Dir-
ectory is not in use, then a VMS user will need to be created and managed at each site where access is
needed. Once again, ensure each site can authenticate to the same instance if using Active Directory.

Note that while either Federation Users or Groups may be created first, the process will be more
streamlined by creating Federation Users before Groups when implementing new systems.

The creation of either a VMS or Active Directory Federated user begins by first expanding the Feder-
ation node then the Users / Groups node of the Parent Management Server. Select the Users branch
and click Add User. Note that Password Cycle information will be visible if password policies have
been enabled. For more information, see Password Policy in Common Settings Operations.

FIRST NAME LAST NAME EMAIL/USERNAME PHONE NUMBER TYPE PASSWORD CYCLE
ad1 ad1 ad1@ad1 34 Fed-VMS Never @
Dev.User 1000 Fed-AD Mot Applicable
Firstname Lastname a@gmail.com Fed-VMS 51days @
John Brabb Jbrabb@sys.com Fed-VMS 51 days o
Dev.User174 Fed-AD Not Applicable

From the pop up dialog window, select which type of user to create.

Select User Type >

After a Federation User has been created, they will need to be added to a Federation Group to access a site in the federation. Group
membership is assigned under Groups Node.

Do you want to associate an Active Directory user to the Federation or create a VMS Federation User account?

Add Active Directory User Add VMS User
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Creating a Federated VMS User

VMS User Details x

First Name  Hunter
Last Name  Thompson
Email Address  HST@gonzo.net o
Phone Number  555-1212

Password ‘P sssssssssssee

Confirm Password [P llll.l.......| ]

Password Cycle 51 days v ﬂ

Password Status  Reset Pending

Previous Save Cancel

In the dialog box, fill out the required fields, including the first and last name, email address and pass-
word. The phone number can optionally be included. Once the required fields are populated and the
password is confirmed, click the Save button. Set the desired Password Cycle.

It is important to note that a Federation User’s username will be the email address entered at the time
of creation. This is a departure from CompleteView's traditional users which did not use an email
address for that purpose.

Once the user is saved, additional users can be added or Federation Groups can be defined.

Importing an AD User

Add Users: Import Active Directory Users X
ACTIVE DIRECTORY DOMAIN FILTERS TO USE
Domain engdw,sy;_com Distinguished Name (DN)
Selected AD users will be imported as Organizational Unit (OU)

Federation Users

Common Name (CN)

IMPORT USER CREATED DESCRIPTION
[v] Dev.User1 74 1/26/2024 9:38:47 PM
Dev.Userd30 1/26/2024 9:39:08 PM
O Dev.User6a6 1/26/2024 9:39:30 PM
(] Dev.User342 1/26/2024 9:39:51 PM
O Dev.User1198 1/26/2024 9:40:12 PM
(] Dev.User1454 1/26/2024 9:40:34 PM
O Dev.User1710 1/26/2024 9:40:55 PM
[ Dev.User1966 1/26/2024 9:41:16 PM
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To import an AD user, select Add Active Directory User from the Select User Type dialog. The Domain
will be pre-populated with the Active Directory domain defined in the Common Setting -> Services ->
Active Directory page of the Configure Module. The page allows filters to be applied for the Distin-
guished Name, Organizational Unit, or Common Name when searching for Active Directory users.

Once the desired Active Directory users have been selected, the Import and Save button will become
active. Click it to perform the action and close the dialog.

Federation Users Page

FEDERATION USERS

FIRST NAME LAST NAME EMAIL/USERNAME PHONE NUMEBER TYPE PASSWORD CYCLE
ad1 ad1 ad1@ad1 34 Fed-VMS Never @
Dev.User1000 Fed-AD Mot Applicable
Firstname Lastname a@gmail.com Fed-VMS 51 days o

Dev.User174 Fed-AD Not Applicable

Dev.Userd30 Fed-AD Mot Applicable

chris garmner gamer@test.com Fed-VMS Never o
GROUP MEMBERSHIPS: JOHN BRABB FEDERATION SITE ACCESS: JOHN BRABB

GROUP NAME SITE NAME
Fed-VMS-Group Child-44

Parent (104)

The Federation Users page displays a user's group membership and site access information. It also
allows for adding, editing, and removing users. Modifying or removing users can only be performed
one user at a time by selecting a user and then the appropriate button for the desired action. Further,
only Federation VMS Users can be edited. If an Active Directory user needs to be modified, it must be
performed in Active Directory. The potential consequences of removing a user are discussed in the
Federation Solution Guide. Finally, unlike traditional VMS users (non-Federated), if Password Policy is
ernabled on the Parent Management Server, all Federated VMS Users' password cycles will be auto-
matically updated to align with the global cycle.

Creating Federated Groups

After creating Federation Users, they need to be associated with either a VMS or AD Federation
Group. If a Federation User is not associated with a Federation Group or if the group to which the user
belongs has not been granted access to a site, the Federation User will not be able to log into a site.
Using Active Directory does create some exceptions to this rule, discussed in the Federation Solution
Guide.

This section details the creation of a Federation Group, associating Federation Users to that group, and
granting the Group access to the various sites in the Deployment.

The creation of either a VMS or Active Directory Federated group begins by first expanding the Feder-
ation node then the Users / Groups node of the Parent Management Server. Select the Groups branch
and click Add Group.
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Settings

Federation

Sites

Q Ssearch
GROUP NAME
Dev Group 120
Dev Group 180

Dev Group 2

Dev Group 436

Fed-VMS-Group

USER NAME

DESCRIPTION

FEDERATION SITE ACCESS: GARNER TEST

TYPE

Fed-AD

Fed-AD

Fed-AD

Fed-AD

Fed-VMS

GROUP MEMBERSHIP: GARNER TEST

TYPE SITE NAME
gamer@test.com Fed-VMS Parent (104)
o ad1@ad1 Fed-VMS Child-44
faver Dev.User1000 Fed-AD Child-6
_ a@gmail.com Fed-VMS
From the pop up dialog window, select which type of group to create.
Add Group: Select Group Type x

Once a Federation Group has been created, the group, and its associated members, will be able to access any site in the federation for
which access has been enabled. The Federation Group will need to have permissions granted by each site Management Server to which
they have access.

Do you want to associate an Active Directory group to the Federation or use a VMS Federation Group?

Add Active Directory Group Add VMS Group

Create a Federated VMS Group

Add Group: Create New VM5 Group X

Group Name

Deployment Admins

Description

| Deployment wide administrators

Select the sites where this Federation Group should exist

SITE NAME ALLOW ACCESS

Parent (104) [Z!
Child-103
Child-37 v
Child-44 v
Child-49 v

<

Next

e TN TN

After selecting Add VMS Group, the Add Groups: Create New VMS Group screen will be displayed.
This dialog allows you to enter the group name as well as an optional description of the group.
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Additionally, this allows selection of the site(s) the group should have access to. Select Next to proceed
to adding Federated Users to the Group.

Add Group: Assign Group Members *

Group Name

Deployment Admins

Select the users to add to this group.

USER NAME TYPE
ad1@ad1 Fed-VMS [w]
Dev.User1000 Fed-AD
a@gmail.com Fed-VMS [1
jbrabb@sys.com Fed-VMS ]
Dev.User174 Fed-AD )
Dev.User430 Fed-AD ]
garmer@test.com Fed-VMS |:i

Previous Save Cancel

The Add Group: Assign Group Members screen will display all the Federation Users which have been
created. Federation Groups support both Federation VMS and Federation AD user types to be
assigned to a Federation VMS Group. Select users from the list to add them to the group. Pressing the
save button will save the settings and will push changes to the sites where the groups have been
provided with access.
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Add a Federated Active Directory Group

Add Group: Import Active Directory Groups X

ACTIVE DIRECTORY DOMAIN FILTERS TO USE

Domain &8 engdev.sys.com Distinguished Name (DN)

Selected AD Groups will be imported as

Organizational Unit (OU
Federation Groups. v o)

Common Name (CN)

Q e

IMPORT GROUP CREATED DESCRIPTION
[w] Dev Group 180 1/20/2024 8:35:27 PM
Dev Group 436 1/29/2024 8:35:35 PM

Dev Group 692 1/29/2024 8:35:44 PM
] Dev Group 948 1/29/2024 8:35:52 PM
C] Dev Group 181 1/29/2024 8:35:27 PM
J Dev Group 437 1/29/2024 8:35:35 PM
O Dev Group 693 1/29/2024 8:35:44 PM
D Dev Group 949 1/29/2024 8:35:52 PM
O Dev Group 182 1/29/2024 8:35:27 PM
O Dev Group 438 1/29/2024 8:35:35 PM

The process to add an Active Directory group to the Federation is similar to adding an Active Directory
user. From the Add Group: Select Group Type screen, select the Add Active Directory Group button.
This opens the Add Group: Import Active Directory Groups screen.

This screen will have the Active Directory domain pre-populated with the domain configured for the
Parent Management Server’s Active Directory settings. Optional filters are provided to refine the para-
meters of the search criteria prior to submitting the search. Leaving these filters blank will return all
groups from the domain. The screen provides a filter field which can be used to find specific groups in
the results. The search will display the first 1000 groups returned from Active Directory. If the domain
contains more than 1000 groups, the View More button will retrieve more groups from the domain.
Select one or more groups to import from Active Directory into CompleteView. Click Next when com-
plete.
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Add Group: Assign Site Access X

Selected Group Dev Group 692

Select the sites where the Federation Group selected in the previous step should exist.

SITE NAME ALLOW ACCESS
Parent (104) @
Child-103
Child-37 )
Child-44 ]
Child-49 OJ
Child-6 ]

Previous Import and Save Cancel

When granting access to sites in the Add Group: Assign Site Access step, it is important to note that if
more than one group is selected, the access will be granted to all selected groups . It is advisable to
only select groups which will need access to the same sites if selecting multiple AD groups to import.
Unlike Federation VMS Groups, there is no ability to select individual users to import. All members of
the AD group as configured in AD will be imported. Further, there is no ability to associate a Feder-

ation VMS User with a Federation AD Group.

Select the sites to grant access to and select Import and Save. When the Import and Save button is
pressed, the AD group will be imported into the Federation and the sites which were selected for

access will be updated with the Active Directory group(s).

Editing Federation Groups

[mwonows
GROUP NAME DESCRIPTION TYPE
Dev Group 120 Fed-AD
Dev Group 180 Fed-AD
Dev Group 2 Fed-AD
Dev Group 436 Fed-AD
Fed-VMS-Group Fed-VMS
S e e
USER NAME TYPE SITE NAME
garner@test.com Fed-VMS Parent (104)
ad1@ad1 Fed-VMS Child-44
Dev.User1000 Fed-AD Child-6
a@gmail.com Fed-VMS

- 145 -




After a Federation Group has been added, there is the ability to edit or remove the group. This can
only be performed one group at a time. Select the Federation Group to edit or remove and press the
desired button. By selecting the edit button, the ability to select the sites the group has access to can
be modified for either VMS or AD Federation Groups. Additionally, for Federation VMS Groups the
Group name and group members can be modified.

When selecting the delete button, the Federation Group will be deleted, removing that Federation
Group from all sites it was given access to. However, that action does not remove or delete Federation
Users from the Federation User section. Further, if a Federation User is a member of more than one
Federation Group which has been given access to a site, the Federation User will still retain access to
the site until the last Federation Group they are a member of on that site is removed.

Site Management Servers are updated at the end of the process of creating and saving a Federation
Group. When Federation User and Groups are added, modified, or deleted, the Parent Management
Server will send this information to the Child sites. This is an automated process that is started when
the Save button is pressed in the dialog screen. In the event a child site is unavailable, the changes will
be placed in a queue and will be automatically pushed to the site when it is accessible.

Federation Site Switching

Federated Users have the ability to switch between Sites and perform normal CompleteView tasks for
which they have permissions, such as administration, viewing cameras, playback, etc., all from a single
log in.

Site Switching Prerequisites
For site switching to function, the following prerequisites must be met:

1. Federation is enabled and working on all servers in the Deployment to which access is
desired.

2. Either the user's credentials are a member of a Federated User Group (as described above)
OR the credentials used to log in to the Desktop Client exist and are maintained on all Child
servers to which access is desired.*

The user's permissions must be set per Site and may be different for each one. For example, the user
may have complete administrative permissions on Site 1, allowed only access to the Live View and Play-
back modules on Site 2, and Dashboard only on Site 3. See Users & Groups Configuration for more
information.

*Active Directory may also be used, but each Site must resolve to the same AD instance. That is, each
Site must use the same Active Directory user configuration. See above and/or the Federation Solution
Guide for more information.
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Switching Sites

SALIENT SECURITY PLATFORM - HOME Sites 104 MS ~ Jfaamin D &>

44 MS
6 M3
Child-37

VE-WINT0-42

COMPLETEVIEW

T o
1 Co
DASHBOARD CONFIGURE MAINTENANCE
Monitor Servers, Configure Servers, Maintain and Diagnose
Clients and Activities Clients and Users Servers and Clients

) O (O) ©
LIVE VIEW ALARM VIEW PLAYBACK

Monitor Monitor Search, Playback

Cameras, Maps and Events Alarm Activities and Export Video

After logging in to the Desktop Client, click the dropdown menu, and select the desired Site. Pre-
suming the user has proper module and site permissions, the Desktop Client will switch to the new Site
and display the same CompleteView module the user was previously viewing. If site permissions have
not been granted, an error message will be displayed.
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Common Settings Ports

Ports include the TCP/UDP ports for both CompleteView and the unsecured/secured Web Server.
The Administrator/Installer may globally apply the port numbers entered in the Port Panel to all record-
ing servers that are also members of the Client.

Ports

Apply to All Servers

Datz Port il 4242 UDP Port Min | il G970
Admin Port | ]l 4255 UDP Port Max il 7226

Secure Data Port | il 4245

Ports Table - Port Number Defaults and Purpose

Default
Name Purpose
Port
Data Port 4949 Used by the clients to communicate with the recording server
through TCP protocol
Admin Port 4255 Used by clients to communicate with admin service
Secure Data Port 4245  Used for secure communication between Recording Server and client
UDP Port Minimum 6970 Minimum and Maximum UDP port range employed to connect to a
UDP camera

UDP Port Maximum 7226 See note regarding UDP above

Ports Web Services

Web Services enables the HTML Web Client and/or TouchView to remotely view live and recorded
video from multiple servers. After version 5.5, the Web Client is compatible with the following
browsers on the listed operating systems:

* Firefox 68

® Chrome 81

® Edge 81

* Windows 10+

® MacOS 10.11+
The permitted TCP port ranges for Web Services is 4502-4535, inclusive. By default, Web Services is
gna;bled for both HTTP (non-security HTML video streaming) and HTTPS (Secure HTML video stream-
ing).
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HTTPS requires a Security Certificate to be correctly signed by a signing authority to be secure.

9 EMBEDDED WEBSERVER (HTTP)

¥ Enable

@ Web Services

HTTP Port i 450

NOTE: Embedded web server (HTTP) can't be disabled and port settings can't be applied to all servers. It should be configured from each Recording Server's settings anly.

& EMBEDDED SECURE WEBSERVER (HTTPS)

| v Enable
HTTPS Port Ml 4502

NOTE: Embedded secure web server (HTTPS) port settings can't be applied to all servers. It should be configured from each Recording Server's settings only.

Ports RTSP

CompleteView's RTSP server allows for streaming video and audio data from Recording Servers to 3rd
party clients, analytics engines, media players, etc. The server may be either enabled in Common Set-
tings and applied to all Recording Servers, or per individual Recording Server.

Apply to All Servers

Enabling this will allow 3 party system to pull video from the Recording Server

Web Services -
|| Enable

RTSP Port [~
o ot | i 554

Authentication Mode [ Token o

Basic

RTSP Server and client information is detailed in its own documentation and available through the Sali-
ent support website.
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RTSP Server

The CompleteView integrated RTSP Server is intended to allow analytics engines, 3rd party video cli-
ents, media players, etc., to access a Recording Server's video streams via RTSP. It's intended that con-
nectivity will largely be achieved programmatically, with each organization implementing its own
scripts and applications to suit its environment as the required parameters, strings, and tokens can be
quite lengthy to deal with manually.

RTSP Configuration

The RTSP Server may be enabled either in Common Settings and applied to all Recording Servers, or
per individual Recording Server. If configured within Common Settings and applied to all servers, all
will use the same port unless manually changed.

Apply to All Servers

Enabling this will allow 3 party system to pull video from the Recording Server

Web Services
|| Enable

RTSP Port | 554

Authentication Mode [ e o

Basic

N RTSP

RTSP Authentication

Clients must authenticate with CompleteView before video data may be delivered. CompleteView sup-
ports both token and basic authentication. Token authentication requires the client to request a token
from the deployment's Management Server and provide it in the request to stream video, whereas
basic authentication requires the client to send valid VMS credentials with camera permissions to
access the requested stream. Select the Authentication Mode from the drop down menu in either the
Management Server under Common Settings, Ports, RTSP, or via an individual Recording Server's
Ports, RTSP pane.

Token Authentication

The authentication token must be acquired from the deployment's Management Server via Com-
pleteView's REST API. The token must be included in all new RTSP requests using token authen-
tication. REST clients must utilize the OAuth 2.0 authorization protocol to communicate with
CompleteView. The REST client requests an authentication token from the Management Server, which
is then copied and pasted into the RTSP request string. The tokens do expire, but if video is being act-
ively viewed, the connection will not be broken upon expiration, and a new token will not be needed
until a new connection is attempted. Note that the VMS credentials must have camera permissions to
access the desired streams.

REST API Token Request

Use the following parameters to request an authentication token from the deployment's Management
Server.

POST /connect/token
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Grant Type: Password Credentials

Access Token URL: https://managementserverIP:8096/connect/token
Username: (e.g. admin)

Password:

Client ID: (see below)

Client Secret: secret

Scope: management-server.configClient

Authentication: Send as Basic Auth header

The Client ID may be any one of the following:

Clientld = "client.desktop"

Clientld = "client.video-wall-agent"
Clientld = "client.android"

Clientld = "client.ios"

Clientld = "client.web"

Example

Once the token is returned from the Management Server, include it in the RTSP request to the desired
Recording Server. The following example illustrates a new RTSP request including access to camera 1
(a multistream camera), stream 1, in H.265 at 10 frames per second, with an overlay, and includes the
(truncated) access token. See below for a full list of available parameters and request format inform-
ation.

rtsp://recordingserverIP:554/live/1 ?streamld=1&codec=h265&fps=10&overlay&access token-
n=eyJhbGciOi1JSUzI I NilsImtp...

Basic Authentication

CompleteView accepts VMS credentials for RTSP requests. The VMS user must have access to the
camera in CompleteView in order to stream video. After making the RTSP request, a client should
prompt the user for the CompleteView credentials.

Note: Active Directory users are not supported at this time.

& RTSP authentication ? >

Please enter a valid login name and a password.

Username |

Password

Caral

RTSP Parameters

Utilize the following parameters to specify how CompleteView delivers the requested video. For cli-
ents using basic authentication, the access token parameter is not required.

Request Format

The request must begin with the protocol (rtsp) followed by the Recording Server's IP address and
RTSP port (default 554), followed by "/live/" then, at a minimum, the camera ID (discussed below).
Optional parameters must be preceded by a "?", but subsequently separated by a "&", but do not need
to be in any particular order. The example below is requesting live feed from camera 1 as an 800x600
MPEG4 stream.
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rtsp://recordingserverIP:554/live/1?codec=mpeg4 &height=600&width=800

Parameters
Denotes the numeric value CompleteView has assigned to a given camera, is a
required parameter, and must come after the /live/ entry in the request.
Instead of the value assigned by CompleteView, cameraid may also be satisfied by
cameraid using a camera's GUID.
rtsp://recordingserverIP:554/live/1
or
rtsp://recordingserverIP:554/1ive/692c68cc-ea6a-4640-bfd1-6d410e89a3fd
For multistream cameras, specifies which stream to use. If left unspecified, Com-
streamid pleteView will send the "Primary" stream as assigned by an administrator.
rtsp://recordingserverIP:554/live/1?streamId=0
Specifies the desired frame rate of the live stream (1-30). The framerate cannot
fps exceed the original rate coming from the camera.

rtsp://recordingserverIP:554/live/1 fps=5

The Recording Server can transcode the original stream coming from the camera.
RTSP Server currently supports transcoding to MPEG4, H.264, and H.265 stream-
codec ing (mpeg4, h264, and h265).

rtsp://recordingserverIP:554/live/1?codec=h265

Specifies the dimensions in pixels of the video stream to be sent to the client.
height & width | The RTSP Server cannot upsize the resolution from the original stream.

rtsp://recordingserverIP:554/live/1?7height=600& width=800

Toggles the overlay containing framerate, codec, etc., on or off. If not included, the
overlay default is no overlay.

rtsp://<serverlpAddress>:554/live/1?0verlay

The authentication token requested from the Management Server. All new stream
requests must inlcude the access token. See RTSP Authentication section above
access_token | for more details.

rtsp://172.18.1.109/1live/1?access_token=eyJhbGciOiJSUzI1NilsImtp...
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Common Settings Services

Services include Active Directory and Email Server configuration settings. Services configuration is
only available through Common Settings and not per Recording Server.

Services Active Directory

Active Directory (AD) allows the Administrator to import users and groups to the Client from Active
Directory, establish camera user and viewing permissions, and provide a quick, efficient, and secure
login validation process to the Client’s users and groups.

Active Directory groups that are imported to CompleteView are stored in the Management Server
database. AD users can be provided CV permissions via group association. The Management Server
uses an authentication token to track a logged in user. When the token expires, the Management
Server will attempt to re-authenticate the user by calling AD (to either find the user directly or find by
group association). This re-authentication process is invisible to the user. However, if the user was
removed from AD (or the group the user is associated to) the user will encounter errors.

The Recording Server will authorize access of resources (such as cameras) with each access. If the
user's permissions are based on AD group association, the Recording Server will use the “Re-authen-
ticate Groups” value. The Recording Server will use this value to cache the authorization of the AD
user based on the group association. This reduces the communication from the Recording Server to
the Active Directory.

The Re-authenticate Groups entry is shown in minutes, with a default of 60. The time may be
shortened or lengthened as necessary.

Nested Resources - Groups & Domain

Users can belong to a AD group directly or to a group under a group. If your AD structure is such that
users who require access to CompleteView exist under multi-level groups, Nested Groups should be
enabled.

With the use of Nested Domain, members of child domains associated with the root domain can be
authenticated through Universal Groups. During the login process, the CompleteView attempts to
authenticate the user from within the root domain. If that fails, CV works its way through the child
domains to find the user. If found, the user is authenticated. In larger organizations where the user may
be far down the child domain structure, some authentication performance slowdown may be exper-
ienced consequent to the search.
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ﬂ Active Directory Settings

ﬁ Active Directory

Email Server
¥ Enable
Domain
User Name ‘.‘.
pusus| D sessssenseses o
Re-authenticate Groups Every 60 Mins
\7 Nested Groups o
| Nested Domain o
Note: Updating Active Directory data will require pushing the ion to all ing Servers indivit And
make sure that the existing AD User(s)/Group(s) should be avail in the updated AD Domain.

Benefits of Active Directory

® Active Directory user login Authentication is managed by the IT organization

* Time savings by importing users and groups that already exist in Active Directory, rather than
manually adding individuals or groups to the Client.

® Group creation and changes are all managed by the IT organization and imported into the Client.

* Windows Single Sign-on for the users; no need for separate CompleteView login names and pass-
words.

Automated User Name and Password Change Avoidance

The username and password should be a Service Account so that the Active Directory Domain Con-
troller username and password remain the same when a regularly scheduled password change is
required by Active Directory. If this is not adhered to, CompleteView will disconnect from Active Dir-
ectory when the scheduled username or password change occurs.

For more information about Active Directory, see Active Directory Connector.

Services Email Server

Email notification may be set up to enable email and SMS notification of the following:

1. Alarms

Camera sync loss
Camera sync gained
Camera motion sensed
Recording failures

6. Recording Server offline

bk

For email notification to function correctly, there must be an established Simple Mail Transport Pro-
tocol (SMTP) account that is dedicated to both the Client and email notification. Email notification is a
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Common Setting that may be applied to all Recording Servers listed in the Client at the time email set-
tings are entered.

Email Notification Setup

\“) EMAIL SERVER SETTINGS

Active Directory

n_ || Enable
€ Email Server a_ SMTP Server Address * | </> internal-smtp. s
B\ SMTP Port * | </> 25
n\ [V use TLS
B\ || Use Authentication
B——— User Name * = €/> postfix_qa
a—— Password AP seseencencene )

‘:, —— Sender Name — -t
a_Sender Email Address * ‘.‘ — e -

Note: Updating Email Server data will require manually pushing the updated configuration to all Recording Servers individually.
* = Required Field

(e~ R

4 TEST MAIL SERVER

m\ 12

Recipient Email [qa@123.com } 'a Send Test Mail

Steps:

Check the Enable check box

Enter the SMTP mail server domain information

Enter the port that is required by the employed SMTP account

Select TLS if it is required by the SMTP account

Select Authenticate if a username and password are required to use the SMTP service
Enter the SMTP user account name that was set up for email notification
Enter the SMTP password that was set up for email notification

Enter the Sender name

Enter the Sender’s email address; it may be the same as the username
Optioinally, select Test Mail

. Enter a test email address

. Click Send Test Mail

. Save the configuration

WooOoNoULbhwDd R

R R R
W N PO

- 155 -



Common Settings Security

Security protocols may be implemented system-wide from the Common Settings Security screen, or
per individual Recording Server. Recording Servers share similar settings with those located in Com-
mon Settings, but some features are limited to the Management Server. Settings changed at the Com-
mon Settings level may be applied to all Recording Servers in the deployment, while Settings changed
at the Recording Server level impact only that specific Recording Server.

& MANAGEMENT SERVER PORTS

ﬂ et Management Server Version: 7.5.0.140
HTTP Port [ 8095 HTTPS Port [ 8096
G TR B8 APPLY CERTIFICATES
Q Search
Encrypt Recording
ENABLE NAME ISSUER VALID FROM VALID TO SUBJECT SIGNATURE ALGORITHM
D Betademo CN=DigiCert Global ¢ 6/11/2023 7:00:00 P\ 7/2/2024 6:58:59 PM CN=" O=5aliel sha256RSA
D betademo. CN=DigiCert TLS RSA 11/14/2022 6:00:00 P| 6/24/2023 6:59:59 Pl CN=" s O=5Saliel sha256RSA
D Manageme CN=Ilocalhost, OU=IT 11/13/2022 7:59:50 P 11/14/2023 7:59:50 P CN=localhost, OU=IT, O=Sali¢ sha256RSA
Betademo CN=DigiCert Global ¢ 6/6/2024 7:00:00 PM 7/5/2025 £:59:59 PM CN=* s D=5Saliel sha256RSA

Manage Certificates A

Certificates Overview

CompleteView contains facilities for secure web-based communications via HTTPS. To be used prop-
erly these security facilities require local, per site management of digital certificates. This section of the
manual deals with the practicalities of creating and configuring both self-signed certificates and cer-
tificates from a certificate authority. For more information, see Digital Certificate Management and
More.

A digital certificate must be enabled on each Recording Server that will employ secure (HTTPS) web-
based video streaming, and for the Management Server in the Security tab.

In addition to security certificate creation and addition, the CompleteView Management Server main-
tains a configurable list of approved host addresses with witch various clients and Recording Servers
may communicate, referred to as a Cross-Origin Resource Sharing (CORS) Whitelist.
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Create Self Signed Certificate

CompleteView comes with a pre-installed certificate, which has a number of limitations that should pre-
clude its use in a production environment. First, it is formally associated with the CompleteView
Recording Server, and not the site-specific server on which it resides and for which it is to serve as cre-
dentials. Second, it is self-signed as opposed to coming from a certificate authority.

CompleteView supports the quick creation of a certificate that suffers only from the second of these
limitations.

While logged into the Desktop Client, select the Configure module. Either select Common Settings or
the desired Recording Server, select Security, then click the Manage Certificates button near the bot-
tom of the window. It is recommended that you fill in all fields with reasonable values, except possibly
the organizational unit name (which is commonly omitted in certificates). For the common name (the
last field), it is important that you use the name by which the server will be accessed over the web.
Enter a friendly name for the certificate. This value is used merely to distinguish among the certificates
managed by CompleteView. Any string is legal, though it is recommended to avoid the empty string
and to generally keep the friendly names distinct and recognizable. Click Create Self Signed Certificate

when done, and Save the server configuration.
Q Search

ENABLE NAME
1. At the bottom of the Apply Certificates _
window, click on Manage Certificates.

2. Enter the proper information in the
fields.

3. Click the button labeled Create Self
Signed Certificate.

Manage Certificates . A

Friendly Mame | | Trust Me Create Certificate Signing Reguest

Country Name {two-letter code) | US k Create Self Signed Certificate

State Or Province Mame (full name) | Your State Create Self Signed Certificate

Locality (e.g. city) | Your City \a

Organization Name (e.g. company)  Your Company

Organizational Unit Name (e.g. section) | Your Unit

C N .g. r's full lified d i . - .
ommon Name (e.g. server's fully quali ::::; WINWLOCOD0COM.COm ] Complete Certificate Signing Request
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4. Your Self-Signed Certificate will be visible in the certificate list.
5. Save the Configuration.

ENABLE NAME ISSUER VALID FROM VALID TO SUBJECT SIGNATURE ALGORITHM
Preinstalled C=US, ST=TX, L=Austin, O=5al Sep 30 18:15:14 2019 GMT Sep 29 18:15:14 2020 GMT  C=US, ST=TX, L=Austin, O=5al sha2 5S6WithRSAEncryption

Minimum TLS Version | TLS ver 1.1 ~

Applying Signed Certificates from a Certificate Authority

Note that Signing Requests may only be generated from within CompleteView for individual Recording
Servers, and not via Common Settings. It is beyond the scope of this document to detail the process of
creation of a signing request, as it varies from organization to organization. Once a signed certificate
has been received from an authority, click Upload in the Upload Certificate pane, select and open the
file. Save the configuration.

Manage Certificates v

Friendly Name Create Self Signed Certificate

Country Name (two-letter code) | US
State Or Province Name (full name)

Locality (e.g. city)

E§ UPLOAD CERTIFICATE

Organization Name (e.g. company)

Organizational Unit Name (e.g. section) E:-'

Commaon Name (e.g. server's fully qualified domain
name) P Upload

CORS Whitelist

B CORS WHITELIST

& |

ﬁ CORS Whitelist INCLUDE ADDRESS TQO WHITELIST

Certificates

https://webclient.yourcompany.com

Encrypt Recording

hitp://localhost:4502

https://localhost4503

+ 1

CompleteView Management Server maintains a configurable list of approved host addresses with
which the Web Client, mobile application, and Recording Servers may communicate, referred to as a
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CORS Whitelist. For example, if the Web Client must first communicate with a web hosting site to
access the video from a deployment's Recording Servers, that web hosting site must be added to the
whitelist.

Administrators have the ability to add, remove, or update addresses to or from this list. Each entry
should be in the following format:

® http://{address}[:port]
® https://{address}[:port]

Addresses may be either IPv4 or IPvé, or a hostname may be used. When a new Recording Server is
added with "Auto Provision" enabled, the whitelist from the Management Server is automatically
applied. When "Apply to All Servers" is selected, the Management Server applies the whitelist to all
Recording Servers.

Encrypt Recording Overview

CompleteView allows for the encryption of video and audio data that is being written to disk, also
known as encryption at rest. Encryption is applied to all storage types (Regular, Backup, Archive, etc.)
for either Volumes or Storage Pools, and may be implemented deployment-wide or per Recording
Server. See Recording Server Storage EncryptionRecording Server Storage Encryption for more
information. Enabling encryption does not affect failover operation. It is strongly recommended
enabling TLS communications between Recording and Management servers for optimal security. See
Secured Communication for more information. After enabling encryption from Common Settings, all
newly added Recording Servers will be encrypted. By default, recording encryption is not enabled.
Encryption may be enabled and disabled over time, and both encrypted and non-encrypted video will
still be accessible.

Note: Encrypted Recording Servers may be moved within a single Management Server without losing
access to encrypted video, but cannot be moved between Management Servers. Reach out to support
if a Recording Server needs to be moved to a new Management Server.

Enabling Encrypt Recording

Use the following steps to enable deployment-wide encryption at rest. Note that enabling encryption
applies only to newly written video and audio data, and cannot be applied to existing data.
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o"_L ENCRYPT RECORDING
Certificates

6 Apply to All Servers
'_By default, all recordings will be unencrypted. The settings will only be applied to Recording Servers

that are licensed for CV Enterprise and are running version 7.5.0 or higher. These settings will take
effect upon saving the configuration, adding a new Recording Server to the Management Server, or
o_ upgrading a Recording Server to version 7.5.0 or higher.

You can secure recordings at rest by enabling encryption with a custom password. Befare enabling
encryption, it is recommended to configure secure communications between the Management

Server and Recording Server using TLS. For information on how to configure TLS, refer to the
"Secured Communications” section of the manual.

CORS Whitelist

7 Encrypt Recording

Encrypt Recording:
Encryption Password p CLLITIITIITITLY Encryption Mode = Full v
Verify Password ﬁ essessnseeee  Encryption Method — AES 256 v
® The password must contain at least 8 characters
® The password must contain characters from 3 of the following 4 categories
O Latin uppercase letters (A through Z)
O Latin lowercase letters (a through z)
© Base 10 digits (0 through 8)
o

Mon-alphanumeric characters such as:
l@#s% & ()-._+/[1{}?

Note: Please take steps to protect the encryption password. Loss of this password will render
recorded video inaccessible. This password should remain confidential and not be shared.

To enable Encrypt Recording:

1. Read the disclaimer in the Ul
2. Select Encrypt Recording
3. Enter the Encryption Password then Verify the password

Take steps to protect the encryption password. If the password is lost, the encrypted data
will no longer be accessible. The password may be changed at any time.

4. Select the Encryption Mode
Either Full or Lite encryption modes are available. Full mode encrypts both | and P video

frames, where Lite mode encrypts only the | frames. Full encryption is recommended and is
the default selection.

5. Select Encryption Method

Either AES 128 or 256 bit encryption is available. AES 256 is the more secure option, and is
the default selection.

6. Select Apply to All Servers
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Common Settings Operations

Using Operations from Common Settings in the Client, an Administrator may establish Operations for
all Recording Servers. Operations may also be applied to individual servers. Operations include Preset
Zones, Logging Levels, Event Logs, Event Notifications, Video Transcoders, and Bandwidth Control
configuration.

Preset Zones

A% PRESET ZONES

L0 Preset Zones

\expoing Caels ZONE PRIORITY HOLD TIME (S) DWELL TIME (S)
10 30 3 O
Event Logs ’ = ’ =
8 30 3 ]
._ 7 30 3 O
Event Notifications ; w0 ; 0
5 30 3 O
Video Transcoders N 30 3 ]
3 30 3 OJ
Bandwidth Control 2 30 3 D
i 30 3 OJ

Client Preferences

Password Policy

Operations permit the Administrator to define and configure PTZ preset zone priorities along with
their hold and dwell times for all Recording Servers. Preset Zones are actionable PTZ preset virtual
video areas within a video scene. Preset Zones are configured to send a PTZ camera to a specific pre-
set position when motion is sensed by another camera.

The Preset Zone illustration below shows a truck moving through the fixed camera motion area; the
fixed camera detects the motion, which triggers CV to send a designated PTZ camera to the Preset
Zone position and hold in that Preset Zone for a predetermined period. Motion from any object can
trigger Preset Zone activation. The settings to configure this are located in Common Set-
tings/Operations.
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Fixed coordinating camera

Motion Detection Area-red rectangle
Preset Zone-blue oval

PTZ Camera

HPObdE

Preset Zone Settings

1. Zone Priority sets a zone's priority relative to other presets. There are ten (10) distinct pri-
ority levels. Ten is the highest priority, and one is the lowest priority

2. Hold Time defines the total number of seconds that the PTZ camera is to remain at a Preset
Zone

3. Dwell Time is the time that one PTZ camera stays in a Preset Zone when the PTZ camera is
working with two or more coordinating cameras that have the same priority level.

4. Cycle is used to cycle the same PTZ camera between two or more Preset Zones that have
the same Zone Priority number.

Two or More Coordinating Cameras

It is possible to assign one PTZ camera to service two or more coordinating cameras. Zone Priority
determines which coordinating camera has the higher priority and receives the first response from the
PTZ camera.

Logging Levels

Event Logs define default logging levels of all subsystems of Recording Servers as well as log file dur-
ation. This information can be used to troubleshoot system issues.

2% LOGGING LEVELS

Bulk Update | Loglevel | [ None ‘ v ] L3 Select All + Apply Apply to All Servers
_ _ COMPONENT LOG LEVEL FLUSH ROLLOVER KEEP FOR (DAYS)
Flush Fatal
RollOver Critical Recording Server Error v ) ] 7
Keep For (Days) Error Vil Error - D D 7

Warning

Notice TCP Server Error v D D 7

Informatian Web Server Error v D D 7

Debug

Trace REST Interface Error hd D D 7
PTZ Server Error v D D 7
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Log Levels

None Fatal Critical
Error Warning Notice
Information Debug Trace

Event Logs

Administrators can select and configure all event types to be logged by the Recording Server. Event
Logs provide time and date of an event, how often the event occurred and, in some instances, the per-
son using the system at the time of the event. Event Logs can help the service technician discover and
possibly isolate events by looking for correlations between events and hardware operation or system
use.

Apply to All Servers

ENABLE EVENT DESCRIPTION
Alarm End Alarm End
Alarm Start Alarm Start
Debug Debug Logging
DFT End Dynamic Frame Throttling End
DFT Start Dynamic Frame Throttling Start
Error Error Logging
Video Export Video Exported
Failed Login User Failed Login
Info Info Loaging
Input Activated Input Activatad
Input Deactivated Input Deactivated
Login User Login
Logout User Logout
Motion End Camera Motion End
Motion Start Camera Motion Start
Output Adtivated Output Activated
Output Deactivated Output Deactivated
Recording Failad Volume Recording Failed
Restart Server Restart
Save Config Server Save Configuration

& Select All & Clear All

Events with selected checkboxes will be logged for all Recording Servers and kept in the Management
Server’s database. Exceptions for all Recording Server settings may be established for individual
Recording Servers by configuring the exception at the Recording Server's Settings/Event Logs Panel.

Logged Events

Alarm End Alarm Start Debug (Logging)
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DFT End DFT Start Error (Logging)

Export (Video) Failed Login (user) Info (Logging)

Input Activated Input Deactivated Login (user)

Logout (user) Motion End (camera detect)||[Motion Start (camera detect)
Output Activated Output Deactivated Recording Failed (volume)
Restart (server) Save Configuration (server) ||Set Time (server)

Start (server) Start Live View Playback

Stop Sync Gained (camera) Sync Lost (camera)

Delete Failed Free Pool Space Failed Insufficient Retention
Minimum Camera Retention Active tl\illoi:imum Retention Viola- Minimum Storage Violated
No Event Overflow Drive Active Overflow Drive Inactive

Pool Drive Offline Pool Drive Online Recording Started After Failed
RTSP Channel Created RTSP Channel Destroyed |[RTSP Live Connected

RTSP Live Disconnected RTSP Playback Connected ||RTSP Playback Disconnected
Start Playback Storage Threshold Met Storage Write Failed

Sync Gained Sync Lost TCP Connected

TCP Disconnected Trigger Activated Trigger Deactivated

Video Export Volume Full Volume Offline

Volume Online

Event Notifications

Event Notification enables the Administrator to configure automated emails for events caused by Cam-
eras, Storage Pools, Volumes, Servers, Alarms, and Users. The Email Server must be configured with an
SMTP account in Services. Emails may be customized with a subject and recipient list, and a test email
may be sent to ensure that the email account information is correct. A complete list of events with
their sources and descriptions is enumerated below.
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Event Notification Selection/Configuration

== EVENT NOTIFICATIONS

. ) A
ENABLE SOURCE EVENT THRESHOLD ENABLE THRESHOLD (SECONDS)  MIN INTERVAL (SECONDS)  INCLUDE SNAPSHOT
Camera Sync Lost
Camera v Motion Start h |:\ 5 30 |:|
Camera v Alarm Start v v 20 500 ]
1 . + s
Email Subject Email Recipients
</> Test Event Q Search Select All
u/ RECIPIENT EMAIL

fdr@newdeal.com

6

NOTE: Threshold configures the minimum duration of an event before a notificationis g Interval combines all notifications that occur within the interval into a single notification. Include
Snapshot will send only the most recent snapshot for combined notifications.

Steps:

1. Enable or disable events as desired

2. The Min Interval setting allows for consolidation of all notifications occuring within the con-
figured time span into one email. If 10 Sync Lost events happen in 29 seconds and the inter-
val is set to 30, only one email will be sent containing all 10 Sync Lost events.

Check the box if a snapshot should be included with the notification
Enter an email subject in the line provided

Enter one or more email recipients, selecting Add after each one (note that the list may be
searched)

Send a test email, and make any corrections to the email setup if the email fails
If Event Notification is desired for all servers, select the Apply to All Servers button

Enable or disable Notification Threshold. See below.
Save the configuration (if complete)

ook

0 0 N O

Event Notifications

Source Event Description

Start Recording Server Service Start

Stop ||Recording Server Service Stop

Server Restart Recording Server Service Restarted

Save Config Recording Server Configuration Saved

Set Time Recording Server Time Set
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Source Event Description
Indicates start of an alarm recording due to a trigger, such
Alarm Start as a camera event
Alarm End The end of alarm recording
Motion Start Indicates start of motion recording due to a trigger, such
otion >tar as a camera event or server-side motion detection
Motion End The end of motion recording
Sync Lost ||Camera Connection to Recording Server Lost
Camera Sync Gained Camera Connection to Recording Server Regained
. . The Recording Server failed to write a video clip to the
Recording Failed volume or pool
DFT Start Dynamic Frame Throttling engaged on Recording Server
DET End g)ynamlc Frame Throttling deactivated on Recording
erver
Recording Started The Recording Server resumed attempting to write to the
After Failed volume or pool after a previous failure.
Recording Failed Video Recording failed to write to the volume or pool
Volume Online Volume available for use
Volume Offline Volume not available for use
Volume Full Volume has reached capacity
I\/!lnlmum Storage Volume is nearly full
Violated
Minimum Retention Viola- .. . .
tion Pool minimum retention policy not met
Insufficient Retention Not enough pool space to meet current retention require-
ments
Volumes &

Storage Pools

Pool Drive Offline

|A drive for a given storage pool has gone offline

Free Pool Space Failed

Write error to storage pool

Overflow Drive Active

Drive marked for overflow operation in a pool receiving
data from full pool

Overflow Drive Inactive

Enough pool space has been cleared to no longer need use
of a designated overflow drive

Storage Threshold Met

Allocated video space in a pool has been used up

Storage Write Failed

Failed to write video data to a storage pool

Pool Drive Online

Pool drive reported online after being offline

Minimum Camera Reten-
tion Active

Deletion of video occurring while respecting minimum
retention policies

Alarm

Alarm Start

Indicates start of an alarm recording due to an 1O device
trigger
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Source Event Description

Alarm End The end of alarm recording

Input Activated ||The alarm device’s input pin was triggered/activated
Input Deactivated The alarm device was deactivated

Output Activated The alarm device’s output pin was triggered/activated
Output Deactivated The alarm device's output was deactivated

External request for RTSP communication recieved and

RTSP Channel Created established

RTSP Channel Destroyed ||Communication with external request terminated

RTSP Live Connected RTSP live stream established

RTSP RTSP Live Disconnected [|[RTSP live stream disconnected
RTSP Playback Connected||RTSP playback established
f;::eilizbmk Dis- RTSP playback stream terminated
Login A User has successfully logged in
Logout ||A User has successfully logged out
Failed Login A User has failed to log in
Start Live View A User has begun viewing live video
User Start Playback A User has begun viewing recorded video

A User has exported recorded video - applicable only to

Video Export an Export volume

An |10 device’s output was activated by a user (software

Output Activated triggers)

Output Deactivated An |0 device'’s output was deactivated (software triggers)

Notification Threshold

The Threshold Enable setting allows for a configurable minimum amount of time to elapse before a
notification is sent for the selected event. For example, if an Alarm Start event is set with a 30 second
Threshold but an Alarm End occurs after 29 seconds, no notification will be sent. The event will still be
logged and searchable even if a notification is not sent. The results of the Threshold configuration can
be combined with the Min Interval setting. In the example above, all Alarm Start events longer than 30
seconds that transpire over the following 500 seconds will be bundled into 1 email notification. Cur-
rently, Notification Threshold is available per event type and per camera. For example, in a 50 camera
deployment with Alarm Starts, CompleteView would generate 50 emails for each 500 second interval
as configured above. By default, this feature is turned off.

Notification Threshold is applicable to the following events:

® Sync Loss (reset by Sync Gain)
® Sync Gain (reset by Sync Loss)
* Motion Start (reset by Motion End)
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® Alarm Start (reset by Alarm End)
® Recording Failed (reset by Recording Started after Failed)

Discontinue an Event Notification

1. Uncheck the event that is to be discontinued
2. Save the configuration

Video Transcoders
[ Aoply to Al servers |

Apply to All Servers

H.264

Transcoder = FFMPEG V Bit Rate 2000 : Kbps
Profile | High ~ iop Length (1..300) 30
Latency = Zero Latency V

Compression | Slow ~

%, VIDEO DECODER
Apply to All Servers

H.264 MPEG4

Transcoder = FFMPEG A Transcoder = FFMPEG A

This section allows configuration of the video transcoders to be used for decoding and encoding video
streams. The optimized defaults are pre-configured, and only an experienced user should make
changes upon the recommendation of technical support.

Either IPP or FFMPEG codecs are currently supported. For encoding, the selection will only apply to
H.264, while for decoding the selections will apply to both H.264 and MPEGA4. In short, the settings
within the Video Transcoders pane allow system administrators to tailor video encoding and com-
pression options to suit both the type of content and on what type of device it will be displayed.

Once configured and the server configuration saved, the cameras configured for either H.264 or
MPEG4 will utilize the selected codec and its options.

At this time, H.265 utilizes hard-coded parameters which are not user-configurable.

Bandwidth Control

CompleteView allows for the configuration of individual Recording Servers to operate in low-band-
width environments, such as found on oil-platforms, Ranger stations, and other remote locations
where connectivity may be restricted. See the following Bandwidth Control section of the doc-
umentation for detailed information.
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Client Preferences

= PROXYCAST

Preset Zones

Logging Levels When adding a camera from a Recording Server to a ProxyCast Server, the new camera will take the original
camera's name by default. Prepend source Recording Server name to the camera name by enabling the
following option:

V| Prepend source Recording Server name to the default camera name
Event Logs

Event Notifications

Video Transcoders

= NAVIGATION

Bandwidth Control

By default, camera names are prepended with a camera ID number. These camera IDs can be hidden with this
option. When camera IDs are hidden, cameras are sorted alphabetically by name. When camera IDs are
shown, cameras are sorted by ID.

o )
@< Client Preferences

V| Show camera ID in camera names

Password Policy

Client Preferences relates to toggling the camera ID on or off camera names. Client Preferences set-
tings are global, applied to Desktop Clients per Windows user on a given system, and stored in the
local cache (app data) folder.

Client Preferences Navigation

If the box is selected, the camera ID assigned by CompleteView will be included as part of the camera
name. Any camera sorting will include the camera ID. If the camera ID is not included in the name (box
is not checked), then sorting will be done by the camera name, whether it be customized by the user or
left as the make and model of the camera, automatically populated by CV. This setting is global and
overrides the Live View Settings -> Show Camera ID checkbox. If left unchecked, then Live View Set-
tings -> Show Camera ID will be disabled and grayed out.

Password Policy

CompleteView provides administrators with the ability to enforce password policies, which includes
password complexity and password cycle time. By default, password policies are disabled. Enabling the
policy will cause CompleteView to check the password complexity of existing users. If a given user's
password does not meet the complexity rules, CompleteView will force a password reset. When the
Global Password Cycle is enabled or changed, the policy will apply only to new users. See the Users

& Groups Configuration section for detailed information.
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@= PASSWORD POLICY

| Enable Password Policies
Global Password Cycle 30 Days .,

Password Cycle is only applied to new users. You can modify the Password Cycle for existing
users in the Users / Groups Overview. The Password Cycle requires users to change their
password based on the cycle time defined. Once the cycle has elapsed, users will need to
update their password before they can connect to the system. Users will be provided a
notification of pending expiration 7 days prior to the end of the cycle time,

® The password is at least eight characters long
® The new password must not be the same as the current password
® The password must contain characters from 3 of the following 4 categories
O Latin uppercase letters (A through Z)
O Latin lowercase letters (a through z)
© Base 10 digits (0 through 9)
O Mon-alphanumeric characters such as:
@25% & ()-._+/[1(}?
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Bandwidth Control

When a Recording Server is monitored actively from the Desktop Client in the Dashboard and Con-
figure modules, the Desktop Client polls the Recording Server for updates such as CPU usage, volume
or storage status, and connection information. These status updates are required to show the status
and health of the Recording Server in real time.

In addition, the Desktop Client subscribes to events on all Recording Servers to which a logged-on user
has access in Live View and Alarm View modules. In Dashboard and Configure modules, events are sub-
scribed only from the Recording Servers that are connected.

All of the activities described above consume bandwidth.

CompleteView allows for parameters to be set to accommodate Recording Servers located in areas of
low-bandwidth connectivity. CV allows control of status update frequency, event subscriptions, data
queries, and on-demand (as opposed to default) loading of events, camera lists, thumbnails, views,
maps, etc. When bandwidth controls are in place, that information is loaded only when the Desktop Cli-
ent specifically connects to and needs the information, such as when a new View is created using cam-
eras connected to the restricted Recording Server.

¢4+ BANDWIDTH CONTROL |
Preset Zones
Q Search On-Demand Events v Enable v | Select All

Logging Levels SERVER NAME ON-DEMAND EVENTS STATUSING PERIOD (SEC)

localhost 1

Event Logs

Event Notifications

Video Transcoders

% Bandwidth Control

Bandwidth Control Configuration

After configuring the selected Recording Server, log out and log back in to the Desktop Client to effect
the desired changes.

"Statusing" Period

"Statusing" Period determines how frequently the status is received from the selected Recording
Server, configurable between 1-60 seconds, and is visible in the Dashboard and Configure modules.

On-Demand Events

On-Demand Events toggles automatic real-time receipt of alarm and other events coming from cam-
eras and other attached devices to the selected Recording Server. The results are visible in the Events
panels located in the Dashboard, Live View, Alarm View and Configure modules.

When enabled and saved, no events will be received from or displayed for the selected Recording
Server in the various modules' Events panels. Events may be restarted by clicking the Start button in
the Events panels of the relevant modules.
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Q search B Start [X Clear
TIME EVENT CAMERA SERVER DESCRIPTION
03:00:02 PM Iatian End 16 - AXIS PE514 2t 172,183,138 192.168.10.100 IMation Stopped
02:5%:46 PM Mation End 14 - AXIS P1204 at 172.18.2.13 192.168.10.100 Motion Stopped
n 02:39:43 PM Alarm End 31 - Samsung SND-6084 192.168.10.100 Alarm Stopped
02:59:42 PM Motion Start 14 - AXIS P1204 at 172.18.2.13 192.168.10.100 Motion Started

To stop the events again, select the Stop button.

>
Q Ssearch [E Stop [X Clear
TIME EVENT CAMERA SERVER DESCRIPTION
03:00:02 PM Mation End 16 - AXIS BES14 5t 172.18.3.138 192.168.10.100 Motion Stoppetl
02:59:46 PM Mation End 14 - AXIS P1204 at 172.18.2.13 162.168.10.100 Mation Stopped
iy 02:59:43 PM Alzrm End 31 - Samsung SND-5084 192.168.10.100 Alsrm Stopped
02:59:42 PM Motion Start 14 - AXIS P1204 at 172.18.2.13 192.168.10.100 Motion Started

In the Dashboard Events panel, use the highlighted button to start/stop event receipt.

[:] EVENTS |:§= Y @ [x
TIME EVENT CAMERA CONMECTION USER DESCRIPTION
8:36:03 AM Motion End 14 - Street Parking
8:36:01 AM Maotion Start 9 - Entrance
8:35:59 AM Motion Start 14 - Street Parking
8:35:58 AM Motion End 14 - Street Parking
8:35:48 AM Motion End 9 - Entrance
8:35:42 AM Motion Start 9 - Entrance
8:35:39 AM Motion End 9 - Entrance

Mixed Environment Events Handling - Live View

When monitoring a mix of Recording Servers in Live View where one server is restricted and one is
not, clicking the Start events button as shown above presents a choice.
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Confirm

Do you want to receive events from all Recording Servers, Including
those configured for 'On-Demand Events'? Clicking "Yes" will subscribe
events from all Recording Servers.

If you click 'No', you can still receive events on-demand from
Recording Servers configured for "On-Demand Events’ by right clicking
the server from the navigation tree and select 'Start/Stop Event

Subscription’.

Clicking Yes will allow all Recording Servers being monitored in the window to begin streaming event
data as normal, even the bandwidth restricted ones. Clicking No will continue to stream events from
normally configured Recording Servers, and allow manual control of events monitoring for the restric-
ted ones.

To manually start monitoring restricted Recording Servers, select the desired Recording Server, right
click on it, and select Start Events Monitoring.

Servers f Cameras
| Camera | v | |
= CA

1
Los Angeles

L

(=) Test h

Start Events Monitoring

2_AXIS P3364-L - D0408CDCE
3_AXIS P5534-E - 00403CAFE
4 _AXIS PO106-V - ACCCBEBES
5_AXIS Q1602 - 00408CC566!

Mixed Environment Events Handling - Alarm View

Clicking the Start events button in Alarm View also presents a choice.

Confirm

By clicking Yes', you will receive event notifications from all subscribed
Recording Servers, including those configured for ‘On-Demand

Events’. Would you like to continue?

In Alarm View, however, there is not currently an option to select an individual Recording Server, there-
for clicking Yes will begin events data receipt for all servers, regardless of bandwidth configuration
status. Clicking No will continue events data from normally configured Recording Servers.
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A Word about Camera Status Data

While CompleteView now utilizes the Management Server to maintain most camera configuration
information thus eliminating the need for communication with the Recording Server, certain AXIS and
other 360 panomorphic cameras require a direct connection between the Desktop Client and Record-
ing Server, and will utilize the necessary bandwidth for that communication.
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Common Settings Integrations

Salient currently integrates with more than twenty access control and other video related products
that employ Salient’s APl integration process.

For specific integrations, please see the Cameras and Integrations Overview section of this doc-
umentation.

Integrations Listed in the Client

Axis One-Click, Bold Manitou, S2 Access Control, and Immix Protect all require specific recording
server settings to complete their integration. Each of these products has an individual setup panel from
which they can be configured to operate with CompleteView. See the following section for inform-
ation about BriefCam Synopsis.

Integrations Unlisted in the Client

Many Integrations that do not use specific recording server settings are integrated into the Client
through the Salient Application Program Interface (API). APl functionality is enabled by default. The
API can be toggled in User/Groups by selecting the user and then selecting the Recording Server
Panel.

Integration Component Downloads

Some integrations will require a stand-alone executable file that is commonly referred to as an Integ-
ration Component. The Integration Component must be installed prior to enabling the APl in Com-
pleteView. Integration Components are found with other software downloads, and can currently be
found at:

https://support.salientsys.com/knowledgebase/integrations/
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BriefCam Synopsis

BriefCam Synopsis is a powerful analytics tool allowing meta-data within video to be cataloged, stored,
and sorted for investigatory playback. Refer to the Synopsis documentation for full functionality
information, and refer to the steps below to integrate and access Synopsis from within CompleteView.

Connecting to the Synopsis Server
Steps:
1. From the Configure Module, expand Common Settings, select Integrations, and select
BriefCam Synopsis.
2. Enter the BriefCam Server Address and other required information.
3. Click Load Admin Page. The BriefCam server login screen will appear.
4. Enter the BriefCam server credentials in the window.

== BRIEFCAM SYNOPSIS
oad Synopsis Page

BriefCam Server Address | [l 173.1657.17 ort Admin Path | [l admin Load Admin Page

=BriefCam
SIGN IN TO CONTINUE

5. In the following screen, enter the BriefCam user account credentials and click SIGN IN.
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== BRIEFCAM SYNOPSIS
BriefCam Server Address | [l 173.165.7.17 Port | il 80 AdminPath | [l admin Load Admin Page UserPath [l synopsis Load Synopsis Page

BriefCam

SIGN IN TO YOUR ACCOUNT

Authenticate Method

‘Support TAG ID: KS3L4P

BriefCam Synopsis Playback

After successfully connecting to the Synopsis server, select the Playback Module, select the Synopsis
server, enter the user account credentials and click Sign In to access the analytics data.

{ = viozo svvorsis

BriefCam

SIGN IN TO YOUR ACCOUNT

-177 -



Salient Cloud Services

Salient Cloud Services allow for easy remote access, monitoring, and management of your on-premises
CompleteView deployment. From within the Management Server node, select Cloud Services and fol-

low the prompts to set up a Cloud Service account and connect a deployment to the Cloud.

Learn more about Salient Cloud Services

P

+0 (e
(e T
]
Create a Salient Cloud Connect System to Salient Enjoy remote access,
Service Account Cloud monitoring management,
and more...

& SALIENT CLOUD SERVICES

Once registration is complete, select Cloud Services from the Management Server node to display
registration and proxy information.

& SALIENT CLOUD SERVICES

This deployment {Parent (104)) is now connected to Salient

Refresh Registration

Remote Access Subscribed ° () Enable Remote Access

Cloud Proxy URL - - i -
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Recording Servers Configuration Overview

A Recording Server's primary function is recording video. In addition, it handles playback, camera
schedules, and other functions to be detailed within this documentation.

Settings (Ports, Services, Security, Operations, and Integrations) applies to the individual selected
recording server. However, the Client also provides the same configuration options which can be
applied to all recording servers.

Administrators may configure and apply Settings to all servers from the Client’'s Common Settings
Panel. But, exceptions can be configured from the Recording Servers Settings Panel. For examples,
Event Notifications may display an "Inherited" checkbox, indicating that the settings were configured
globally. If a change is made locally, the "Inherited" box will automatically be deselected, indicating
local configuration.

Recording Server Overview Panel

Recording Servers can be added and fully configured through CompleteView. The Overview Panel
provides information and configuration access to added Recording Servers.

Overview Panel Top Menu

The six buttons at the top of the Overview Panel redirect the Administrator to relevant configuration
options. The center of the panel displays informational columns about the selection.

ALARMS TRIGGERS [E LICENSES
B SERVERS ¥, CAMERAS O VOLUMES & STORAGE

The pulldown menu is context sensitive, contingent upon the selection.

User Name v | |

User Name

| Passwaord
Resolution

Compression

Fps

In addition to the pulldown, users may select which informational columns to display, and, as above,
the available columns are contingent upon what has been selected (Servers, Cameras, etc.).

Displays a list of Recording Servers and their information; use the pulldown menu to
enter Recording Server’s username and password. Selections are applied to all listed Recording Servers
or to individual Recording Servers.

Displays camera information for the selected Recording Server; use the pulldown menu to
select camera username, password, resolution, compression, and frames per second. Selections may be

applied to all cameras or individually to any listed camera.
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Displays the Recording Server’s recording volumes and their information; use the pull-
down menu to select video space, retention type, min. & max storage (in days). Selections may be
applied to all volumes or to an individual volume.

Displays the Recording Server’s Storage Pools and their information; use the pulldown
menu to select and set Video Space.

Displays the Recording Server’s available alarm devices and their information; use the pull-
down menu to enter username and password.

fil TRIGGERS

Displays the Recording Server’s available Trigger Devices and their information; use the
pulldown menu to enter a description of the device. More detailed information may be found in the
Recording Servers Triggers section of this documentation.

el Displays CV servers and their license information.
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Recording Servers Adding a Recording Server

A Word About Regions

Adding an optional Region enables Administrators to create and place Recording Servers in a geo-
graphical hierarchy based on the Recording Server’s physical location, which is useful for large, multi-
site deployments. The hierarchy can start at any point in the list of Country, State, City, Region, Build-
ing, School, or Store. The resulting configuration allows the end-user to view video through a geo-
graphically illustrated hierarchy of the entire enterprise. Both the scale of a given installation and the
needs of the end user will largely dictate both the necessity and complexity of a regional hierarchy.
Recording Servers may be added with or without a Region. The use of Regions is currently limited to
Enterprise edition.

For clarity, some Ul elements may be omitted from the following information.

Add a Region
Steps: i
Recording Servers =) 1
1. Right-click on Overview or an existing A £ Overview ||
Region .:j'{]. RS-1 (192.1 Add Region = Ciountryk
2. Select Add Region i RS-2(1921  pqq server - state
3. Select the desired denomination (Country, @ RS-3 (192100, 1wn11) o o
State, City, etc.) RS-4 [V4-192.168.10.18) < City
4. Save the configuration T Region
5. Follow the steps required to add a Record- gL Building

ing or Legacy Server (see below)

il School
Note: A hierarchy of denominations can be created _

7 Store

to suit the organization's needs (e.g. a City Region can
be created under a State Region, etc.).

Change Recording Server Region

A Recording Server's region may be changed after assignment.

ENABLE REGION HOST USER... PASSWORD L... TIME ZONE EDITION IP ALL... IP USED ANAL.. ANAL... VERSL...

|ot8inast  localhost  admin seess [] Central Standard Time Trial 500 [ 0 0 60027

' }ﬁ/a + 1

Left Click on Overview
Select the Region dropdown menu
Select the new Region
Save the configuration

Steps:

HPObdE

Add a Recording Server

Use the following section to add a CompleteView Recording Server.
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Adding a CompleteView Recording Server

Recording Servers 1
AL .
= ﬂ' Overview

i CONNECTION INFO 0

s-1(192.168.10.15  Add Region Host | 192.168.10.18 Ports | TCP Port v || 4242

) RS-2(1921681006 i co o N B?srd . s
@ RS-3(192.168.10.17, Name _lAdm
[ (V4-192.168.10.18) | Auto Provision ()

Right-click on Overview or any of the created regions
Select Add Server
Enter the Recording Server’'s Host HTML address or IP address.

Enter the username. The Recording Server’s default username is Admin, but if the Recording
server is installed on a different machine than the Client, enter the Windows credentials
where the Recording Server resides.

a. Leave Auto Provision checked.*

5. Enter the Recording Server’s Password. If the Recording server is on a different machine
than the Client, the Windows credentials for that machine are required. Optionally, select
Use Common Settings to apply those settings to the newly added Recording Server.

6. Select Connect
7. Save the configuration

HpODdPE

Note: When the server connects, the indicator should change from red to green.

*A Word about Auto Provision

When adding an existing Recording Server to an existing Management Server, CompleteView exam-
ines the credentials on the incoming Recording Server. If credentials exist on the incoming Recording
Server that already exist on the Management Server, Auto Provision automatically changes the pass-
words of the credentials on the incoming Recording Server to match the passwords on the Man-
agement Server. New credentials coming from the Recording Server are simply added to the
Management Server.

Other configuration data such as Active Directory information, users and groups, etc., are handled in
the same way. If Auto Provision is checked, the information already on the Management Server will
overwrite anything coming in from the Recording Server.

Generally speaking, it is advised to keep Auto Provision checked. However, there are specific instances
where disabling Auto Provision may be beneficial, such as when a new Management Server is being
implemented and there exists a large pool of users on an existing Recording Server. Disabling Auto Pro-
vision and adding the Recording Server will automatically upload the existing Recording Server's users
to the new Management Server, credentials intact. After the initial importation, re enable Auto Pro-
vision when adding new Recording Servers.

Disabling Auto Provision will generate the following warning message.
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Alert

Disabling "Auto Provision” will migrate all users from the Recording
Server and overwrite the passwords in the Management Server if user
already exists. This will require manually pushing the updated user

configuration to all recording servers individually.

- 183 -




Recording Servers Edit Settings

By default, the Edit Settings selection is set to Monitor Server. By selecting Edit Settings, many of the
Info Panels discussed in Recording Servers Info Panels can be configured.

B =5 = E © 1, 2 =

ai. CONNECTION INFO (12 DAYS, 22 HOURS, 12 MINUTES, 12 SECONDS) O] =i serverinFo & CAMERAS
Host | 1721806 Ports | TCP Port v 22 @ Friendly Name | RS-666 Time Zone  Central Daylight Time D NAME DESCRIPTION
User Name  admin Password  sesss A Server GUID  2d17cb5d-2467-406a Latitude 1 Axis P3267 Stopped Camera
') auto provision () Use TLS Version  7.5.0.140 Longitude 2 Bosch Ultra 8000 Stopped Camera
% LICENSE INFO 3 Uniview Stopped Camera
4 Hanwa Stopped Camera
pR— p—— ——
) 5 Asis M5000 Stopped Camera
License Type Enterprise Analog Licenses 0 Out Of 0 used NAME TIME
T 4 6 Axis Q3517 Stopped Camera
Froduct D 198F5-USMINL-IBMAG [P Licenses 1 Out OF 10 used servercfgUnicode.cvwx.2.2023-10-13T15-46-12Z 10/13/2023 10:46 AM
Feature Keys
& " a servercfgUnicode.cvwx.2.2023-10-13T15-50-352 10/13/2023 10:50 AM
servercfgUnicode.cvwx.2.2023-10-13715-50-56Z 10/13/2023 10550 AM 8 Videosoft Stopped Camera
13026-REGIU-97T56-S7SUH A
3026-REGIU-9TT6-575U udio servercigUnicode.cvw.2.2023-10-13T15-51-07Z 10/13/2023 10:51 AM 9 NAT CAM1 Stopped Camera
12G76-FCOOV-12TH4-CCUQ Mutiiple Server Configuration
servercigUnicode.cvwx.2.2023-10-13T15-52-172 10/13/2023 10:52 AM
11887-JBGES-PDSD3-S/7V6 Active Directory
serverctgUnicode.cvwx.2.2023-10-13715-53-00Z 10/13/2023 10:53 AM
13805-MAOMU-PSTD7-S2EBK MPEGA
servercigUnicode.cywx.2.2023-10-13T15-57-262 10/13/2023 10:57 AM
1A151-2MISN-GOPPL-ESFP! Ve 74
51-2MISN-GOPPLE8FPS eren servercigUnicode.cvwx.2.2023-10-13T15-57-52Z 10/13/2023 1057 AM
% FAILOVER & SYSTEM INFO ) Camera 7 - LIVE VIEW
&

Failover Status

Primary Server 1721806 Status: O System
Standby Server Status: Processor Intel(R) Xeon(R) Gold 6148 CPU @ 2.40GHz
Standby Servers . > = Installed memory (RAM) 8.0 GB
Failover to the first available standby server after (seconds) 30 5
System Type 64-bit Operating System, x64-based proces
Attempt restore to the primary server after (seconds) 60 C
Associate Available Standby Servers Identification
ASSOCIATE  STANDBY... FAILOVER DRIVE PATH DRIVE STAT...  STATUS T7] Computer Name VBBETARS-W10-06
@ Full Computer Name  VBBETARS-W10-06 s com _ o
(P
Domain salientsys.com g " A e
L] .4

5 | > o [ese)

Connection Info

=i CONMNECTION INFO (0 days, 2 hours, 1 minutes, 29 seconds)

Hast | localhost Parts TCP Port w | | 4242
Jser admin Password  sses g
Mame

useTts V] vt povson @)

Connection Info displays the connected Recording Server's up time. To view a given Recording
Server's status information, enter its credentials in the pertinent fields, and click Connect (or Recon-
nect).

Server Info

Server Info includes the Friendly Name, Time Zone, Recording Server Version number and Server
Coordinates information. From this panel, the recording server’s friendly name may be changed.

Change the Recording Server’s Friendly Name & Enter Server Coordinates

Steps:
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=i. SERVER INFO

Friendly Mame

RS-666 Time Zone
Server GUID ?Li'-_-'-!-'5‘-1--':"57"1?>B Latitude
Version  7.5.0.140 Mde

Select the desired Recording Server

Select the Recording Server Icon from the toolbar
Enable Recording Server Edit Settings

The current name will display in Server Info

Type the new name over the existing server name

Optionally enter the Recording Server's latitude and longitude information with up to 6
decimal places precision

7. Save the configuration

Central Daylight Time

S o

License Info

£ LCENSE INFO

Current License

License Info Trial (83. c!ays Analog Licenses 0 out of 0 used
remaining)
IP Licenses 2 out of 500 used
ProductID  191EJKOKHSM21LAGS
Feature Keys

KEY DESCRIPTION QUANTITY
13G3A-THZFL-BO956-C4379 System Frame Rate 3000
12G7B-PF27K-BS9L4-CDG31 Multiple Server Configuration
1188A-58IPN-11893-SIH2T Active Directory
1301B-102BL-RQSEU-10BQ2 IP Camera 24

When Recording Servers Edit Settings is selected, licensing information is displayed here. The top half
of the panel displays the Product ID, required information when requesting additional licenses and
when contacting technical support. License info describes the license as Pro, Enterprise, or Trial. New
camera license feature keys may be added by typing or copying and pasting the key into the field
provided, and clicking Add.
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Server Configuration

Network Share, Management, and Recording Servers Backup and Backup restoration and exportation
are all configured in Server Configuration.

£¢ SERVER CONFIGURATION
Save History Export From Recording Server

NAME
servercfgV3.cvwx.2.2019-12-26T18-34-34Z
servercfgV5.cowx.2.2019-12-26T18-35-15Z
servercfgV5.cvwx.2.2019-12-26T18-37-24Z
servercfgV5.cvwx.2,.2019-12-26T19-57-30Z
servercfgV5.cvwx.2.2019-12-26T21-06-03Z
servercfgV5.cvwx.2.2019-12-26T21-32-45Z
servercfgV5.cowx.2.2019-12-26T21-45-14Z
servercfgV5.cvwx.2,2019-12-26T21-45-26Z
servercfgV5.cvwx.2,.2019-12-26T21-45-47Z
servercfgV5.cvwx.2.2019-12-26T21-54-05Z

cervarcfal/S anwv 2 2010-12-2AT21.55-2R7

TIME

12/26/2019 12:34 PM
12/26/2019 12:35 PM
12/26/2019 12:37 PM
12/26/2019 1:57 PM
12/26/2019 3:06 PM
12/26/2019 3:32 PM
12/26/2019 3:45 PM
12/26/2019 3:45 PM
12/26/2019 3:45 PM
12/26/2019 3:54 PM

12/2A/201Q 2-55 PM

Backup a Server Configuration to a File
Steps:

Select a server

Backup to a File

Select a file location for the backup
4. Select OK

Note: backups will remain listed in the panel for loading. Alternatively, backups may be loaded from a
saved file.

W

Failover

The Failover pane displays Primary and Standy Recording Server information, shared storage paths,
and other configuration data related to failover. Please see Failover Introduction for more detailed
information.

System Info

System Info displays System, Identification, OS, and Network Adapters information for the selected
Recording Server. Scroll between multiple screens by using the blue navigation dots.
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% SYSTEM INFO

Processor

System Type

Identification

T ] Computer Name

Full Computer Name

Domain

Installed memory (RAM) 16.0 GB

betademo

Intel(R) Xeon(R) CPU E5-2620 0 @ 2.00GHz

64-bit Operating System, x64-based processor

- - S

o

aj

Cameras

The Cameras Panel indicates the ID, Name, Type, Volume, and recording Status of the cameras con-

nected to the selected Recording Server.

¥ CAMERAS

ID

1 AXIS 209MFD - 00408C'

NAME

DESCRIPTION

Stopped Camera.

2 AXIS 211A - 00408C7DE Stopped Camera.
| | 3 AXIS 211M - 00408C85« Started Camera.
[ ] 4 AXIS 211M - 00408C93: Started Camera.
] 5 AXIS 216MFD - 00408C' Started Camera.
| | 6  AXIS M1144-L - 00408C Started Camera.
| | 7  AXIS M1144-L - 00408C Started Camera.
| | 8  AXIS M1144-L - 00408C Started Camera.
| | 9  AXIS M1144-L - 00408C Started Camera.
Camera .
Indication
Status
- Recording Motion
Recording Alarm
[ Recording Continuously
[ ] Pre-Motion or Pre-Alarm Record
[ ] Camera Lost Sync- Not Recording

Live View Panel

Selecting a camera will allow live viewing and quick review of that camera in the Live View Panel.
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| (¥) camera 3 - Live View

LR ™

L g

Quick Review

| (~) camera 3 - Live View ®

Quick Review permits review of recorded video for the time periods dis-

played on the menu. The selected time begins when the menu option is selected. A Quick Review
menu appears when the button is pressed, allowing users to select between 30 seconds and 10
minutes of the selected camera’s most recent recorded video.
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Recording Servers Devices Summary

The Device Summary Panel gives the Administrator a summary picture of all associated alarm, audio,
disk drives, video, and other devices that may be attached to the Client by network or direct methods.
Pressing any of the buttons directs the Administrator to the associated device group panel. The Device
Group Panel is intended to provide an overview of the group’s existing discovered devices. Some modi-
fications to existing device parameters are allowed, but the panel is not intended to facilitate major
changes or to new device additions to the Client. New devices should be added from the Volumes or
Storage, NVRs Cameras, I/O, Triggers and Schedule Management Panels, located below the Device

Group panels.

DEVICES

[ . -?
"l [\ A
— L1
ANALOG ALARM DEVICES 1P ALARM DEVICES ANALOG AUDIO DEVICES P AUDIO DEVICES LOCAL DRIVES
— . Q.
B e W o g8
NETWORK DRIVES ANALOG CAMERAS IP SINGLE-IMAGERS P MULTI-IMAGERS P NVRS
H H
=S O
- -
L] - -
P ENCODERS VIRTUAL CAMERAS SERIAL PORTS
Review a Device
Steps:
1 =9
- -9 <l © =]
ﬂ Devices AMOEICES  ANALOGAUDIODEVCES LocaLoves|
Alarm Devices T T T
9
Audio Devices G QA:I o« =
AAAAAAAAAAA P—— PP s
Disk Drives ) \a a1ron) )
Video Devices m I—?

Serial Ports

AAAAAAAAAAAAA

sssssssssss

1. Select “Devices” from the Navigation Panel and for the specific server
2. Select the device icon that is to be reviewed

Example Device Information

The following images illustrate typical Device Information, alarm, and audio, respectively.
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@ ALARM DEVICES
é Back to Devices

NAME MANUFACTURER MODEL TYPE INPUT QUTPUT AUTO DETECT

SeaDAC Device #1 Sealevel 8221 Alarm 16 16 Yes

C Refresh

o AU DEVICES SETTINGS

W) Audio Devices

DEWICE ID HAME TYPE STATUS CAPTURE QUALITY CHANMNEL MODE AUTO DETECT

Video Device Panel

The Video Device Panel permits users to select and sort/filter video devices by Connection Type,
Driver Type, Camera Type, Manufacturer, and Status.

© VIDEO DEVICE SETTINGS

Q Search Connection Type  Network ~  Driver Type | Ip Single ~ Camera Type -~ Filter Off -- v Manufacturer  Samsung ¥  Status | Connected | ¥
DEVICE ID NAME MANUFACTURER MODEL IP ADDRESS CHANNEL COUNT AUTO DETECT STATUS
1001 Samsung Techwin SNF-8010 17218.2.20% 1 es Connected
1019 Samsung Techwin SND-5084 17218.2.243 il Yes Ceonnected
1021 Samsung Techwin SNO-6011R 17218.1.84 1 Yes Connected
1022 Samsung Techwin SND-5080 172182242 a Yes Connected
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Storage Pool Introduction

The Storage Pool is a scalable, logical collection of one or more physical drives, providing great flex-
ibility for video storage. Other features of the Storage Pool include incorporation of camera-based
video retention policies, storage utilization data, forecasting, and the ability to implement synchronous
backup and overflow protection. Any storage location to which a Recording Server has access may be
added to the storage pool, including internal drives (JBOD or RAID), NAS, DAS, or Cloud drives as well
as individual folders on a given drive may be specified for use as part of the pool. All cameras on a
Recording Server have access to the pool, and the drives in the pool may be shared with any other
application. Note that a feature key is required to utilize Storage Pools.

Storage Pool Considerations

Once a Recording Server has migrated from volumes to storage pools, there is no ability to revert back.
At present, CompleteView does not support the use of Read Only, Export, or Failover storage pools.
As such, the functionalities associated with those storage locations are not currently available. Global
Server Health does not currently provide individual status information for Regular, Backup, and
Archive pools, but rather treats them as one unit in its reporting, and drive utilization information is
only available in the Configure module. While forecasting of projected data use is a feature of storage
pools, its functionality is limited to currently attached cameras, and cannot be used to estimate the
space required for additional cameras. In addition, a given camera's video data may not be configured
to write to a specific drive within a storage pool.

Storage Overview

Selecting Storage from the Recording Server tree in the left navigation panel will present the Storage
Overview screen. Storage Overview is a high level summary of the configuration and status of the Stor-
age Pool.

= STORAGE OVERVIEW

Q Search ~ + Apply Select All
DRIVE PATH A STORAGE BOOL TYPE OVERFLOW DRIVE  VIDEO SPACE DISK SPACE DISK UTILIZATION STATUS
FA Archive J 95% [ 499 GE Free of 500 GB [ |
G\ Regular 0 95% P 11e0 B Freeof1167GE ] [ ]
) Regular 95% [ 16,6 GB Free of 116.7 GB [ |
M2 Backup J 95% [N 1166 GB Free of 116.7 GB [ ]
+ 1

Seven columns display various Storage Pool configuration and status information, and will be
described below.

The Drive Path indicates the assigned Windows or network path to the phys-
ical or logical drive, such as D:\, E:\Shared\, or \\Server\Shared\Video.

Storage Pool Type Displays to which storage pool type each drive is assigned

Drive Path

Overflow storage is utilized when the Regular storage pool runs out of room
trying to meet minimum storage requirements. Only drives assigned as Regu-
lar storage may be used for overflow, and at least two drives need to be
present in the Regular pool for one to be designated as an Overflow drive.

Overflow Drive

This is the percentage of the drive's physical space allocated to Com-

Video Space pleteView for use as video storage. The default setting is 95%. While the set-

-191 -



ting may be lowered, it is not recommended to increase it above 95%.

Displays a graphical representation of the available space on the drive alloc-
Disk Space ated for storage retention. Rolling over the graphic will display a tooltip with
greater detail.

Displays a graphical representation of all available space on the storage loc-
ation, including the amount of storage being used for cameras with and

Disk Utilization without minimum retention, the safety buffer, available free space, and
amount of storage being used by applications other than CompleteView.
Rolling over the graphic will display a tooltip with greater detail.

Represents drive health and storage pool status. Rolling over the green, yel-
low, red, or black indicator will produce a screen tip providing more detailed
informaion.

Green indicates that the storage pool and its drives are operating normally
and have sufficient capacity to function correctly.

Yellow indicates one of the following:

a. Adrive’s allocated video capacity is greater than the actual space
available to write video. This condition may arise when other apps
or data residing on the same drive increase in size, potentially com-

Status promising CompleteView's ability to honor the drive's configured
Video Space percentage.

b. Adrive's existing consumed video storage is greater than the video
space allocated. Similar to the condition above, this may arise after
reducing Video Space percentage following recording of a large
amount of video.

c. The storage pool is using an overflow drive, or is unable to meet
minimum retention requirements for the pool.

Red indicates that at least one drive in a pool is offline.
Black indicates that a particular drive is offline.

In addition, drives may be added to or removed from the pool from the Overview pane by selecting the
appropriate button. Detailed instructions on adding a drive can be found in the following sections.

Storage Pool Types

There are three storage types available in CompleteView. Utilization of the various types is accom-
plished via Retention Policies, and each type will be discussed in its own section. Many concepts applic-
able to all of the storage types are detailed in the Regular storage section, so a thorough reading and
understanding of that section is advisable.

Utilized by all cameras for scheduled recording, including continuous,
Regular motion, and alarm video. Individual Regular storage drives may be selected
for Overflow recording, used to ensure video retention policies are met.

Archiving is the automated transfer of recordings from Regular storage to
Archive storage. Archiving frees up space in the Regular pool to meet reten-

Archive tion policies. Archiving is performed after a specified number of days, and
can selectively move any combination of continuous, alarm, and motion
video.
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Backup provides a means of redundancy for the Regular pool. Backups auto-
Backup matically duplicate continuous, alarm, and motion video from the Regular
pool to the Backup pool.
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Recording Server Storage Encryption

CompleteView allows for the encryption of video and audio data that is being written to disk, also
known as encryption at rest. Encryption is applied to all storage types (Regular, Backup, Archive, etc.)
for either Volumes or Storage Pools, and may be implemented deployment-wide or per Recording
Server. Enabling encryption does not affect failover operation. It is strongly recommended enabling
TLS communications between Recording and Management servers for optimal security. By default,
recording encryption is not enabled. Encryption may be enabled and disabled over time, and both
encrypted and non-encrypted video will still be accessible. This section details enabling encryption on
an individual Recording Server. For deployment-wide encryption instructions and for more inform-
ation, see Common Settings Security

Enabling Recording Server Encryption

Select Storage (or Volumes) from the left navigation pane and use the following steps to enable encryp-
tion at rest for the selected Recording Server. Enabling encryption applies only to newly written video
and audio data, and cannot be applied to existing data. Note that if the Inherited box has been

checked, the Recording Server's encryption has already been configured at the Management Server
level. Before enabling encryption on the local Recording Server, it is best practice to verify connectivity
with the deployment's Management Server.

G—v‘ Inherited o\

By default, all recordings will be unencrypted. The settings will only be applied to Recording Servers that are
licensed for CV Enterprise and are running version 7.5.0 or higher.

You can secure recordings at rest by enabling encryption with a custom password. Before enabling encryption, it is
recommended to configure secure communications between the Management Server and Recording Server using
TLS. For information on how to configure TLS, refer to the "Secured Communications™ section of the manual.

En-:wpt Recordings

Encryption Password ‘p [ITIITTIT LI T Encryption Mode  Full v

Verify Password P T YITIITYY Encryption Method ~ AES 256 v

® The password must contain at least 8 characters
® The password must contain characters from 3 of the following 4 categories
O Latin uppercase letters (A through Z)
O Latin lowercase letters (a through z)
© Base 10 digits (0 through 9)
© MNon-alphanumeric characters such as:
l@#§% & *()-._+/1){}7

Mote: Please take steps to protect the encryption password. Loss of this password will render recorded video
inaccessible. This password should remain confidential and not be shared.

To enable Encrypt Recording Server encryption:

1. Read the disclaimer in the Ul
2. Select Encrypt Recordings
3. Enter the Encryption Password then Verify the password

Take steps to protect the encryption password. If the password is lost, the encrypted data

will no longer be accessible. The password may be changed at any time, and the passwords
for various Recordings Servers, within Common Settings, etc., may be unique.
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4. Select the Encryption Mode

Either Full or Lite encryption modes are available. Full mode encrypts both | and P video
frames, where Lite mode encrypts only the | frames. Full encryption is recommended and is
the default selection.

5. Select Encryption Method

Either AES 128 or 256 bit encryption is available. AES 256 is the more secure option, and is
the default selection.

6. If the Inherited box is checked, the Recording Server's encryption has already been con-
figured at the Management Server level. See Common Settings Security for more inform-
ation. If changes are made at the Recording Server level (e.g. a new password, Encryption
Method, etc.), the box is de-selected.

Note: Encrypted Recording Servers may be moved within a single Management Server without losing
access to encrypted video, but cannot be moved between Management Servers. Reach out to support
if a Recording Server needs to be moved to a new Management Server.
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Storage Pool Migration

As noted before, a valid feature key is required to utilize Storage Pools in 7.X. Once migrated from
Volumes to Storage Pools, it is not possible revert back. Further, migration from Volumes to Storage
Pools is done per Recording Server and cannot be done en mass. The migration to Storage Pools will
move the video data from its existing location to the new Storage Pool location on the Recording
Server, and will apply existing Volume retention policies to the Storage Pools. Note that transferred
policies may need to be adjusted to meet the configured retention requirements of the Storage Pools.
In addition, Failover and Export volumes will not be migrated. To complete the migration, the Record-
ing Server service will restart, causing a momentary interruption

In the CompleteView Configure module, browse to the Recording Server to be migrated. On the Over-
view page in the License Info section press the Migrate to Storage Pools button. Doing so display a
notification to verify if you want to proceed. Once accepted, the Recording Server Service will restart.

£F LUCENSE INFO

Current License

License Type Enterprise Analog Licenses 0 Out Of 50 used

Product ID IP Licenses 5 Out Of 50 used
Feature Keys
KEY DESCRIPTION QUANTITY

14GVJ-IMQN4-F4)P8-DS5PE Version 6.1
1BO0K-FI99B-MRKSN-UZN35 Version 7.0
1301B-1LBB3-VQG17-C1DSU IP Cameras 50
140U8-TQOL4-T5ITE-TUTKF Failover Cameras 50
108CA-LIRHO-NNHL1-SR48) Analog Cameras 50
1B11F-1S9BB-UQK1S-THOGT Storage Pools

| Migrate to Storage Pools |

Migrate to Storage Pools

NOTE: Migration of data from Volumes to Storage Pools is a one-time
operation and will cause the Recording Server to restart. This process
typically requires a few moments to complete, and the Recording
Server will not be accessible during this time.

Do you want to proceed?

Yes (Convert to Storage Pools) No (Keep Volumes)

Once the Recording Server Service has restarted you will be able to access the Storage Pools. Video
will be automatically written to the Regular Storage Pool and Operators will be able to retrieve video
from the Recording Server normally . Repeat the procedure for each desired Recording Server.
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Regular Storage

Utilized by all cameras for scheduled recording including continuous, motion, and alarm video, Regular
storage is the default storage location for all video for the Recording Server. Cameras added to the
Recording Server will automatically begin writing to its Regular storage pool. Individual Regular storage
drives may be selected for Overflow recording, used to ensure video retention policies are met.

£ REGULAR STORAGE

Q search - | | Select All

DRIVE PATH STORAGE POOL TYPE OVERFLOWDRIVE  VIDEO SPACE DISK SPACE DISK UTILIZATION STATUS
[ Regular 95% P 1166 GB Free of 1167 GB . [ ]
G Regular O 5% I 1123 GB Free of 1167 GB [ [ | ]
B Regular [ 95% e 11041 G Free of 1500 68 [ [ ] n

Warn i total free space falls below: | 10% 75 + Add N & sinc

Adding a Drive

Note that the process for adding a drive is the same for any of the storage pool types.

E Recording Servers

Overview

Storage
‘-'.-_l Regular k‘
Archive

Backup

& REGULAR STORAGE

Q Search A | v Apply | Select All
DRIVE PATH STORAGE POOL TYPE OVERFLOW DRIVE VIDEO SPACE DISK SPACE DISK UTILIZATION STATUS
Warn if total free space falls belows  10% 0 em
DRIVE PATH A STORAGE POOL TYPE OVERFLOW DRIVE VIDEOQ SPACE

T -

Steps:

1. Select the type of storage to which the drive will be added.
2. Select Add

3. Configure the drive by entering the Path (either absolute or UNC location), optionally des-
ignating the drive for Overflow (see below), and select the Video Space.

4. Save the configuration
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Finally, adjust "Warn if total free space falls below" if desired. That setting adjusts the minimum per-
centage of allocated drive space left at which an alarm may be sent. For example, if the value is set at
the default 10% and the drive is a 10TB drive, a notification can be configured to be sent when 1TB is
left for video storage.

Overflow Storage

Overflow storage is utilized when the Regular storage pool runs out of room trying to meet minimum
storage requirements. If configured, CompleteView sends notifications when Overflow operation both
starts and stops to alert personnel that the Regular pool may need attention. Only drives assigned as
Regular storage may be used for overflow, and at least two drives need to be present in the Regular
pool for one to be designated as an Overflow drive.

Regular Storage Retention

Once cameras have been added to the Recording Server and a Regular pool has been created, video
retention is set on a per-camera basis. Retention configuration contains three elements: Retention
Policy, Retention Estimates, and Storage Utilization.

Regular Storage Retention Policy & Behavior

Storage Retention Policy is used for setting minimum and maximum retention limits on a per-camera
basis. Minimum Retention sets the minimum number of days a camera's video is stored in the storage
pool. Maximum Retention sets the maximum number of days a camera's video is stored. Setting the
Maximum Retention creates a point at which deletion of that camera's video begins, regardless of exist-
ing free space. Not configuring both Minimum and Maximum Retention settings results in video being
stored until the storage location is full, and FIFO (First In First Out) deletion occurs.

No Minimum Retention Set

In the event that storage space runs out with no minimum retention time set, video older than one day
will be deleted across all cameras using FIFO.

Maximum Retention with No Minimum Retention

Video data older than the maximum will be deleted regardless of available storage space.

Minimum Retention with No Maximum Retention

In the event that storage space runs out with a minimum set but no maximum, minimum retention
times will be honored as long as possible. CompleteView will delete video older than the cameras'
respective minimums using FIFO. If it's not possible to honor minimum retention times, CompleteView
will generate an alarm and send an email notification if configured, provide a visual indicator in the
Dashboard, and video will begin cascading into drives designated for Overflow.

Minimum and Maximum Retention Set

In the event that storage space runs out with both minimum and maximum retention times configured,
video older than the maximum retention time is deleted per camera in accordance with the daily sched-
ule. If not enough drive space is recovered, video is deleted across all cameras using FIFO as described
above where minimums are honored as much as possible and cameras with no minimum retention time
have video deleted down to one day. If minimum retention still cannot be met, CompleteView will gen-
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erate an alarm and send an email notification if configured, provide a visual indicator in the Dashboard,
and video will begin cascading into drives designated for Overflow.
Regular Storage Retention Configuration

Policies may be set one camera at a time or by applying the same policy to multiple cameras at once.
Maximum values need to be greater than minimum values.

@ Retention Policy - Retention Estimates ||| Storage Utilization
« Apply Select All

3 Office-3 Unspedfied Unspedfied

Steps (for a single camera):

1. Select Retention Policy

2. Select the desired camera

3. Define the Retention (in days)
4. Save the configuration

£5 RETEMTIOM

@ Retention Policy

" Retention Estimates ||| Storage Utilization

A

0

| Max Retemtion Days VI 10

hiin Retention Days

Steps (for multiple cameras):

Select Retention Policy

Either use Select All or conventional cntrl/shift+click methods to select the desired cameras
Use the dropdown menu to select the desired parameter

Use the arrows to select the desired number of days

Click Apply

Save the configuration

oA wbde
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Regular Storage Retention Estimates

=5 RETENTION

Q Search

(o] CAMERA NAME
Office-1
Office-2
Office-3
Office-4
Office-5

Office-6

B T

Office-7

Office-8

w0 o

PTZ

@ Retention Policy " Retention Estimates Il: Storage Utilization

WRITE RATE (7D) WRITE RATE (D)  RATE STATUS ACTUAL EST (7D) EST(ID)  ESTIMATED RETENTION REQ
A55GB/ Day 16,1 G3 / Day ® 17.7 G2 /3 Days 413GB 5O0GE
4,87 GB / Day 17.8 GB / Day e 19.2 GB /3 Days 449 GB f.41GE | —
040 GB / Day 1.43 G3 / Day ® 156 G2 /3 Days 365 GB os2G68 !
1.00 GB / Day 6.6 GB / Day ® 732 GE/ 3 Days 17.1 GB zaiGe
0.2 GB / Day 338 GB / Day ® 350GE/ 3 Days 837 GB 12068 ™
0.91 GB / Day 321GB /Day ™ 352GE/ 3 Days 221 GE 1176e ™
2.47 GB / Day 279 GB / Day ® 0.61GE /3 Days 224 GB 3pGp .
1.85 GB / Day 6.67 GB / Day ® 728 GE/ 3 Days 17.0 GB 243Gp .
732G3/ Day 189 GB / Day ® 247 GB /3 Days 576G 5l2Gp —

Storage Retention Estimates are intended to provide Administrators with historical and predictive data
indicating whether or not adequate storage has been allocated to a given camera to meet the con-
figured minimum retention requirements. Analysis is based on comparing historical averages with cur-
rent write rates against currently allocated drive space. If the calculated required space is not available,
a warning is issued once an hour until enough space is available by either freeing up existing drive

space or adding more.

Heading

Write Rate (7D)

Write Rate (1D)

Rate Status

Actual

Est (7D)

Est (1D)

Estimated Retention Req

Data

The 7 day write rate is the exact amount of data written by the cam-
erain the last 7 days.

The 1 day write rate is the exact amount of data written by the cam-
era in the last day.

Indicates if the average consumption of storage space based on a
camera's write rate falls within current norms. If the 1 day average
exceeds the 7 day average, a warning status indicator will be dis-
played. A write rate increase of 20% will generate a yellow status,
while a 40% increase will generate a red status. Note that the status
will eventually return to green as the new average becomes the
norm.

Indicates the amount of data written by that camera over the spe-
cified number of days.

Estimated 7 day storage requirements based on historical write rate
data, calculated by multiplying the Est (1D) by 7.

Estimated 1 day storage requirements based on historical write rate
data, calculated by divding the total bytes of storage written by the
camera by the number of days the camera has been recording.

The top bar graphically represents the 1 day estimated retention
requirements, and the bottom bar represents the 7 day estimated
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Heading Data

requirements.

Regular Storage Utilization

% RETENTION

@ Retention Policy ¥ Retention Estimates 1ls storage Utilization
Max.
Free Space
Curent W | I B Camerss with Max
B Camersswithout Max}
Other
Ectimated 1 | Aoes
[l safety Buffer

Storage Utilization displays a graphical representation of current and estimated storage usage by data
type. Rolling over the bars presents either a data type's current or predicted storage usage along with
the its color's key information, also available on the right side of the pane. This data allows for a quick
visual guide to what types of cameras or apps are utilizing the most and least space so that retention
policies may be adjusted accordingly.
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Archive Storage

Archiving is the automated transfer of recordings from Regular storage to Archive storage. Archiving
frees up space in the Regular pool to meet retention policies. Archiving is performed after a specified
number of days, and can selectively move any combination of continuous, alarm, and motion video.
Using Archive storage requires a defined Archive Retention Policy.

] ARCHIVE STORAGE

DRIVE PATH STORAGE POOL TYPE OVERFLOW DRIVE VIDED SPACE DISK SPACE DISK UTILIZATION STATUS

A e O Y :2xc: e orsooc: [ N

Adding a Drive

Adding one or more drives to the Archive pool is identical to and described in the Regular Storage sec-
tion.

Archive Storage Retention

When configured to use Storage Pools, storage retention policies are based on a per-camera con-
figuration as opposed to Volume-wide settings and Scheduled Tasks. Previous versions of Com-
pleteView using simple Volumes would move video data from a Regular to an Archive volume after a
set number of days by creating a Scheduled Task. That video data would then be deleted from that
Archive volume after the number of days entered into its Max Video Age setting. The length of video
retention was therefore based on the configurations of each of the Volumes on which the data was
stored. With Storage Pools, the length of time video data is retained is configured at the camera level,
as detailed below.

Archive Storage Retention Policy & Behavior

Storage Retention Policy is used for setting minimum and maximum retention limits on a per-camera
basis. Minimum Retention sets the minimum number of days a camera's video is stored in the storage
pool. Maximum Retention sets the maximum number of days a camera's video is stored. Setting the
Maximum Retention creates a point at which deletion of that camera's video begins, regardless of exist-
ing free space. Not configuring both Minimum and Maximum Retention settings results in video being
stored until the storage location is full, and FIFO (First In First Out) deletion occurs. Detailed retention
scenarios are described in the Regular storage section.

Note that the process of archiving video as configured by the Start Time is independent of the process
for deletion of expired video as configured by the Max Retention setting, which automatically occurs
around midnight. When changing either a Start Time or a Max Retention duration and then saving the
setting to the Recording Server, files that meet deletion criteria will be removed.

Archive Storage Retention Policy Configuration

The value set for a camera's Regular Minimum Retention policy must be greater than the Archive Stor-
age Archive After # of Days value. If this policy is violated, CompleteView will generate an error mes-
sage. If left to Unspecified, archiving will not occur.
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£5 FRETENTION

" Retention Estimates ||. Storage Utilization
3 2 h

Steps (for a single camera):

Select Retention Policy
Select the desired camera
Define the Retention (in days)
Select the recording type(s)
Save the configuration

AR S o

Archive After # Days
Continuous

Alarm

Motion

Start Time

(<< << << < < <]
(<< << << < <N <]
(<< << << < <N <]

Steps (for multiple cameras):

1. Select Retention Policy

2. Either use Select All or conventional cntrl/shift+click methods to select the desired cameras
3. Use the dropdown menu to select the desired parameter
4

. Use the arrows to select the desired number of retention or archive after days, true/false for
a given recording type, and set the start time.

Click Apply
Save the configuration

o
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Archive Storage Retention Estimates

=5 RETENTION

Q Search

(o] CAMERA NAME
Office-1
Office-2
Office-3
Office-4
Office-5

Office-6

B T

Office-7

Office-8

w0 o

PTZ

@ Retention Policy " Retention Estimates Il: Storage Utilization

WRITE RATE (7D) WRITE RATE (D)  RATE STATUS ACTUAL EST (7D) EST(ID)  ESTIMATED RETENTION REQ
A55GB/ Day 16,1 G3 / Day ® 17.7 G2 /3 Days 413GB 5O0GE
4,87 GB / Day 17.8 GB / Day e 19.2 GB /3 Days 449 GB f.41GE | —
040 GB / Day 1.43 G3 / Day ® 156 G2 /3 Days 365 GB os2G68 !
1.00 GB / Day 6.6 GB / Day ® 732 GE/ 3 Days 17.1 GB zaiGe
0.2 GB / Day 338 GB / Day ® 350GE/ 3 Days 837 GB 12068 ™
0.91 GB / Day 321GB /Day ™ 352GE/ 3 Days 221 GE 1176e ™
2.47 GB / Day 279 GB / Day ® 0.61GE /3 Days 224 GB 3pGp .
1.85 GB / Day 6.67 GB / Day ® 728 GE/ 3 Days 17.0 GB 243Gp .
732G3/ Day 189 GB / Day ® 247 GB /3 Days 576G 5l2Gp —

Storage Retention Estimates are intended to provide Administrators with historical and predictive data
indicating whether or not adequate storage has been allocated to a given camera to meet the con-
figured minimum retention requirements. Analysis is based on comparing historical averages with cur-
rent write rates against currently allocated drive space. If the calculated required space is not available,
a warning is issued once an hour until enough space is available by either freeing up existing drive

space or adding more.

Heading

Write Rate (7D)

Write Rate (1D)

Rate Status

Actual

Est (7D)

Est (1D)

Estimated Retention Req

Data

The 7 day write rate is the exact amount of data written by the cam-
erain the last 7 days.

The 1 day write rate is the exact amount of data written by the cam-
era in the last day.

Indicates if the average consumption of storage space based on a
camera's write rate falls within current norms. If the 1 day average
exceeds the 7 day average, a warning status indicator will be dis-
played. A write rate increase of 20% will generate a yellow status,
while a 40% increase will generate a red status. Note that the status
will eventually return to green as the new average becomes the
norm.

Indicates the amount of data written by that camera over the spe-
cified number of days.

Estimated 7 day storage requirements based on historical write rate
data, calculated by multiplying the Est (1D) by 7.

Estimated 1 day storage requirements based on historical write rate
data, calculated by divding the total bytes of storage written by the
camera by the number of days the camera has been recording.

The top bar graphically represents the 1 day estimated retention
requirements, and the bottom bar represents the 7 day estimated
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Heading Data

requirements.

Archive Storage Utilization

@ Retention Policy ¥ Retention Estimates 1ls storage Utilization
Max.
Free Space
Curent W | I B Camerss with Max
B Camersswithout Max}
Other
Ectimated 1 | Aoes
[l safety Buffer

Storage Utilization displays a graphical representation of current and estimated storage usage by data
type. Rolling over the bars presents either a data type's current or predicted storage usage along with
the its color's key information, also available on the right side of the pane. This data allows for a quick
visual guide to what types of cameras or apps are utilizing the most and least space so that retention
policies may be adjusted accordingly.
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Backup Storage

Backup provides a means of redundancy for the Regular pool. Backups can be configured to auto-
matically duplicate continuous, alarm, and motion video from the Regular pool to the Backup pool. Use
of Backup storage requires a defined Backup Retention Policy, and writing videos to Backup storage
may be configured to take place at the same time as writing video to Regular storage.

=0 BACKUP STORAGE

Q search v | Select Al
DRIVE PATH STORAGE POOL TYPE 'OVERFLOW DRIVE VIDEO SPACE DISK SPACE DISK UTILIZATION STATUS
m Baciue O o [ oo fecor o7 e [N | L]

Adding a Drive

Adding one or more drives to the Backup pool is identical to and described in the Regular Storage sec-
tion.

Backup Storage Retention

As with Archive storage, the backup process is cumulative for retention calculation purposes. For
example, if a retention time of 30 days is desired, set the camera's Backup Max Retention time to 30
days. If video is backed up from Regular to Backup storage after 5 days and the maximum retention for
the camera's video is set for 30 days, the video will be 30 days old from the day of recording before it's
deleted, having existed for 5 days in Regular storage then 25 days in Backup.

Backup Storage Retention Policy & Behavior

Storage Retention Policy is used for setting minimum and maximum retention limits on a per-camera
basis. Minimum Retention sets the minimum number of days a camera's video is stored in the storage
pool. Maximum Retention sets the maximum number of days a camera's video is stored. Setting the
Maximum Retention creates a point at which deletion of that camera's video begins, regardless of exist-
ing free space. Not configuring both Minimum and Maximum Retention settings results in video being
stored until the storage location is full, and FIFO (First In First Out) deletion occurs. Detailed retention
scenarios are described in the Regular storage section.

Note that the process of backing up video as configured by the Start Time is independent of the pro-
cess for deletion of expired video as configured by the Max Retention setting, which automatically
occurs around midnight. When changing either a Start Time or a Max Retention duration and then sav-
ing the setting to the Recording Server, files that meet deletion criteria will be removed.

Backup Storage Retention Policy Configuration

Backup retention policy configuration is dependent upon the Regular retention policy for a given cam-
era. A camera's Regular Min Retention value must be greater than the Backup policy's Backup After

# Days value, and the Backup policy's Max Retention value must be greater than the Regular Max
Retention value. CompleteView displays an error message if an invalid configuration is attempted. If
Backup After # Days is left Unspecified, backup will not occur.

Synchronous Backup
Setting a value of O for Backup After # Days will back the camera's video up at the same time as its

video is being written to Regular storage, creating a synchronous backup. Time of day does not apply
to cameras configured for synchronous backup.
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£5 FRETENTION

" Retention Estimates ||. Storage Utilization
3 2 h

Steps (for a single camera):

Select Retention Policy
Select the desired camera
Define the Retention (in days)
Select the recording type(s)
Save the configuration

AR S o

Archive After # Days
Continuous

Alarm

Motion

Start Time

(<< << << < < <]
(<< << << < <N <]
(<< << << < <N <]

Steps (for multiple cameras):

1. Select Retention Policy

2. Either use Select All or conventional cntrl/shift+click methods to select the desired cameras
3. Use the dropdown menu to select the desired parameter
4

. Use the arrows to select the desired number of retention or Backup after days, true/false for
a given recording type, and set the start time.

Click Apply
Save the configuration

o
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Backup Storage Retention Estimates

=5 RETENTION

Q Search

(o] CAMERA NAME
Office-1
Office-2
Office-3
Office-4
Office-5

Office-6

B T

Office-7

Office-8

w0 o

PTZ

@ Retention Policy " Retention Estimates Il: Storage Utilization

WRITE RATE (7D) WRITE RATE (D)  RATE STATUS ACTUAL EST (7D) EST(ID)  ESTIMATED RETENTION REQ
A55GB/ Day 16,1 G3 / Day ® 17.7 G2 /3 Days 413GB 5O0GE
4,87 GB / Day 17.8 GB / Day e 19.2 GB /3 Days 449 GB f.41GE | —
040 GB / Day 1.43 G3 / Day ® 156 G2 /3 Days 365 GB os2G68 !
1.00 GB / Day 6.6 GB / Day ® 732 GE/ 3 Days 17.1 GB zaiGe
0.2 GB / Day 338 GB / Day ® 350GE/ 3 Days 837 GB 12068 ™
0.91 GB / Day 321GB /Day ™ 352GE/ 3 Days 221 GE 1176e ™
2.47 GB / Day 279 GB / Day ® 0.61GE /3 Days 224 GB 3pGp .
1.85 GB / Day 6.67 GB / Day ® 728 GE/ 3 Days 17.0 GB 243Gp .
732G3/ Day 189 GB / Day ® 247 GB /3 Days 576G 5l2Gp —

Storage Retention Estimates are intended to provide Administrators with historical and predictive data
indicating whether or not adequate storage has been allocated to a given camera to meet the con-
figured minimum retention requirements. Analysis is based on comparing historical averages with cur-
rent write rates against currently allocated drive space. If the calculated required space is not available,
a warning is issued once an hour until enough space is available by either freeing up existing drive

space or adding more.

Heading

Write Rate (7D)

Write Rate (1D)

Rate Status

Actual

Est (7D)

Est (1D)

Estimated Retention Req

Data

The 7 day write rate is the exact amount of data written by the cam-
erain the last 7 days.

The 1 day write rate is the exact amount of data written by the cam-
era in the last day.

Indicates if the average consumption of storage space based on a
camera's write rate falls within current norms. If the 1 day average
exceeds the 7 day average, a warning status indicator will be dis-
played. A write rate increase of 20% will generate a yellow status,
while a 40% increase will generate a red status. Note that the status
will eventually return to green as the new average becomes the
norm.

Indicates the amount of data written by that camera over the spe-
cified number of days.

Estimated 7 day storage requirements based on historical write rate
data, calculated by multiplying the Est (1D) by 7.

Estimated 1 day storage requirements based on historical write rate
data, calculated by divding the total bytes of storage written by the
camera by the number of days the camera has been recording.

The top bar graphically represents the 1 day estimated retention
requirements, and the bottom bar represents the 7 day estimated
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Heading Data

requirements.

Backup Storage Utilization

@ Retention Policy ¥ Retention Estimates 1ls storage Utilization
Max.
Free Space
Curent W | I B Camerss with Max
B Camersswithout Max}
Other
Ectimated 1 | Aoes
[l safety Buffer

Storage Utilization displays a graphical representation of current and estimated storage usage by data
type. Rolling over the bars presents either a data type's current or predicted storage usage along with
the its color's key information, also available on the right side of the pane. This data allows for a quick
visual guide to what types of cameras or apps are utilizing the most and least space so that retention
policies may be adjusted accordingly.
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Storage Pool Notifications

Notification
Insufficient Retention
(warning)

Write Failed

Delete Failed

Free Pool Space Failed

Storage Threshold Met

Minimum Camera Retention
Active

Minimum Retention Violation

Pool Drive Offline

Pool Drive Online (normal)

Overflow Drive Active

Overflow Drive Inactive
(normal)

Description

Warns the user that there is not enough storage to meet the estimated
retention requirements.

Indicates a failure to write a video clip or create video folder during
write operation.

Indicates a failure to delete a video clip or video folder during a FIFO,
Expiration, or Archive process.

Indicates that the FIFO was unable to clear enough space in the pool
to continue to record. On a properly configured system, indicates a
catastrophic failure.

Warns the user that the total free space of the pool has fallen below
the user defined percentage.

FIFO is deleting video from cameras with a minimum retention policy
defined. This does not indicate that a minimum retention policy has
been violated.

FIFO is deleting video data from cameras with a minimum retention
defined and the established policy of ‘n’ days has been violated.

Pool drive offline will be sent when an active drive in a pool goes off-
line, indicating the Recording Server can no longer see the drive.
Follows a Pool Drive Offline alert. Pool drive online will be sent when a
previously offline pool drive becomes active, indicating the Recording
Server can see the drive again.

Sent when any camera is writing to an overflow drive in the Regular
pool.

Follows an Overflow Drive Active alert. Sent when the system stops
writing to an Overflow drive to a Regular, non-overflow drive.
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Recording Servers Schedules & Home Presets

The Schedules Panel is used to set up recording schedules for video and PTZ Home Presets. If the exist-
ing Client does not have any PTZ presets or PTZ cameras, then the Home Preset Schedule should
remain blank.

Each Recording Server hosts its own schedule for recording video and Home Presets. Up to four Home
Presets per camera can be configured to go to the home position at schedule times.

EMAEBLE ENTITY SCHEDULE NAME SCHEDULE TYPE DEFAULT
Camera Haoliday Date v |:|
Week
Schedule Types

There are two schedules types. The appearance and menu options of the schedules will change to
match the selected type. All schedules begin at midnight (00:00).

Type Description
Date Sets a schedule for one day

Week Schedule for any group of days in a given week, including Saturday and/or Sunday.

Schedule Visuals

The color on the timeline represents the intended action, and the duration of the colored timeline rep-
resents when the action is supposed to occur. The absence of color anywhere on the timeline indicates
that no action is to be taken for the hours and minutes where the color is missing. The action could be
video recording or a Home Preset. Recording of the video is identified by colors that are associated
with four recording types. A quick visual inspection should allow easy understanding of the types and
duration of the various schedules.

Recording Color Code

The colored schedule buttons are named to indicate the recording type they represent. Different situ-
ations will require different recording schedule configurations.

RECORDING TYPES

" contruos s " own —

A Word About Pre-Alarm

Because motion events can be extremely short, Pre-Alarm helps to add enough information to each
motion event so that the event can tell its story in full. Pre-recording is unique because it records con-
tinuously for a set period (in seconds) and adds the pre-recording to a motion or alarm recording as if it
were part of the original motion or alarm event. Pre-Alarm shortens the total recording time when
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compared to continuous and motion or continuous and alarm. Pre-Alarm must be configured to work
with each camera with which it's associated. Pre and Post-recording are found by selecting a camera,
then selecting the Recording panel.

Configuring a camera with a (5) five-second Pre-Alarm and the camera captures a three (3) second
Motion event would result in a total recording duration of nine (9) seconds for the entire motion event.
CompleteView adds a default unchangeable post-motion recording of one (1) second to all motion
events.

Pre-Alarm and Continuous Record may not be selected simultaneously for the same schedule. Continu-
ous Recording may be set to record in parallel with alarm or motion, and during playback, the user may
filter-out the continuously recorded video and review only motion or alarm recordings.

Add an Everyday Recording Schedule

Steps:

@ Schedules

I -
l 1 - Add Schedule S

ENABLE

SCHEDULE NAME

(® SCHEDULE

RECORDING TYPES

11

PERIODS

M 00:00:00 - 23:59:50

\ Remove

1. Right-click on Schedules and select Add Schedule (Week Schedule, if prompted)
2. Click on the desired recording type(s) or Home Preset, so they display a checkmark

3. Either use your mouse pointer and drag it from left to right across the timeline in order to
enable the desired recording for the entire day or manually enter the Start and End times
and click Insert. Manually entering the start and end times allows for more precise con-
figuration.

4. Alternatively, different recording types may be placed at different hours of the day by select-
ing the recording type and dragging the mouse pointer across the desired time or manually
entering the start and end times.

5. Alternatively, you may also copy a day’s schedule and paste it to another day.

6. Configured recording periods are shown in the table to the right of the timeline and may be
sorted and removed.

7. Check the boxes to associate cameras to the schedule. Variations in schedules for individual
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cameras will require the creation of separate schedules for the affected cameras.
8. Save the configuration

Remember If Pre-Alarm is selected, be sure to set the Pre-record time in the Camera’s Record Panel
for each affected camera and save the configuration when completed.

Create a Date Schedule

@ Schedules

—
l 1 - Add Schedule h

ENABLE ENTITY SCHEDULE NAME SCHEDULE TYPE DEFAULT

(@ SCHEDULE % CAMERAS
oaTe Q search
9/2/2020 1D NAME USE
1 GenllCapture Card #1 Cameral ]
2 GenllCapture Card #1 Camera2 [ ]
~ u 3 GenllCapture Card #1 Camera3 ]
: | 4 Genll Capture Card #1 Camerad [ ]
' [v]
6 6 AXIS M1144-L - 00408CDBASGE D
T AXIS M2014-E - 00408CE21EC3 [:]
RECORDING TYPES 8 AXIS M3014 - 00408CAQETAE D
12 Hrs 15Hrs 18 Hrs 21 Hrs 24 Hrs R a 415 P1204 - 00408CE1CARE D
4 4+ 4 ¢+ ¢ ] 4 ¢/ 1 | ¢ | | 4 | [ | | P o - e — [:]
M 05:00:00 - 23:48:00 1 AXIS P1375 - ACCCBECBAETE E]
Start € 00:00:00 - 23:22:00 12 AXIS P3365 - ACCCREOCE62D [l
End [ | 13 AXIS P3367 - 00408CEO048E 0
14 AXIS P3367 - 00408CE00496 D
15 AXIS Q1602 - 00408CC56602 C]
16 AXIS Q1602 - 00408CC566B3 [:]
17 AXIS Q1602 - 00408CC566B4 C]
HOME PRESETS
18 AXIS Q1604 - 00408CC5F467 D
ST 19 AXIS Q6044 - 00408CECDS11 D
20 AXIS QB6215-LE - ACCCBEBFB028 C]
| Homepreses -priority 1. Home Preset - priorty [ NEREER <= 21 Uniden 4MTPD-MVF at 1721847 ]
[ HomePresst-Prcritya |  Home Preset - Priority fné 22 Avigilon 12MP FE 120-H4F-D01- [ ]
23 Avigilon 9MP 9W-H3-3MH-DP1-1 C]
1. From the server pane, right click on Schedules, Select Add Schedule
2. Select Date from in the Schedule Type pull-down menu
3. When a calendar appears, select year, month, and day
4. Select Add
5. The date should appear in “Date” area, above and to the right of the Add button
6. Select the cameras for which the Date Schedule should apply
7. Add the desired recording type (color the timeline) with the mouse pointer

a. Click on the colored bar(s) that represents the desired recording type

b. Drag your mouse pointer from left (O hrs.) to the right (24hrs) across the timeline to fill all
24 hrs. Mouse movement must be from left to right!

c. Alternately, manually enter in the Start and End times, and click Insert. This method allows
for greater precision when creating the schedule.
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8. Recording periods are displayed to the right of the timeline, may be sorted, and removed.
9. Save the configuration when the schedule is complete

Home Presets

Home Presets enable the Administrator to send the same PTZ camera to as many as four different
Home (Preset) Position at four different scheduled times. The feature sends a PTZ camera Home after
the inactivity-time has expired.

Configure a Four (4) PTZ Home Presets Schedule

f_v“' Return Home after Inactivity

Home Preset - Priornity 1 Preset 1 e
Home Preset - Priority 2 Preset 4 e
Home Preset - Prionity 3 Preset 7 e
Home Preset - Priority 4 Preset 12 e

Select a Server
Select a PTZ camera
Select the PTZ panel

In the PTZ Settings Panel create up to four different PTZ positions. Up to four positions are
supported as home positions.

Set the Inactivity Time in seconds
Use the menu to enter the desired PTZ positions in the four Home Preset locations
Save the configuration

Go to the same server's schedules configuration to configure a schedule for the home pre-
sets.

pPObdE

© NOo WU

Set a Schedule for Home Positions

Note: Two home positions cannot occupy the same hours on the schedule.

The illustration below shows how four different Home Presets should be scheduled for a single cam-
era, with each Home Preset scheduled for a different period. If a second camera is required, then a
second schedule should be configured for the second camera.
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Select Al
Start by selecting to which camera(s) D NAME USE
the Home Preset schedule should be 1 tereect 0
applied. Home Preset schedules are rlersecton
only applicable to PTZ cameras. 2 Parking Garage PTZ v
3 Intersection 2 E
4 Sidewalk E

HOME PRESETS

x 8 B
PERIODS
P112:00:00 AM - 06:00:00 AM
P2 06:00:00 AM - 12:00:00 PM
P3 12:00:00 PM - 06:00:00 PM

P4 06:00:00 PM - 11:59:59 PM

Home Preset - Priority 1 Home Preset - Priority 2 _ Start | 6 : 00: 00 PM C

1. Schedule the hours of each day that the desired camera should return to Home 1
a. Select the desired Home preset button with a checkmark

b. Using your mouse, drag left to right to fill the timeline for Home 1 or manually enter the
Start and End times, and click Insert

c. Asrequired, repeat step b as needed for Home 2-4
2. Ensure that Home Preset schedules do not overlap each other
3. Save the configuration when the schedule is complete

Delete a Home Preset Schedule

HOME PRESETS
x 8 B

PERIODS

P2 06:00:00 AM - 12:00:00 PM
P32 12:00:00 PM - 06:00:00 PM

P4 06:00:00 PM - 11:59:58 PM

Remove
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. Select the Home Preset button so that a checkmark is on it
. Select the erase button so that a checkmark is on it

. Position your mouse pointer on the far left end of the home preset color you wish to erase in
the timeline

. Hold the left mouse button, and draw the pointer from left to right across the color to erase

. Alternatively, select a day on the schedule, and select the clear icon to clear the presets for
that day (select Apply to All Days to clear the entire preset schedule).

. To delete just one preset period, select the day, the period from the table to the right of the
timeline, and click remove.

. Save the configuration
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Security Settings

Security protocols may be implemented system-wide from the Common Settings Security screen, or
per individual Recording Server. Recording Servers share similar settings with those located in Com-
mon Settings. Settings changed at the Common Settings level will be applied to all Recording Servers in
the deployment, while Settings changed at the Recording Server level impact only that specific
Recording Server.

Overview

CompleteView contains facilities for secure web-based communications via HTTPS. To be used prop-
erly these security facilities require local, per site management of digital certificates. This section of the
manual deals with the practicalities of creating and configuring both self-signed certificates and cer-
tificates from a certificate authority. For more information, see Digital Certificate Management and
More.

A digital certificate must be enabled on each Recording Server that will employ secure (HTTPS) web-
based video streaming.

B APPLY CERTIFICATES

Q Search
ENABLE NAME ISSUER VALID FROM VALID TO SUBJECT SIGNATURE ALGORITHM
Trusted C=US, O=DigiCert Inc, CN=DigiCe Apr 16 00:00:00 2019 GMT May 26 12:00:00 2021 GMT  C=US, ST=Texas, L=Austin, O=5ali sha256WithRSAEncryption
D asddf C=Us Jun 6 03:54:07 2019 GMT Jul 6 05:5407 2019 GMT C=Us sha1WithRSAEncryption
D test Jun 7 14:07:00 2019 GMT Jul 7 14:07:00 2019 GMT sha1WithRSAEncryption

[:] Trusted Again C=Us, O=DigiCert Inc, CN=DigiCe Jun 7 00:00:00 2019 GMT May 26 12:00:00 2021 GMT ~ C=US, ST=Texas, L=Austin, O=Sali sha256WithRSAEncryption

Minimum TLS Version | TLS 1.0 (default) = %

TS 11
Ts12

Manage Certificates v

State Or Provinee Name (full name)
Locality (e.g. city)

Organization Name (e.g. company)
Organizational Unit Name (e.g. section)

Note that the Minimum TLS version is selectable per Recording Server, but not from the Management
Server.

Create Self Signed Certificate

CompleteView comes with a pre-installed certificate, which has a number of limitations that should pre-
clude its use in a production environment. First, it is formally associated with the CompleteView
Recording Server, and not the site-specific server on which it resides and for which it is to serve as cre-
dentials. Second, it is self-signed as opposed to coming from a certificate authority.

CompleteView supports the quick creation of a certificate that suffers only from the second of these
limitations.

While logged into the Desktop Client, select the Configure module. Either select Common Settings or
the desired Recording Server, select Security, then click the Manage Certificates button near the bot-
tom of the window. It is recommended that you fill in all fields with reasonable values, except possibly
the organizational unit name (which is commonly omitted in certificates). For the common name (the
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last field), it is important that you use the name by which the server will be accessed over the web.
Enter a friendly name for the certificate. This value is used merely to distinguish among the certificates
managed by CompleteView. Any string is legal, though it is recommended to avoid the empty string
and to generally keep the friendly names distinct and recognizable. Click Create Self Signed Certificate

when done, and Save the server configuration.
B APPLY CERTIFICATES

Q Search

ENABLE NAME
1. At the bottom of the Apply Certificates _

window, click on Manage Certificates.

2. Enter the proper information in the
fields.

3. Click the button labeled Create Self
Signed Certificate.

Minimum TLS Version = TLS ver 1.1

1
Manage Certificates |y A

Friendly Mame | | Trust Me Create Certificate Signing Reguest

Country Name {two-letter code) | US Create Self Signed Certificate

State Or Province Mame (full name) | Your State Create Self Signed Certificate

a_ Locality (e.g. city)  Your City

Organization Name (e.g. company)  Your Company

Organizational Unit Name (e.g. section) | Your Unit

WINWLOCOD0COM.COm ] Complete Certificate Signing Request

4. Your Self-Signed Certificate will be visible in the certificate list.
5. Select Enable and set your Minimum TLS version with the drop-down menu.
6. Save the Configuration.

Common Name (e.g. server’s fully qualified domain
— name)

ENABLE NAME ISSUER VALID FROM VALID TO SUBJECT SIGNATURE ALGORITHM

C] Preinstalled C=US, 8T=TX, L=Austin, O=5al Sep 30 18:15:14 2019 GMT Sep 29 18:15:14 2020 GMT  C=US, ST=TX, L=Austin, O=5al sha2 S6WithRSAEncryption

| —
Minimum TLS Version | TLS ver 1.1 hd 5 4
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Create Certificate Signing Request for Certificate Authority

Note that Signing Requests may only be generated from within CompleteView for individual Recording
Servers, and not via Common Settings.

Self-signed certificates tend to scale poorly, and are deemed inadequate in most security-conscious
environments. CompleteView provides support for creating and using a certificate signed by an

external certificate authority.

While logged into the Desktop Client, select the Configure module. Select the desired Recording
Server or Common Settings, select Security, then click the Manage Certificates button near the bottom
of the window. It is recommended that you fill in all fields with reasonable values, except possibly the
organizational unit name (which is commonly omitted in certificates). For the common name (the last
field), it is important that you use the name by which the server will be accessed over the web. Enter a
friendly name for the certificate. This value is used merely to distinguish among the certificates man-
aged by CompleteView. Any string is legal, though it is recommended to avoid the empty string and to
generally keep the friendly names distinct and recognizable.

1. Repeat steps 1-4 for Creating a Self-Signed Certificate.
2. Click the button labeled Create Certificate Signing Request.

Friendly Name

Country Name (two-letter code)

State Or Province Mame (full name)

Locality (e.g. city)

Organization Mame (e.g. company)

Organizational Unit Name (e.g. section)

Commeon Name (e.g. server's fully qualified domain
name)

Trusted Authority

us

Your State

Your City

Your Company

Your Unit

OO000000LComM

A Create Certificate Signing Request

Create Certificate Signing Request -
ite

Complete Certificate Signing Request

3. Specify a name and location to

save the .PEM file.

4. Upload or e-mail the .PEM file
you saved to the certificate

signing authority.

After your certificate authority has returned the “PEM” file:

[ SaveAs

« -4

<« Docum... »

Organize + New folder
Documents # *  Name
< Downloads  #
[&] Pictures #*
[ valhalla ”

New Logo &

Pass to Rober #

[ This PC
8 3D Objects
[ Desktop

Certificate Request

~

x
v & Search Certificate Request p-]

= @

Date modified Type

File name: | Certificate Request

Save as type: | PEM Files (*.pem)

 Hide Folders

5. Enter the Friendly Name that you chose for your Certificate Signing Request.
6. Click on Complete Certificate Signing Request.
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Friendly Name | Trusted Authority

Country Name (two-letter code)  US

State Or Province Name (full name)

Locality (eg. city)

|Grganization Name (e.g. company)

brizational Unit Name (e.g. section)

(e.g. server's fully qualified domain
name)

8

Create Certificate Signing Request
Create Self Signed Certificate

Complete Certificate Signing Request

Complete Certificate Signing Request

© Open

A ||« Docum... > Certficate Request v

Organize > New folder

A Name -
# Quick access
B Deskiop
Documents
& Downloads
=] Pictures

[ valhalla

7] igned Certficote pern

% %% %%

NewLogo & Branding
Passto Robert Randel or Marl

O This PC
J 3D Objects

v o<

x
Search Certficate Request 0
=y ™M @

Date modified

10/17/2019 %:34 Al

7. Navigate to the .PEM file returned by your signing authority and click open.

8. The certificate will populate in the certificates list.

9. Save the configu

ration.
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Recording Servers Info Panels

Many of the informational panels for the Recording Server are identical to those found in the Dash-

board.

=i, CONNECTION INFO (0 DAYS, 3 HOURS, 15 MINUTES, 40 SECONDS)

Hest:  betademo.sw
betademo. we
73.064

None

Friendly Name:
Version:

Coordinates:

SERVER PERFORMANCE CONNECTIONS

Analog Licenses:

License Info:
Product ID:

Enterprise
19PF5-VAMNI-00VF1
0 Qut Of 150 used

IP Licenses: 10 Out Of 150 used

Sower e

TYPE

Regular

USER
Server Viewer
CVDemo
CVDemo
CVDemo
CVDemo
CVDemo
CVDemo

CVDemo

CONNECTION

Server CPU System CPU
% Utilization 419% % Utilization 53 %
.
floo L floo
=~ s I S
] 0
214:05 PM 21504 PM 21405 PM 2:15:04 PM
Server Memary System Memory
Memory Usage 657TMB  Memory Usage 4,809 MB
1000 10000
500 5000
0 [
2:14:05 PM 21504 PM 21405 M 2:15:04 PM
[7) EVENTS
DATE TIME EVENT CAMERA
3/13/2023 2:15:03 PM Recording Failed & - Sidewalk and Clack - Virtual
3/13/2023 2:15:03 PM Recording Failed 6 - Sidewalk and Clock - Virtual
3/13/2023 2:15:03 PM Recording Failed 6 - Sidewalk and Clock - Virtual

STATUS FREE (MB)

Good 82,325

PEER CLIENT
127.00.1
172.181.109
172181109
172.181.109
172181109
172.181.109
172181109

172.181.109

USER

VIDEO SPACE

G

TOTAL (MB)

511,981

DESCRIPTION

Remote Playback from 3/11/2023 5:00:00 AM
Remote Playback from 3/11/2023 5:00.00 AM
Remote Playback from 3/11/2023 5:00:00 AM
Remote Playback from 3/11/2023 5:00:00 AM
Remote Playback from 3/11/2023 5:00:00 AM
Remote Playback from 3/11/2023 5:00:00 AM

Remote Playback from 3/11/2023 5:00:00 AM

DESCRIPTION

Failed to start alarm recording on
camera 6. Not starting recording: The
recording schedule is not active, Type:
Alarm

Failed to start alarm recording on
camera 6. Not starting recording: The
recording schedule is not active, Type:
Alarm

Failed to start alarm recording on
camera 6, Not starting recording: The
recording schedule is not active, Type:
Alarm

Failed to start alarm recordina on

1

| BN BN BN BN BN BN BE BN BN |
I -

1

NAME
Intersection- Virtual
Parking Garage PTZ-
Intersection 2- Virtu:

Sidewalk- Virtual

Entrance Road- Virt,

Sidewalk and Clock - Failed to start alarm recording ¢

Breakroom Sony SNI
Front Door - Axis P3
Lobby Hallway - Hik'
Marketing Hallway -

QuickTrack

ewalk and Clocl

3/13/202

Normal

3 2:13:58 PM3/13/2023 2:14:18 PM3/13/2023 2:14:18 PM

~ <4 <d - p> P>l H

DESCRIPTION

Started Camera.
Started Camera.
Started Camera.
Started Camera.

Started Camera.

Started Camera.
Started Camera.
Started Camera.
Started Camera.

Stopped Camera

For information about the Server Info/Title Bar, Click Connection Info Panel.

For information about the Storage Panel, Click Storage Pool Introduction.

For information about the Server Performance panel, Click Server Performance Panel.

For information about the Connections Panel, Click Connections Panel.

For information about the Events Panel, Click Events Panel.

For information about the Cameras Panel, Click Cameras Panel.

-221 -



Recording Server Viewer

The Recording Server Viewer provides real-time monitoring of the local Recording Server's cameras,
volumes, system, connections, and events. Its functionality is similar to Recording Servers Info Panels
contained within Configuration.

The Recording Server Viewer is installed during the Recording Server installation process, and resides
in the Windows System Tray.

1:54 PM
6/20/2019

The information displayed pertains only to the local Recording Server, and is refreshed per user ses-
sion.

For more information about the individual panels, see the links below.

s e

=i, CONNECTION INFO (0 DAYS, 3 HOURS, 15 MINUTES, 40 SECONDS)

Host: - betademo. sl License Info: Enterprise TYPE STATUS FREE (MB) TOTAL (MB) VIDEO SPACE NAME DESCRIPTION
Friendly Name: betademo. s Product ID:  19PF53-VAMNI-00VF1 .
Version: 7.3.0.64 Analog Licenses: 0 Qut Of 150 used Regular Good 82335 511.981 G B 1 Intersection- Virtual Started Camera.
Coordinates: None IP Licenses: 10 Qut Of 150 used | 2 Parking Garage PTZ- Started Camera.
SERVER PERFORMANCE = CONNECTIONS | 3 Intersection 2- Virtu: Started Camera.
B 4 Sidewalk- Virtual Started Camera.
Server CPU System CPU USER PEER CLIENT DESCRIPTION
o . M 5 Entrance Road- Virt Started Camera.
9% Utilizati 419% 9% Utilizati 53 %
feEnn, o oo - Server Viewsr  127.00.1
100 Ly 100 B 6 Sidewalkand Clock - Failed to start alarm recording c
- P I e CVDemo  172.18.1.109 Remote Playback from 3/11/2023 5:00:00 AM B 7 Sreckroom Sony SN Started Camera,
—_— —_—
) . CVDemo  17218.1.109 Remote Playback from 3/11/2023 5:00:00 AM B 8 FrontDoor- Ads P2 Started Camera.
21405 PM 21500 ZIEE PN IS4 P CYDemo 172181100 Remate Playback from 3/11/2023 5:00:00 AM B 9 Lobby Hallway - Hik Started Camera.
server Memary System Memory CVDemo 172181102 Remote Playback from 3/11/2023 5:00.00 AM B 10 Marketing Hallway - Started Camera.
Memory Usage 657 MB  Memory Usage 4,809 MB )
e oo CVDemo  172181,109 Remote Playback from 3/11/2023 50000 AM 1 QuickTrack Stopped Camera
0 000 CVDemo  172.18.1.109 Remote Playback from 3/11/2023 5:00:00 AM
o o CVDemo  172.18.1.109 Remote Playback from 3/11/2023 5:00:00 AM
2:14:05 PM 2:15:04 PM 21405 PM 2:15:04 PM
[) EVENTS BY @ x () sidewalk and Clock - Virtual - PLAYBACK
DATE TIME EVENT CAMERA CONNECTION USER DESCRIPTION ] -8 1% {
Failed ta start alarm recarding on
3/13/2023 21503PM  Recording Failed 6 - Sidewalk and Clock - Virtual camera 6. Not starting recording: The
recording schedule is not active. Type:
Alarm
Failed to start alarm recording on
3/13/2023 21503PM  Recording Failed 6 - Sidewalk and Clock - Virtual Enzm @ MBS S 2
recording schedule is not active. Type:
Alarm
Failed to start alarm recording on
i : 2 3/13/2023 2:14:
3/13/2023 21503PM  Recording Failed 6 - Sidewalk and Clock - Virtual camera 6. Not starting recording: The ? DS A A S T
recording schedule is not active. Type:
Alarm I
Failed to start alarm recordina on Normal ™ <t <d b P> P> H=2e

For information about the Server Info/Title Bar, Click Connection Info Panel.

For information about the Storage Panel, Click Storage Pool Introduction.

For information about the Server Performance panel, Click Server Performance Panel.

For information about the Connections Panel, Click Connections Panel.

For information about the Events Panel, Click Events Panel.
For information about the Cameras Panel, Click Cameras Panel.
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NVR Introduction

CompleteView is capable of interfacing with select models of Hanwha (Samsung) and HikVision NVRs
(Network Video Recorder) and DVRs (Digital Video Recorder)*. CompleteView can access both live
and recorded NVR video. NVR support is available only in Pro, Enterprise and Trial editions. *Note:
Hereafter, both devices will be referred to collectively as “NVRs”.

Currently Supported NVRs & Functionality Limitations

The list below reflects currently supported NVRs with their known functional limitations. Consult the
latest Supported Hardware List, located at:

https://www.salientsys.com/support/supported-cameras/

Make/Series/Model Limitation

HikVision DS-7716NI-SP/16 Currently limited to one (1) playback connection. No Export.
HikVision DS-76xx Series (DS-
7604, DS-7608, DS-7616)
HikVision DS-6700 Series (DS-
6704, DS-6708, DS-6716)
Samsung SRN-x73S Series (SRN- SRN-x73S is limited to a maximum of three (3) users. Note: Samsung
473S, SRN-873S, SRN-1673S)  uses RTSP port 558 as opposed to CompleteView's port 554.

Currently limited to one (1) playback connection. No Export

No Export.

Search & Playback

The following apply only to video recorded to an NVR, and not to video recorded to a CompleteView
server by a camera associated with an NVR. See the NVR Storage Option section for more detail.

Clip Search on NVRs is not filtered by events. All clips are returned within the time period specified by
the search parameters regardless of what filters are selected.

Some lag may be evident seeking video.
Playback at any other speed than 1X is inconsistent at present.
Multi-channel playback is currently disabled for all NVRs.

Stressing the seek by holding down the left or right arrow (auto repeat) may hang Playback, and force
the user to re-load the clip.

Smart Search is not supported.
There is no size information (file size) reported for clips stored on a NVR.

Thumbnail search is not currently supported.
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NVR Licensing

Every 8 channels of an NVR count up to one IP license if the NVR Storage Option is set to Store on
NVR.* If the Storage Option is set to VMS Volume, every channel will use an IP license.

*Does not apply to Hikvision encoders.

When adding a new camera/NVR channel to the server configuration, the IP license will be consumed
based on the number of channels already configured. If cloning an NVR channel with storage option
set to NVR and all IP licenses are consumed, cloning is allowed if all 8 channels haven’t been added.
This licensing applies to the following models:

Hikvision Samsung

DS-7604NI-SE/P  SRN-1673S
DS-7608NI-SE/P  SRN-473S
DS-7616NI-SE/P  SRN-873S
DS-7716NI-SP/16

Consult the current Supported Cameras List for the most updated information.

The license restriction is applied as follows:

® An error message will be displayed when adding a new NVR if the license edition is Cloud or
One.

* |f a Recording Server configuration file that has NVRs already configured is loaded on to a Cloud
or One server:

* The server will not load the NVRs

* An “Info” event with a warning message will be logged to the diagnostic logs (logging level must
be Info or higher)

* Cameras configured as NVR channels will no longer be associated with any NVRs. If the storage
option was set to NVR only, it will be reset to VMS volume

* Recording Server will not list any of the NVRs, and cameras will behave like regular IP cameras. IP
model will remain unchanged

* All of the above changes are made to the server’s copy of the configuration in memory. The con-
figuration file itself will not be modified unless a save configuration action takes place

* |f an archived configuration file that includes NVRs is loaded in the Recording Server con-
figuration, the NVRs will be listed, but when the configuration is saved and pushed to the server
the server will perform the same actions as above. Reloading the configuration will remove the
NVRs
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NVR & CompleteView Setup

Configuration of recording schedule, settings, disk management, and backup are performed by the user
using the NVR manufacturer’s supplied interface.

Configuring CompleteView for use with the NVR

Initial configuration of the NVR and its associated cameras is to be done in accordance with the man-
ufacturer’s directions. Once configured, launch the CompleteView Desktop Client, log in, select the
Configure Module, expand the Recording Server to which the NVR will connect, right click on the
“NVRs” menu tree, and select “Add NVR”.

Recording Servers

Overview

Settings
Devices
Volumes

Schedules

@ Ca
k [e]

Triggers

Add NVR

Name the NVR if desired, select the Manufacturer, Model, enter IP Address, verify the HTTP and
RTSP ports, then enter the appropriate credentials and select the NVR'’s time zone. Save the con-
figuration when finished. Port settings configured on the NVR will be applied to its cameras.

ENABLE NVR NAME MAMNUFACTURER IP ADDRESS USER NAME PASSWORD HTTP PORT RTSP PORT TIME ZONE

CHANNEL CAMERA ID CAMERA NAME STORAGE TYPE

Show In Use Cameras Only ‘D | |

Note that the number of channels for a given NVR are determined by that model’s capabilities. A four
channel NVR will have four accessible channels in CompleteView, a sixteen channel NVR will have 16,
etcetera. Note that the screen below will appear after the NVR's cameras have been added to Com-
pleteView, as detailed below.
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ENABLE MNVR NAME  MANUFACTURER MODEL IP ADD... USER NAME PASSWORD HTTP PORT RTSPPORT A TIME ZONE
NVR1 Samsung XRN-16105N 172183237 admin ssssssass 80 558 Central Standard Time
CHANNEL CAMERA ID CAMERA NAME STORAGE TYPE
1 9 NVR-1 Camera 1 VMS Volume | ¥
2 10 NVR 1 VMS Volume | v
3 1 NVR 1 VMS Volume | ¥
4 12 NVR 1 VMS Volume | ¥
5 13 NVR 1 VMS Volume | ¥
6 14 NVR 1 VMS Volume | v
T 15 NVR 1 VMS Volume | ¥
8 16 NVR 1 VMS Volume | ¥
] 17 NVR 1 VMS Volume | ¥
10 18 NVR 1 VMS Volume | v
1 19 NVR 1 VMS Volume | ¥
12 20 NVR 1 VMS Volume | ¥
13 21 NVR 1 VMS Volume | ¥
14 22 NVR 1 VMS Volume | ¥
15 23 NVR 1 VMS Volume | v
16 24 NVR 1 VMS Volume | ¥
Show In Use Cameras Only ‘D

From this screen, all or specified cameras may be configured to use either VMS or NVR storage
volumes, discussed below. Either use the “Select All” button and choose either “Use VMS” or “Use
NVR Storage,” or select the desired volume camera by camera from the dropdown menu and save the
configuration.

Adding the NVR’s Cameras to CompleteView

After successfully configuring and adding the NVR, adding cameras works similarly to adding non-NVR
cameras in CompleteView. Still in the Configure module, click on “Cameras,” and select “Video
Devices”. Select “NVR” as the Driver type, and click “Select” to select all cameras from the new NVR.
Optionally, expand the NVR's camera list by clicking the + icon, and manually select which cameras to
add. Enter a Camera Name, if desired. Finally, click “Add Selected.” The credentials from the added
NVR should automatically grant access to the attached cameras.
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Q Search Connection Type | Network hd | Driver Type | NVR hd | Manufacturers | -- All -- hd
NAME MANUFACTURER MODEL IP ADDRESS CHANNEL COUNT AUTO DETECT SELECT
CHANNEL ID CAMERA NAME SELECT CHANNEL ID CAMERA NAME SELECT
1 NVR-1 Camera 1 [v] 9 [v]
2 [v] 10 [v]
3 [v] 1 [v]
4 [v| 12 [v]
5 [v| 13 [v|
6 [v] 14 [v]
7 [v| 15 [v|
8 [v| 16 [v]
1 Video Devices Found  User Name Password : On-demand : Use OMVIF [ &' Add Selected ]

NVR Storage Option

CompleteView presents two options for recording video from NVR cameras; VMS Volume or NVR
Storage.

If VMS Volume is chosen, the video data is stored on the CompleteView server and behaves much like
video data coming from any camera not associated with an NVR. The CompleteView server is capable
of taking over stream processing as with other cameras whose on-camera capabilities are not natively
supported by CompleteView. Scheduling for the video stream is configured on the CompleteView
server as with any other camera.

If NVR Storage is chosen, the video data is stored on the NVR. Search filters within the Video Client
such as motion or alarm event recording searches are not available, and the video can only be searched
by a given time range. Currently, video stored on Hikvision NVRs is not available for export, while Sam-
sung NVR video export is supported.

After selecting the Storage Option, save the CompleteView configuration. Note that the credentials, IP
address, etcetera, auto populate from the configured NVR.

Changing NVR Parameters in CompleteView

Changes on the NVR to the NVR IP Address, HTTP port and RTSP port are echoed to cameras auto-
matically via software, and are done within the NVR branch of the Recording Server, where the NVR
was initially added.

Changes to credentials (username & password) are echoed to cameras automatically via software.
Changes to the storage options are echoed to cameras automatically via software.

Changing the Manufacturer of a configured NVR will sever the link between the cameras and the NVR
instance. Only the Storage Type option of the associated camera(s) will change (to VMS Volume). The
IP Address, HTTP & RTSP port and credentials will remain intact.

Changing the Model will sever the link of any camera that no longer falls in the range of channels.
Otherwise, the existing configuration is maintained.
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NVR Camera Recording Status

NVR camera recording status is reported similarly to other cameras in the Recording Server.

B NVR Volume Recording - NVR Volume Recording + Video Signal Lost B VMS Volume Recording

The camera’s storage setting and recording format may be viewed in the Recording pane of the selec-
ted camera.

EMABLE D CAMERA NAME TYPE DEVICE DRIVER CHANMEL

1 NVR 1 Camera 1 Network 172.18.15.233 HikVision D5-7608NI-E2/8P 1

f_p RECORDING STORAGE

Connect
Recording Format  H264 Storage Option:  VMS Volume
%4 Recording
ENABLE VOLUME NAME TARGET TYPE
Regular elvideos

Motion

NVR Volume Status
NVR Volume status is reported similarly to other video volumes in the Dashboard.

NAME TYPE STATUS FREE (MB]) TOTAL (MB) VIDEQ SPACE

efvideos Regular Online 1,705,701 1,724,286 L )

NVR 1 Regular  Online 0 953860 (D
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Recording Servers Cameras

Cameras Overview

Cameras are installed on and recorded to a specific Recording
Server. Some changes to device parameters may be made
from the Camera Overview panel. Complete configuration
may be done by selecting the specific camera from the Nav- sl
igation Pane and using the camera configuration panels. O 1 Overview

Discovering Video Devices

Clicking the Video Devices button outlined below launches a @ & Settings
Camera Discovery sub-panel. The Video Devices panel dis- @ A Devices
plays cameras, capture cards and encoders that have been dis- -
covered, but are not yet added to a Recording Server.
Discovery takes place using Universal Plug and Play or other
protocols which must be active on the device.

Volumes
Schedules
NVRs

() Q, Cameras

When the discovery panel is closed, the Video Devices button
is found at the bottom left corner of the Camera Settings

Panel.
* CAMERAS
Q search Bulk Update = User Name v Type | -- All-- v | Select Colum™ 1t1
ENABLE ID CAMERA NAME TYPE DEVICE ~ HTTP PORT RTSP PORT MAC ADDRESS DRIVER CHANNEL USER NAME PASSWORD RESOLUTION COMPRESSL.. FPS  AUDIO SCHEDULE ~ RECORDING STAT...

1 ('amS-Mmmn Network 172.18.11.127 80 40001 Generic RTSP/TCP 1 qa ssssssse Auto H.264 5 E] Recording Sc... u
2 Cam6-Alarm MNetwork 172.18.11.127 80 40002 Generic RTSP/TCP 1 ga ssssssse Auto H.264 5 D Recording Sc... u
3 Cam4-Cont Metwork 172.18.11.127 80 40003 Generic RTSP/TCP 1 qa CXITT LT Auto H.264 5 D Recording Sc... [ ]
4 Cam 11- Alarm  Network 172.18.11.127 80 40004 Generic RTSP/TCP 1 qa CXIITTLL L] Auto H.264 5 D Recording Sc... |
5 Cam3-Cont Metwork 172.18.11.127 &0 40003 Generic RTSP/TCP 1 qa ssssssnad Auto H.264 5 D Recording Sc... [ ]
6 Cam2-Alarm Metwork 172.18.11.127 20 40006 Generic RTSP/TCP 1 ga esssssnen Auto H.264 5 D Recording Sc... [ ]
7 MechPTZ Network 172.18.4.52 80 554 BB:ALARTC:DCFF Generic ONVIF 1 onvif esssssss 1920x1080 H.264 12 D Recording Sc... [ ]
8 Hanwha Audic Metwork 172.184.24 80 554 E4:30:22:07:89:98 HANWHA TECHWIN XN 1 admin  essssssed Auto H.264 8 Recording Sc... u
9 fivotek FEG381-EH' Metwork 172.18.3.200 80 554 Vivotek FE9381-EHV 1 QA ssssssse Auto H.264 C] Recording Sc...
10 Generic ONVIF 1 Network 172.18.2.6 a0 354 E4:30:22:01:C8:D1 Generic ONVIF 1 admin  eesessesd 960960 H264 15 [J  RecordingSc..
11 Axis M3007  Metwork 172.184.25 80 554 Axis M3007 1 root CXITT LT Auto H.264 ] D Recording Sc... [ ]
12 Axis M3048-P  Network 172.18.2.18 80 554 B8:A4:4F:26:B4:14 Axis M3048-P 1 root ITIITTTITT] Auto H.264 8 D Recording Sc... [ |
13 Axis M4206-V  Network 172.18.3.64 80 554 B8:A4:4F:28:42:11 Axis M4206-V 1 root TTITTTIYT] Auto H.264 8 E] Recording Sc... [ |
14 Axis M3114  Network 172.18.2.65 20 554 Axis M3114 1 root ssssssnes Auto H.264 8 D Recording Sc... [ ]
15 Axis Q3517-LV  Metwork 172.18.3.222 &0 554 AC.CC:8E:8F:D1:49 Axis Q3517-LV/E 1 root essnssnen Auto H.264 8 D Recording Sc... [ ]
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Cameras Overview Select Columns

Select Colum v | PGS

v D
|Z| Enable
|z| Camera Name

|z| Camera GUID

[¥] Type

[v]| Device

[w| HTTE Port

[w]| RSP Rort
Visibility of available data columns in the Cameras Overview (] MAC Address
pane may be selected or deselected via the Select Column V| Driver
dropdown menu. ¥ Channel

|Z| User Mame
|Z| Password
|z| Resolution
|z| Compression
[w] Fps

|Z| Audio

[v| Schedule
|z| Status

Adding a Camera (or other Video Device) Automatically

Note that any applications intended for use on a given camera should be installed and configured on
the camera before adding it to CompleteView.

Steps:
Steps:

1. Inthe Recording Servers Panel, select the Recording

Server that you wish to add cameras to. —
2. On the Recording Server tree, select the Cameras Node j “'*"““H
3. In the bottom left corner of the camera panel, select T

Video Devices. A pop up list will appear. Setings

Devices

Volumes
Schedules

NVRs

Video Devices kh Move/Copy Cameras A

4. Select Network as the connection type, if necessary
5. Select the appropriate driver type, or leave as All

@ W Cameras
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Q search Connection Type | Network ~  Driver Type = -- All -- v | Manufacturers -- All - v Select All | Unselect All

NAME MANUFACTURER MODEL IP ADDRESS *HANNEL COUNT AUTO DETECT SELECT
(+] AXIS M3005 - 00408CEFBDSE AXIS M3005 192.168.10.121 8 Ves (m]
(+] AXIS M3025 - 00408CECOD3E AXIS M3025 192.168.10.120 g Yes (m]
AXIS P5635-F - ACCCBE020632 AXIS P5635- 192.168.10.124 1 Yes [v]
HIKVISIOM DS-2CD2032-1 - 402042137 HIKVISION DS-2CD2032-1 192.168.20.133 1 Yes H
HIKVISION DS-2CD2032-1 - 501087469 HIKVISION DS-2CD2032-1 192.168.20.135 1 Ves )
HIKVISION DS-2C02032-1 - 501087516 HIKVISION DS-2CD2032-1 192.168.20.131 1 Yes (]

G Refresh User Name Password P Compressmn Hz2e4 | v FPS 30 ~ : |on- demand.Use Wl " Add Selected

9 o © 08 B

Note: For the Driver Type, IP single refers to a single CCD sensor, IP multi refers to multiple CCD
sensors in a single camera (typically found in 360° or 180° cameras). IP NVR refers to Samsung, HIKVi-
sion and other NVR integrations.

6. Select device Manufacturer (scroll through the list)
7. Scroll through the list of devices and check the Select box
8. From the bottom toolbar, enter the device's credentials
9. Select the appropriate compression

10. Select the frame rate

11. Optionally, select On demand (On demand is useful for low bandwidth networks, but is not
recommended in typical deployments. If selected, the video stream from the cameras will
not be recorded.)

12. Select Use ONVIF to use that driver (preferred configuration). See the following
ONVIF section for more detail.

13. Press the Add Selected button
14. Save the configuration

After addition, the camera name may be changed by clicking in the Camera Name field in either the
Overview or individual camera's configuration page and entering in a new name. Camera names are lim-
ited to 80 characters.

Importing and Exporting .CSV Lists of Cameras

CompleteView has the ability to import and export groups of cameras to/from from a .csv file.

Name IP Address  Manufacturer Model Channel Count Channel User Name Password Compression FPS On-Demand RTSP Port Image Path Stream Processing DVD DFT
Cameral 172.18.2.43 Axis P3353 1 1 root pass H264 8 No 554 Yes Yes Yes

For more information, see the Creating a CSV Camera Import File Job Aid video at:
https://support.salientsys.com/knowledgebase/training-resources/

Exporting All Cameras in a Deployment

Use this method to generate a .csv file that lists all cameras connected to all Recording Servers in a
deployment as well as information about the various Recording Servers. Note: Since this list contains
Recording Server information along with the camera data, it cannot be imported back into Com-
pleteView.
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Steps:

Recording Servers

ﬂ- Chvernview

B

Q Search ulk Update | User Name v
ENABLE SERVER ID A CAMERA NAM@ TYPE DEVICE DRIVER CHAN... USERNA... PASSWORD RESOLUTION COMPRESSI... FPS  SCHEDULE
10.0.0.226 1 Office-1 Network 172.17.20.101 Axis P1365/P1365-E 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 2 Office-2 Network 172.17.20.102 Auis P1365/P1365-E 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 3 Office-3 Network 172.17.20.103 Axis P1365/P1365-E 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 4 Office-4 Network 172.17.20.104 Axis Q1602 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 5 Office-5 Network 172.17.20.105 Axis P1365/P1365-E 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 6 Office-6 Network 172.17.20.106 Auis P1365/P1365-E 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 7 Office-7 Network 172.17.20.107 Axis M1144-L 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 8 Office-8 Network 172.17.20.108 Axis M1144-L 1 admin Auto H.264 3 Cont-Mot
10.0.0.226 9 PTZ Network 172.17.20.153 Axis P5655-E 1 admin Auto H.264 8 Cont-Mot
10.0.0.226 10 Pano Network 172.17.20151 Unknown admin Auto H.264 8 Cont-Mot
10.0.0.226 1 360 Network 172.17.20.154 Unknown admin  ssssssssssss Auto H.264 8 Cont-Mot

1. Select Overview under Recording Servers
2. Select the Cameras menu option
3. Select Export to CSV and save the file

Exporting a Single Recording Server's Cameras

Use this method to generate a .csv file listing all cameras attached to a single Recording Server. This
file is valid for importation, and can be used as a backup or when setting up a new or replacement
Recording Server.

Steps:

* Recordi ng Servers

Overview

| Server hd | | | LEE él
i

(=) localhost
Settings
Devices
Volumes
Schedules
NVRs
Cameras
Alarms

Trniggers
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Q Search User Name v Type MNone -
ENABLE A ID CAMERA NAME TYPE DEVICE DRIVER CHAN... USERNA.. PASSW.. RESOLUTI.. COMPRESS.. FPS SCHEDULE STATUS
1 5 M3014 - 00408CADET Network 172.18.2.54 Axis M3014 1 root LT Auto H.264 30 Recording Schedule M
2 344 - 00408CBAEB8B C. Network 17218245  Axis P3344/P3344VI 1 root LTTT] Auto H.264 30 Recording Schedule
3 344 - 00408CBAEBBB C. Network 17218245 Awis P3344/P3344V 1 root LITT] Auto MIPEG 5  Recording Schedule
4 344 - 00408CBAEBEB C. Network 17218245  Axis P3344/P3344Vi 1 oot LT Aute MIPEG 5  Recording Schedule
3 344 - D0408CBAEBSE C. Network 17218245 Axis P3344/P3344V 1 oot LLLL] Auta MIPEG 5  Recording Schedule
6 344 - D0408CBAEBSE C. Network 17218245  Axis P3344/P3344Vi 1 oot LT Aute MIPEG 5  Recording Schedule
7 344 - D0408CBAEBSE C. Network 17218245 Axis P3344/P3344V 6 oot LLLL] Auta H.264 30 Recording Schedule
§ 344 - D0408CBAEBSE C. Network 17218245  Axis P3344/P3344Vi 7 oot LT Aute H.264 30 Recording Schedule
9 344 - 00408CBAEBSB C. Network 17218245 Auis P3344/P3344V & root eee Auta H.264 30 Recording Schedule
10 15 P3353 - 00408CC61E Network 172.18.243 Axis P3353 1 root e Auto H.264 30  Recording Schedule
11 IS P5544 - 00408CDC2¢ Network 172.18.2.66 Axis P5544 1 root e Auto H.264 30 Recording Schedule M
12 IS Q1602 - 00408CC56¢ Network 17218255 Rads Q1602 1 root LTI Auto H.264 30 Recording Schedule
13 15Q1755 - 00408C99F% Network 17218262 Aads Q1755 1 root sene Auto H.264 30 Recording Schedule M
14 Q1765-LE - 00408CECT Network 17218242 Awis Q1615-LE Mkll| 1 root sese Auto H.264 30 Recording Schedule M
15 15Q1910 - 00408CASFE Network 172.18.2.61 Axis Q1910/1910E 1 root LITT] Auto H.264 30 Recording Schedule M
lone Export to CSV

1. Select the Cameras node under a given Recording Server

Select Export to CSV and save the file

3. A confirmation prompt will appear asking "include password as plain text." Select Yes if the
list is to be imported into a Recording Server, and either Yes or No if the list isn't meant to be

used for importation. The plain text credentials will be sent to the cameras, alleviating the
need for the administrator to manually type them in.

A

Importing a Single Recording Server's Cameras

Select the Cameras node from the Recording Server as above, select Add from CSV and select the file.
The cameras will auto-populate after the file is finished loading.

For more information, see the Adding Camera with CSV Job Aid video at:
https://support.salientsys.com/knowledgebase/training-resources/

Analog Capture Cards

CompleteView only supports Generation-Two (stretch) capture cards. Legacy servers (CompleteView
4.X and earlier) with first Generation capture cards will be supported if the Legacy server is added as a
Legacy Server to the CV Client. First generation Capture Card drivers will reside on host Legacy Serv-
ers. Generation Two capture card drivers are added to the Client when the Recording Server is
installed.

Analog Capture Card Discovery and Camera Addition

StepS: () Settings
1. In the Recording Servers Panel, select a Recording ® Devices
Server that contains a capture card ®) Volumes

2. Select the Cameras Node ) Schedules

3. In the camera overview screen, look to the bottom NVRs
left and select the Video Devices button W Cameras ),
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Video Devices kh Move/Copy Cameras A

4. Select Analog as the connection type
In the devices to add list, locate the capture card

6. Select the®@ icon to view the capture card chan-
nels

.

7. In the channel list, select the channels that are connected to cameras; alternatively, if all
channels will be added, choose the select all button.

8. Recommended - select the camera name area and enter in a short, but meaningful name, for
each camera

9. Select the capture card Compression and frames per second (FPS)
10. Press the Add Selected button
11. Save the configuration

Q Search Connection Type | Analog v | Driver Type - All - hd Select All Unselect All

NAME MANUFACTURER MODEL CHANNEL COUNT AUTO DETECT SELECT

CHANNEL 1D CAMERA NAME SELECT CH 1D CAMERA NAME SELECT
1 Morth Entrance E Q9 L]
2 North Hallway v 10 (]
3 8 Recepticn Area 7] 11 L]
4 West Hallway v| 12

13 (]

C Refresh 1 Video Devices Found Compression H264 ~ FPS 15 v

Remove Unused Analog Channels

&' Add Selected

Unused capture card channels may be removed if they are not to be used.
Steps:
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4 CAMERAS

Q Search User Name hd Type -- Al -- hd m
ENABLE D CAMERA NAME TYPE DEVICE DRIVER ~ CHANNEL USERNAME  PASSWORD  RESOLUTIOM COMPRESSION FPS SCHEDULE STATUS
1 North Entrance Analog Gen |l Capture Card #1 Genll 1 D1 - 720x420 H2e4 15 Recording Sched...
2 Nerth Hallway Analog Gen |l Capture Card #1 Gen Il 2 D1 - 720x480 H264 15 Recording Sched...
3 Reception Area Analog Gen |l Capture Card #1 Gen ll 3 D1 - 720x480 H264 15 Recording Sched...
4 ‘West Hallway Analog Gen |l Capture Card #1 Gen Il 4 D1 - 720x480 H264 15 Recording Sched...
5 West Entrance Analog Gen |l Capture Card #1 Gen ll 5 D1 - 720x480 H264 15 Recording Sched...

<J (<<

+ Add 0 Clone || Add From CSV K Remove

Hold down the shift key on the keyboard
Select the unused capture card channels
Select Remove

Review your selection

Confirm the decision to remove the channels
Save the configuration

S o

Camera Menu

After successfully adding a camera or other video device, it may be configured via the Camera Menu,
shown below. Each menu will be discussed in its own subsequent section.

& Connect
Recording

Motion

Advanced

Changing Video Device Parameters
Frame rates, usernames, passwords, resolution, and compression for all cameras may be changed by:

1. Selecting the cameras - multiple cameras may be selected using shift+click or ctrl+click. Selec-
tion will be indicated by darker blue bars.
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2. selecting the parameter from the drop-down

3. entering the desired information in the blank field
4. Select Spply

5. Save the configuration.

CHAN 4 >ER NAME  PASSWORD

Password

Rezclution

Axis M3005 ssssssssne

Schedule

Pana 311 Network Driver Panasonic WV-5PMN311 ssssssssne

5] Vivotek 8171 Network 192.168.10.125 Vivotek FE8171V 1 admin ssssssssne

Refer to Desktop Client Navigation and Functionality for more information on Bulk Updates.

Reorder Cameras

If desired, cameras me be moved up or down in the list. Note that the Camera ID will change to reflect
the camera's new position in the list. First, select the desired camera, next, select either the Move Up
or Move Down arrow, then save the configuration.

Steps:

1. Select the desired camera from the cameras list
2. Select either the Move Up or Move Down arrow until the camera is in the correct position
3. Save the configuration.

® CAMERAS

Q Search 1 User Name [ Type  --All-- | v
ENABLE ID CAMERAMAME TYPE DEVICE DRIVER CHANMNEL USERNAME  PASSWORD RESOLUTION COMPRESSION FPS SCHEDULE STATUS

1 Office 1 Metwork 192.168.10.122 Auis P1364 1 admin ssssssssnes Auto Haed 8  Recording Sched... |

3 Office 3 Network 192.168.10.121 Axis P1365/P1365-E 1 admin ssccssscsee Auto H264 8  Recording Sched... |

4 Office 4 Network 192.168.10.130 Samsung SNBG004 1 admin sessssssnen Auto H264 8  Recording Sched...

5 W1 Virtual Virtual Cam #1 AVl Source VGA - 8400480 3 Continuous ||

13 V2 Virtual Virtual Cam #2 AV Source VGA - 640x480 32 Continuous | |

Note: Reording cameras may disrupt 3rd party integrations such as access control systems which rely
on specific camera IDs for functionality. In addtion, access to previously recorded video will be lost.
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ONVIF Configuration

CompleteView conforms to the ONVIF media profile S standard, including configuration of video and
audio streaming, PTZ, event handling, and device discovery. ONVIF is the preferred method of camera
connectivity in CompleteView.

Before adding a camera to CompleteView using ONVIF, verify that the camera is ONVIF profile S com-
pliant by visiting https://www.onvif.org/conformant-products/ and searching by profile, man-
ufacturer, and model.

It is worth noting that while many ONVIF compatible cameras come pre-configured with ONVIF media
profiles which are required for use with CompleteView, some do not. Those cameras will have to be
configured with profiles and other options before use. Specifically, an ONVIF user must be created on
the camera, and it is recommended that the camera's ONVIF user password be the same as the cam-
era's administrator password. Axis cameras must have an ONVIF user created prior to use with Com-
pleteView. Available existing profiles will be displayed after a successful connection.

Note: Although ONVIF compatible, use only the named driver for the Axis M3058-PLVE panoramic
camera at this time. The M3058 driver should also be used for other M305X panoramic Axis cameras,
as well.

For multi-channel cameras, configurations may need to be created for each channel. Consult the man-
ufacturers' documentation for specific information.

ONVIF Profile S Feature Compatibility

CompleteView
Feature
Support
General
System Settings
User Authentication (WS-Username Token) Y
User Authentication (Digest Authentication) Y
User Handling
Query Services and Capabilities Y
Device Discovery Y
Default Access Policy
Network Configuration
Zero Configuration
Firmware Upgrade
Backup and Restore
TLS Configuration
IP Address Filtering
NTP
Automatic IP Assignment
Media Profile Configuration Y
Media Transport (RTP/UDP) Y
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Feature

CompleteView
Support

Media Transport (RTP/RTSP/HTTP/TCP)

Y

Media Transport (RTP/RTSP/TCP/WebSocket)

(

Media Transport (RTP/RTSP/HTTPS/TCP)
(
(

Media Transport (RTP/UDP Multicast)

Video

Video Streaming (MJPEG)

<

(
Video Streaming (MPEG4)
Video Streaming (H.264)

Video Streaming (H.265)

Video Encoder Configuration

Video Source Configuration

Media Profile for Streaming Ready out-of-the-box

Video Source Mode

Video Streaming (RTSP/RTP)

Imaging Settings

Recording Search

Replay Control

Recording Control

Recording Control (Using an on-board media source )

Recording Control (Using a Receiver as Source)

Recording Control - Dynamic Recording (Recording)

Recording Control - Dynamic Tracks (Tracks)

Recording Source Configuration

Events

Event Handling (Pull-point)

Event Handling (WS-Base-notification)

<

Standard Monitoring Events for Devices

Media Profile Configuration Events

Access Control Events (Door)

External Authorization Events

Duress Events

Access Profile Event (Changes on Profile)

Credential Event (Changes on Credential)
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Feature

CompleteView
Support

Schedule Event (Changes on schedule)

Special Days Schedule Event

Reset Antipassback Violation Event

Stored Events (Seek)

Motion Alarm Events

Motion Region Detector Events

Tampering Event

Audio

Audio Streaming (G.711)

Audio Streaming (AAC)

Audio Streaming (G.726)

Audio Output Streaming (G.711)

Audio Output Streaming (AAC)

Audio Encoder Configuration

PTZ

PTZ Move (Absolute)

PTZ Move (Continuous)

PTZ Move (Relative)

PTZ Presets

PTZ - Home Position

PTZ Configuration

Additional

Relay Outputs

Auxiliary commands

Focus Control

Digital Inputs

Configuration of On-Screen Display (OSD)

JPEG Snapshot

Motion Region Detector Configuration

Metadata Configuration

Metadata Streaming

Recording

Recording Search
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CompleteView

Feature
Support

Replay Control

Recording Control (Using an on-board media source)

Recording Control (Using a Receiver as Source)

Recording Control (Dynamic Tracks )

Recording Source Configuration

M = Mandatory compliance with the feature, C = Conditional compliance with the feature. For more information, refer to:
https://www.onvif.org/profiles/profile-s/

Adding ONVIF Cameras

Adding an ONVIF camera follows the same basic steps as any named driver camera, detailed in Record-
ing Servers Cameras. To use ONVIF instead of using a named driver, check the Use ONVIF box during
the Adding a Camera process. CompleteView Recording Server utilizes WS Discovery protocol for
ONVIF camera discovery, consequently, UDP port 3702 must be open in Windows Firewall for dis-
covery and other functionality. The example below shows a multi-channel camera added using the
ONVIF driver, checked below.

Q Search Connection Type  Network v | Driver Type | --All-- v | Manufacturers | -- All -- v Select All Unselect All

NAME MANUFACTURER MODEL IP ADDRESS CHANNEL COUNT AUTO DETECT SELECT

HIKVISION DS-2CD2032-| - 402042137 HIKVISION DSs-2CD2032-1 192.168.20.133 1 Yes |Z|
HIKVISION DS-2CD2032-1 - 501087469 HIKVISION DS-2CD2032-1 192.168.20.135 1 Yes |Z|
HIKVISION DS-2CD2032-1 - 501087516 HIKVISION DSs-2CD2032-1 192.168.20.131 1 Yes |:|

° AXIS M3005 - 00408CEFEDSE AXIS M3005 192.168.10.121 & Yes |:|
o AXIS M3025 - 00408CECOD3E AXIS M3025 192.168.10.120 8 Yes |:|
networkcamera at 192.168.10.125 networkcamera FE8171 192.168.10.125 1 Yes |:|
WISENET-PNY-9080R-00166CEB46FE Samsung Techwin PNV-9080R 192.168.10.122 1 Yes |:|

C- REIC= I 13 Devices Found User Name Password ,P Compression | H264 | ~ | FPS 30 | ~ :_On-demand ZUse oYWl " Add Selected
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ONVIF Configuration

Once added, the first media profile in the video device’s supported profiles that matches the selected
compression and channel ID will be selected by default. If the compression selected by the user is not
supported by the profiles, the first profile in the list will be selected. If the selected profile supports
audio, the audio options will be enabled, or else will be disabled.

ENABLE D CAMERA NAME DEVICE DRIVER CHANNEL USER NAME  PASSWORD RESOLUTION COMPRESSION FPS SCHEDULE STATUS

—-———_-————-——

Video Properties

& Connect

Recording Resolution GOV Length Bitrate (Kbps) 0
FPS Bitrate Control Quality 75
Moation
Video Compression Audio Options
From Camera | H264 v ¥ Enable
Stream A5 ppEGH v Source | Camera v
Recompression

Additional Settings

Time Zone () (UTC-06:00) Central Time (US and Canada) v
@) ONVIFSETTINGS 2 IP SETTINGS £ DEVICE INFO
CHA..  MEDIAPROFILE  COMPRESSION RESOLUTION FPS GOV  BITRATE (KB.. QUALITY ENCODINGPR.. SELECT
Manufacturer  AXIS
1 profile 0 h264 Ha64 250201044 12 32 2umEeT 0 Main v/
— Model  AXIS M3027
1 profile 1 h264 H264 1920720 12 32 2umsses 0 Main J
= IPV4 Address 172182136
1 profile_2 h264 Ha64 1920¢1440 2 32 2umeeT 10 Main O
1 profile 3 h2sd Ha64 1920x1440 2 32 2147483647 70 Mzin dJ 1PV6 Address
1 profile_4 h264 Ha64 1920x1440 2 32 2umeeaT 0 Main O MAC Address  0040:8C:FFFD98
1 profile_5 h264 Ha64 1920x1440 2 32 2umeeT 0 Main O Serial Number  00408CFFFDE
1 profile_6 h264 Ha64 1920x1440 2 32 2u4EeaT 0 Meain \:\ e 65031
1 profile_7 h264 Hae4 1920x1440 2 32 2uEeT 0 Main O
1 profile_0 jpeg MIPEG 2592x1944 12 0 2147483647 70 Baseline O Camera's Web Page
1 profile_1 jpeg MIPEG 1920720 12 0 2umET 70 Baseline O
1 profile_2 jpeg MIPEG 1920x1440 12 0 2umEsT 70 Baseline O
1 profile_3 joeg MIPEG 1920x1440 2 0 2ummeT 70 Baseline |

2 Save Profile

In certain cases, the media profile information might not be available immediately after adding the cam-
era to the Recording Server. If not entered manually during the Adding a Camera process, the Record-
ing Server uses default credentials to retrieve profile information during discovery, which may not
work for all cameras. Once the correct credentials have been entered and saved, the Recording Server
queries the camera for the profile details. It may be necessary to click Refresh to populate the list of
media profiles.
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Selecting ONVIF Media Profiles

To select a media profile, check the checkbox for the desired profile and save the configuration.
Depending on the profile selected, the values are updated in the top camera grid row and Video Com-
pression pane. The example below (using profile_2 jpeg) shows the change in compression and res-
olution from the example above (profile_0 h264).

ENABLE D CAMERA NAME TYPE DEVICE DRIVER CHANNEL  USER NAME PASSWORD RESOLUTION COMPRESSION FPS SCHEDULE STATUS

@ momowewm weer  mwess  wecows 1 wx e [mme]  [Cwm] e swesssw
¢ MEDIA PROPERTIES ® LIVEVIEW

Video Properties

& Connect

Recording Resolution | Aute GOV Length Bitrate (Kbps) 0
FPS Bitrate Control Qualty 70

Motion

Video Compression Audio Options

From Camera MIPEG v ¥ |Enable

SweamAs  MPEG4 v Source Camera v

Additional Settings - Speed

v,
Time Zone  (5) (UTC-06:00) Central Time (US and Canada) v < ’6

@) ONVIF SETTINGS @ IP SETTINGS i DEVICE INFO

C.  MEDIAPR... ‘COMPRESSION RESOLUTION FPS GOV BITRATE (KBPS) QUALITY ENCODING PRO...  SELECT

Manufacturer  AXIS

Advanced profile 3 h264 H264 1920x1440 12 32 2147483647 70 Main

Model  AXIS M3027

profile_4 h264 H264 1920x1440 12 32 2147483647 T0 Main
IPV4 Address  172.18.2.136
profile_5 h264 H264 12 32 2147483647 70 Main
IPV6 Address

profile_7 h264 H264 1920x1440 12 32 2147483647 70 Main MAC Address  00:40:8C:FF-FD:98

profile_0 jpeg MIPEG 12 0 2147483647 70 Baselin:

1
P

B

1 profile_6 h264 H264 12 32 2147483647 70 Main
B

1 Serial Number  00408CFFFD9B
1

pmﬂE 1jpeg MIPEG 2147483647 Baseline

1 pmne 3jpeg MIPEG 0 2147483847 70 Baseline

Firmware  6.503.1

Camera's Web Page

<

1 profile 4 jpeg MIPEG 1920x1440 12 0 2147483647 70 Baseline

K save Profile

If the camera supports multiple channels, changing the channel ID from the top camera grid row will
update the profile selection and vice-versa. For a single channel camera with multiple profiles, the chan-
nel ID column will remain the same. Note: It is recommended to change and apply only one profile at a
time.

Modifying Existing ONVIF Profiles

Some media profile settings may be changed and saved to the camera, depending on make and model.
Change the desired settings for one or more profiles and click the Save Profile button. If the operation
was unsuccessful, an "Invalid Profile Data" error will be reported and the changes will not be applied.
For more information, consult Desktop Client and Recording Server diagnostic logs.

Configuring ONVIF Events

Configuration of ONVIF events is nearly identical to named driver events. See Recording Servers Cam-
era Events for more information. Note that port 7775 needs to be open in Windows Firewall to allow
ONVIF based event handling.

ONVIF PTZ

An ONVIF PTZ driver has been added to the IP PTZ driver list. This can be set for any network camera,
regardless of the camera driver selected. Select the Show All PTZ Drivers to view the driver. The driver
supports pan, tilt, zoom, presets, focus near/far, auto focus and auto iris operations.
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Multi-Stream Camera Functionality

CompleteView is able to pull up to 3 separate video streams from cameras conforming to the

ONVIF Profile-S standard capable of multiple streaming profiles. The streams may be assigned to spe-
cific recording types (Continuous, Alarm, and Motion) as appropriate for the application. At this time,
CompleteView does not support multi-stream functionality on analog, NVR, or encoder based cam-
eras.

For example, CompleteView can be configured to pull a low resolution, low bandwidth stream from a
camera for Continuous recording, but upon either a Motion or Alarm event, automatically begin record-
ing a higher resolution stream from the same camera. This "bump on alarm or motion" functionality
allows for greater camera density, maximum conservation of storage space, and reduction of network
bandwidth usage while providing a higher resolution stream when necessary.

CompleteView automatically selects the appropriate stream for Live View based on the size of the
viewing tile. Digital zooming takes place on the stream currently being viewed. For maximum res-
olution and detail, maximize the video tile or switch to full screen viewing before zooming in.

Multi-Stream Specifications

One primary and up to two secondary streams may be handled by CompleteView. Only one IP license
is required for the camera for multi-stream functionality. As mentioned in the previous section on
ONVIF, some cameras come preconfigured with ONVIF users and profiles while some do not. In the lat-
ter case, an ONVIF user and ONVIF streaming profiles must be manually created on the camera before
CompleteView can be configured to pull multiple streams. Consult your camera's documentation for
configuration information. Once the profiles have been set up on the camera, they can be modified
within the CompleteView interface.

One or more recording types may be assigned to each stream, but a given recording type may only be
assigned once to that camera. For example, the primary stream may have both Continuous and Motion
recording types assigned to it, but the secondary stream may only be assigned Alarm recording, as the
other two recording types are taken up by the primary stream.

Recordings from all streams will be stored in the same camera directory and will be accessible via nor-
mal search functionality and the Playback module within CompleteView. Motion detection, sub-
scription to on-camera events, PTZ operations and other CompleteView functions will take place only
on the primary stream. When viewing a live stream, taking a snapshot will capture the actively viewed
stream's frame to match the requested resolution.

Note: If an ONVIF camera configured for multi-streaming is later switched over to its named driver
in CompleteView, some Recording Types checkboxes may remain visible, but be grayed out and non-
functional.

Configuring a Multi-Stream Camera

First verify that an ONVIF user and profiles exist on the camera as described in its documentation.
Next, either add the camera as an ONVIF camera as described in the previous section, or change its
driver in CompleteView to Generic ONVIF.

Add Primary and Secondary Streams

Once the camera is added, perform the following steps to create primary and secondary streams.
Steps:
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CHANNEL %  MEDIA PROFILE

éed ONVIF SETTINGS #+# [P SETTINGS

STREAM NAME COMP RES FPs

low-rez Nene H.264 320x180 4
profile_1 h264 None H.264 19201080 1
profile_1 jpeg None MIPEG 320x180 15
profile_2_h264 Mone H.264 1920x1080 15

GOV
30
30

0
32

BR(KBPS) QUALITY  ENCPROFILE SET AS
300 30 Baseline
250 70 Mai (Primary |
128 50 Baseline Secondary
2000 65 Main o

1. Select primary stream by clicking the Set As dropdown menu and selecting Primary.

i3 ONVIF SETTINGS @0 P SETTINGS

CHANNEL

% MEDIA PROFILE STREAM NAME COMP RES FPs
low-rez Primary (0) H.264 320w180 4
profile_1 h264 None H.264 1920=1080 1
prefile_1 jpeg None MIPEG 320180 15
profile_2_h264 None H.264 1920x1080 15

GOV
30
30

0
32

BR (KBPS)  QUALITY ENC PROFILE SET AS
300 50 Baseline Primary (0)
250 70 Main None | ¥
128 50 Baselia\ Primary

2000 65 Main

4.

Select secondary stream by clicking the Set As dropdown menu and selecting Secondary.
One primary and up to two secondary streams are supported.

If desired, change the Stream Name and adjust the compression, resolution, FPS, GOV,
bitrate, Quality, and encoder profile by clicking in the respective cells.

Save the profile

Assign Recording Types to Streams

Once the primary and secondary streams have been added and configured, follow the steps below to
assign the recording types.

Steps:

1.
2.
3.

B MEDIA PROPERTIES

Primary (0) v

Stream Properties

Stream Name Primary (0) Stream Type  Primary
Video Properties
Resolution 320x180 GOV Length 30
FPs 4 Bitrate Control
Video Compression Recording Types
From Camera H.264 v n e\\f Continuous
Stream As MPEG4 o [ Alarm

7 - Motion
|| Recompression

Additional Settings

Time Zone (‘:‘) {UTC-06:00) Central Time (US & Canada)

Token Name profilel

Bitrate (Kbps) 300
Quality 357
Audio Options
Enable

Source Camera

: On-Demand Camera

Secondary (1)

Select the Stream from the dropdown menu
Select the Recording Type(s)
Save the Configuration

Repeat the steps above for the secondary stream(s).
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Recording Servers Camera Connect Panel

CompleteView is designed to automatically configure and add video devices using their optimal set-
tings. However, the connection parameters may be changed manually and saved for individual devices
from the Connect Panel. Some menu options contained in the panel are camera-specific and not avail-
able for all cameras.

Connect Panel Device Parameters

The top of the Connect Panel displays connection status and basic information about the attached
device.

ENABLE ID CAMERA NAME TYPE DEVICE  HTTP PORT RTSP PORT MAC ADDRESS DRIVER CHANMEL USER NAME PASSWORD RESOLUTION COMPRESSION FPS AUDIO SCHEDULE RECORDING STATUS

7 Camera 7 Metwork 17218433 80 554 AC:CC:8E:02:0 Axis ASO 1 root (TITIITIIL] Auto H.264 8 D Recording 5...
Device Parameters
Title Description

Enable Enables or disables the video device connected to the Recording Server

ID Numerical position in the Recording Server's list of devices

Camera Name | The friendly name of the camera or video device

Type Analog or Network

Device IP address or Capture Card Number

HTTP Port The HTTP port used to communicate with the camera

RTSP Port The RTSP port over which the camera streams video

MAC Address | The MAC address of the selected camera
Used to connect to your devices. Select manufacturer and model from drop-down
lists to match your device. For ONVIF supported devices, select Generic for the

Driver manufacturer and ONVIF for the model. Basic RTSP, MJPEG drivers are also avail-
able under Generic. ONVIF is the preferred driver for all new devices starting with
CompleteView 7.0 and newer versions.

Channel Channel in use (applies to multi-channel cameras only)

User Name The device’s user credential

Password The device’s user account password
Resolution setting for the camera, contains a pull-down menu; Auto will display for

Resolution most network cameras. For ONVIF supported cameras, the resolution will be in the
ONVIF settings panel.

Compression MJPEG, MPEG4, H.264, H.265

FPS Selectable Frames Per Second. For ONVIF supported cameras, the frame rate will
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Title Description

be in the ONVIF settings panel.

Audio Enables incoming audio for audio capable cameras
Schedule Displays the schedule the camera is being recorded to
gteaiz"sdmg Displays the status of the recording state for the device

Connect Panel for IP (Network) Cameras

The Connect Panel may be used to change video settings for both Analog and Network devices manu-
ally. The Connect Panel is divided into the Media Properties, Live View, IP (or Analog) Settings,
ONVIF Settings (when using an ONVIF driver), and Device Info sub-panels. Its purpose is to confirm
Recording Server connection information and enable access to the network video device's web inter-
face.

W MEDIA PROPERTIES

Stream Properties
Stream Neme  Primary (0) Stream Type  Primary Token Name | Auto
Video Properties
Resoluion  Auto GOV Length Bitrate (Kbps) 0

S g v Bitrate Control Quality 735
Video Compression Recording Types. Audio Options
FromCamera  H264 v (@ v| Continuaus Enable
Stream As  MPEG4 [ ] Alarm Source Camera

Recompressien ¥|  Motion

‘Additional Settings

Time Zone @ (UTC-06:00) Central Time (US & Canada) ~ : On-Demand Camera

Connection Options

Manufacturer  AXIS
Model  AXIS AB004-VE
Stream ID 1 HTTP Port 80 Timeout (s) 3

IPV4 Address  172.184.23
Protocol  TCP RTSP Port 334 Retries 0

<> <>

IPV6 Address

Image Path
MAC Address  ACCC:BE02087A

__ | Use Axis Stream Profile Serial Number ~ ACCCBEQ2087A

Axis One-Click Firmware  1.65.12

— [ Camera GUID  f8b07da6-i5e1-4f8c-819d-e5500f1b4dTh
|| Enable

MAC Address Camera’s Web Page

Media Properties for IP Cameras

Media Properties contains resolution, frame rate, audio, compression type, and other configurable ele-
ments of the selected camera. For multistream cameras, the stream name and type may be selected
and configured here. Recording types are assignable per camera here, as well. On Demand is useful for
customers in constricted bandwidth environments, but is not recommended for use in typical deploy-
ments. If On-demand is enabled, the camera connects to the Recording Server only when live video is
requested by the client, but does not otherwise connect and record the video. On-demand supports all
H.264 streaming profiles.

- 246 -



B« MEDIA PROPERTIES

Stream Properties

Stream Mame | Primary (0) Stream Type Primary Token Name | Auto
Video Properties

Resolution Auto GOV Length Bitrate (Kbps) 0
FPS g v Bitrate Control Quality 75

Video Compression Recording Types Audio Options

From Carmera H.264 v o ‘W Continuous '_ Enable

Stream As MPEG4 o (] Alarm Source Camera
Recompression ¥ Motion
Additional Settings
Time Zone @ (UTC-06:00) Central Time (US & Canada) hd : On-Demand Camera

IP Settings

IP settings contains port, protocol, and other settings for IP configuration.

@) ONVIF SETTINGS ¢ IP SETTINGS

Connection Options
Stream ID HTTP Port | 80 Timeout (s) 3 >
Protocol  TCP b RTSP Port 534 Retries 0 $
Image Path

ONVIF Settings

For cameras using the ONVIF driver, configuration of their various, on board media profiles can be
viewed and configured here. For more information, see ONVIF Configuration.

»d ONVIF SETTINGS @) P SETTINGS

MEDIA PROFILE STREAM NAME COMP RES FPS GOV BR (KBPS) QUALITY ENC PROFILE SET AS
1 subStream MNone MIPEG T04x480 20 0 512 5 Baseline None
1 thirdStream None H.264 352x240 10 50 512 3 Main None

o K Save Profile
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Live View Panel

The Live View panel displays video from the currently selected [T
camera, and includes basic PTZ and preset functionality. Live e
View is the same for both Network and Analog cameras.

Device Info

Device Info displays the video device’s specific information.
The network device’s web page, illustrated on the left, can be
launched from this panel and is where changes such as ana-
lytics, date/time, streaming properties, and any other camera
specific settings should be made. When an analog camera is

s . . . L. Speed
selected, capture card information, illustrated on the right, is dis- Ppe t
played.
» Go
=i DEVICE INFO | = DEVICE INFO
Manufacturer  AXIS Manufacturer  CameraCo
Model M3025 ]
Model  Generation ||
IPVd Address  192.168.10.120
IPVE Address SDK Version  7.15.5.0
MAC Address Driver Version 17.15.5.0
Serial Mumber  00408CECODZE Firmware Version  7.15.5.0
Firmware Boot Loader Version  2.32
Camera's Web Page BPS Version 4,95

Analog Settings

Analog Settings is exclusive to Analog cameras, and replaces the Connect IP Settings when an Analog
camera is selected. Its settings are used to set image quality for the selected analog camera. Each sec-
tion will be detailed below. The Live View subpanel displays real-time results when image quality set-
tings are changed.
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Image Settings Analog Setting

I"f Enable Deinterlacing

Brightness | 128 — ) )
| |Enable Motion Based Smoothing
Contrast ' 128 T .
Motion Threshold 0
H 128 —
He 0 |%| Enable Median Smoothing
Saturation I 128 I"/ Enable Noise Reduction
Sharpness l g Luma Strength _I— 2

Set Defaults Croma Strength [} 0

Image Settings

Each adjustment slider has a range from 0-100. Moving the slider to the left reduces brightness, con-
trast, etc. Selecting “Set Defaults” resets default image settings for the selected analog channel. The
results are immediate and visible in the Live View Panel as it is being adjusted. The various settings
adhere to their traditional roles (e.g. brightness, contrast, etc.).

A Word About Deinterlacing

Analog video produces a picture (or frame) by drawing two separate, interlaced visual fields. When
Enable Deinterlacing is selected, CV digitally combines both fields and presents them as one cohesive
image, which is useful for video processing purposes. In the process of digitizing and combining the
interlaced fields, some video artifacts and motion-blurring may arise from the time delay intrinsic to
the separate field renderings in the original interlaced video. CV includes smoothing functionality to
address the potential anomalies. Generally speaking, Enable Deinterlacing should be enabled, unless
there is known deinterlacing of the video stream before it reaches the CompleteView

Recording Server. Enable Deinterlacing is defaulted to the “On” position and should remain so to
accommodate newer display technologies.

Motion Based Smoothing
Motion Based Smoothing applies to deinterlaced video, based on detected motion in the camera’s field

of view. If no motion is detected, no smoothing is applied. Use the slider to increase or decrease
motion sensitivity.

Median Smoothing

If checked, smoothing is always on.

Enable Noise Reduction

When selected, Enable Noise Reduction will apply an algorithm to “clean up” analog video, reducing
grain and video artifacts. The Luma Strength slider enhances or decreases the achromatic (black and

white) elements of the video picture. The Chroma Strength slider enhances or decreases the color ele-
ments of the video picture.
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Video Standard

CompleteView supports the two most common video standards; National Television Standards Com-
mittee (NTSC) and Phase Alternating Line (PAL).

All video capture cards in a Recording Server or within the same CompleteView must be set to NTSC
or PAL. Combining NTSC and PAL in the same Recording Servers or in the same CV is not supported.
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Recording Servers Cameras Recording

Recording enables the Administrator to select a camera and configure specific recording volume and
edge storage parameters if not using pools, if available.

Recording Storage

Recording Storage displays a camera’s
pool or volume and recording com-
pression information, and allows a user to
enable or disable a specific volume, if
using volumes and not pools.

In addition, Regular, Backup, and Archive
storage information pertaining to reten-
tion policies, policy status, etc., will be dis-
played and is configurable here. For more
information, see Storage Pool Intro-
duction.

(b RECORDING STORAGE

Recording Format  H.264 Storage Option: VM5 Storage

Regular Storage

Min Retention Unspecified | ¥

Max Retention Indefinite b

v

Palicy Status
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Store on NVR

NVRs may be added and configured in the same way one would configure a camera. Currently, Com-
pleteView integrates with Hanwha/Samsung and HIKVision NVRs. The integration allows the NVR’s
video to be stored on either CV Recording Server, or on the NVR. If Store on NVR is enabled, the NVR
will store the recorded video. If disabled (default), the video is stored on the CompleteView Recording
Server. For more information, see NVR Introduction.

Recording Settings - Pre/Post Recording & Recording Frame Rates

Pre and post motion alarm settings are intended
to add time to the beginning and ending of recor- o [EEE 2 e e

ded video motion or alarm video events. Pre and PRE/POST RECORDINGS
Post times should be configured exclusively )
when the Recording Server’s recording schedule Pre-Motion/Fre-Alarm (<) I 2
includes motion or alarm recording for the selec- Post-motion () sl 5
ted camera. A pre-motion Recording Schedule
needs to be created and applied to the camera Post-Alarm (s) e 3
for Pre to function. Cameras that record con-
tinuously do not require Pre and Post Recording RECORDING FRAME RATES
to be configured. Continuous Recording | 3 b
Alarm Recording 3 b
Motion Recording 3 e

Pre-motion/Pre-Alarm determines the number of seconds to record video prior to the start of a video
motion detection or an external alarm event. Pre-motion recording can be adjusted from zero (0)
seconds to sixty (60) seconds. Pre-motion and post-motion recording are added to the motion event
and played back as a unified video clip. Post-motion determines the number of seconds to record video
after the video motion event has stopped. The default setting is three (3) seconds and cannot be less
than one (1) second. Post-motion may be extended from one (1) to sixty (60) seconds. Post-Alarm
determines the number of seconds to record video after the alarm event has ceased. Post-Alarm
recording can be adjusted from zero (0) seconds to sixty (60) seconds. Pre-alarm and post-alarm record-
ing are added to the alarm event and played back as one video clip.

Recording Frame Rates

Recording Frames Rates in the Recording Settings panel permits RECORDING ERAME RATES
frame rate customization. Customization is the process wherein
a camera's FPS rate is set to increase upon motion or alarm Continuous Recording | 3 ”
recording, and return to a normal when the motion or alarm

event has ceased. Customization is set for individual cameras,
and the conditions must be configured as prescribed. Motion Recarding | 18 |~

Alarm Recording 3 ~
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Set FPS Without Customizing

Frames should be set during initial camera install-
ation on the Recording Server, but may be mod-
ified by making a change to the frame rate in the
Camera Install Parameters located in the top
right portion of the Connect or Recording
Panels.

For more information, Click Recording Servers
Camera Connect Panel.

Customization may be applied:

COMPRESSION

Hz264

FPs
B ig Rec

SCHEDULE

ording Schedule

STATUS

1. If the camera, capture card, or encoder recording is uncompressed
2. If the camera, capture card, or encoder compression is MJPEG
3. If the Recording Server’s recompression is enabled for the selected camera

If one of the above three conditions are not set, the FPS will be received and continually recorded at

the same frame rate.

Very Important Note: The frame rate customization applies exclusively to individual cameras.
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Recording Servers Camera Motion Panel

The Motion Panel is used to configure the Recording Server for motion detection on either analog or
network cameras. This feature is commonly referred to as Server-based motion detection. Motion
Zones are areas in the field of view where motion is detected. A still shot from the selected camera will
appear to assist with the placement of the motion zone. Motion detection may be configured from net-
work cameras in the Camera/Events Tab. Motion areas must be configured for motion recording to
occur, and to be reported by the Recording Server as motion in the client’s Alarm View.

For information about both utilizing a camera's native motion processing functionality and setting up
Recording Server motion, see the related Job Aid videos at:
https://support.salientsys.com/knowledgebase/training-resources/

Create a Motion Zone

Steps:

& MOTION SETTINGS

KX g

& Erase All

Maotion Sensitivity 75

1. Select a network or analog camera.

2. Select New Zone.

3. Draw a motion zone over the desired motion area with the mouse pointer:
a. Place your mouse pointer at any corner of the area of interest (AOI).

b. Hold the left mouse button down and move the mouse pointer diagonally across the
desired motion area.

c. Release the mouse button

4. Set Motion Sensitivity. Some trial and error will be required to achieve the appropriate level
for the selected scene. See Adjust Motion Sensitivity below.

5. Save the configuration
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Move a Motion Zone

1.

ok

6.

Place the mouse pointer in the center of the
motion zone

Look for the arrow cursor to appear
Press and hold the left mouse button
Drag the motion area to the new location
Release the mouse pointer

Save the configuration

Note: Motion zones may be created and moved to any
area of the video with the mouse pointer.

Resize a Motion Zone

1.

oA wbd

Place the mouse pointer at an edge of the
motion zone

Look for the arrow cursor to appear
Press and hold the left mouse button
Resize the motion area

Release the mouse pointer

Save the configuration
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Remove (Delete) a Motion Zone

1.
2.
3. Save the configuration

Right-click on the motion zone
Select Remove

| i
-

Remowe h‘ Ih

Adjust Motion Sensitivity

Sensitivity range is 0-100 from least to most sensitive; the default is 75.

Steps:

N

4.

75

Maonitor Sensitivity

Set up a motion zone
Monitor motion activity in the Client Alarm View

Lower or increase the sensitivity if a motion event appears for no reason; increase the sens-
itivity if, motion activity occurs in the motion zone, but no motion event results

Remember to save the configuration each time motion sensitivity is adjusted

Motion Zones and Action

A motion zone entry is created in the Motion Zone subpanel and enabled when a motion zone is cre-
ated. From this subpanel, the administrator can disable an existing motion zone without removing it.
Actions can be enabled to respond when the recording schedule is recording continuously or only
when motion recording is scheduled.

Configuring Motion Zone Action

Steps:

Aot MOTION ZOMES

ENABLE ZOME NAME SCHEDULE

Maotion Zone 'I| I - Always e

1 B/ Motion Rec
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1. Ensure the motion zone to be recorded is enabled
2. Optional: re-name the motion zone; (click on & type over the existing name)
3. Select when the Target Actions should respond
a. Always-anytime recording is scheduled
b. Motion Rec -only when motion recording is scheduled
4. Save the configuration

Trigger Actions-Motion

Trigger Actions allows the Administrator to configure an optional triggered action based on a motion
event from a camera. After creating a motion zone, the Add Action button allows users to create a trig-
ger based on a detected motion event. The chart below explains each part of the Trigger Actions Panel.

TRIGGER ACTIONS

TARGET TYPE TARGET ACTION VALUE PRIORITY
Camera AXIS P1364 Motion Recording 0 5
Trigger Actions
Name Description/Option

Target Type  Camera or Alarm

The object of the targeted action:
Target o |f the target type is a Camera, select a specific camera.
o |f Target Type is Alarm, use the pulldown menu to select the specific Alarm

The Action that is taken by a Camera or an Alarm in response to the event:
o |f Target Type is a Camera, select Go to Preset, Alarm Recording, or Motion Record-

Action ing.
o |f Target Type is Alarm, select Activate Output or Deactivate Output
Select the PTZ location if a camera is the Target. Select the desired output if using an
Value
Alarm.
. . Resolves conflict by determining Action priority for the same Target that may be con-
Action Pri . . -
: figured to serve two Events that occur simultaneously Priority ranges: O (lowest)
ority through and including 10 (highest)
Add a Trigger Action

Trigger Actions are created when a Motion Zone or an Event is originated in the CV client for a camera
or an I/0O device.

Steps:
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TRIGGER ACTIONS

TARGET TYPE TARGET ACTION VALUE PRIORITY

Camera w AXIS M3025 w L Mone w 0 5
Alarm AXIS M3005 Go to Preset é é
.|
Samsung 9010
Pana-311 1
AXIS P5E35

Wivotek 360
et <+ Add Action MK Remove Action
1. Press Add Action

2. Target Type: Use the drop-down menu to select the Target Type
a. Camera
b. Alarm
3. Target: Select the Target
a. Cameras: select the camera for the intended Target Action
b. Alarms: select the alarm for the intended Target Action
4. Action: Select the desired Action for the Camera Options:
a. Go to Preset
5. Value: send a PTZ camera to a Preset Position #, when motion is detected in a fixed camera

6. Priority: Set the priority; the range is 1(lowest) to 10 (highest). The priority value defines the
Action priority for multiple actions by the same Targets

7. Save the configuration
Remove One or More Trigger Action(s)

Trigger Actions may be removed. Removing a Trigger Action that is associated with a motion zone will
not remove the associated motion zone.

Steps:
TRIGGER ACTIONS

TARGET TYPE TARGET ACTION VALUE PRIORITY

Camera AXIS P3635 Go to Prezet Presst 14 a

=+ Add Action

¥ \Remove Action
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. Highlight the Target Action(s) to be removed; (multiples may be removed simultaneously by
holding down the shift key and selecting each Target Action to be deleted)

. Select Remove Action
. Save the configuration
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Recording Servers Camera Events

From the Events Panel, the Administrator can configure CompleteView to register, record, and notify
about a variety of camera-based events. The list of events will change to match the selected camera
and its available, on-board analytic capabilities. Cameras using named drivers will usually present a dif-
ferent list of events than those using the ONVIF driver. When an ONVIF profile S conformant camera
is added, CompleteView queries the camera for all its available events and makes those events avail-
able for use. For named-driver cameras, CompleteView uses a basic set of predefined events. Con-
sequently, it's advisable to use the ONVIF driver whenever possible for maximum flexibility and
compatibility.

A word about Camera Events

Configuring camera events is a multi-step process that involves both internal camera settings and CV
server configuration. The process of enabling events as outlined below, configures the CompleteView
Recording Server to listen for events that are generated and reported to the Recording Server by a con-
nected and properly configured network camera. Additionally, the Events to Generate and Trigger
Action sub-panels may be used to configure specific alarm or camera actions that are tied to motion or
alarm for each camera generated event.

CompleteView handles stateless events such as a virtual line cross, gunshot, etc., by recording 20
seconds of video plus any pre- and post- event recording time, as configured. Stateful events are recor-
ded for their duration, plus any pre- and post recording time, as configured.

Example: HikVision® DS2CD4165F-1Z

This example shows the event capabilities of a HikVision DS2CD4165F-1Z, and how to access and con-
figure those events in CompleteView.

[ CAMERA EVENTS
Search Category - All -~ Event Name -~ All -- | ~ Select All % Refresh Events

ENABLE CATEGORY EVENT NAME SUB EVENT NAME EVENT ALIAS (OPTIONAL) RECORDING TRIGGER
D Advancedsecurity Keystore KeyStatus None
D Configuration AudioEncoderConfiguration Alarm Start
D Configuration AudioOutputConfiguration MediaService None
[:] Configuration AudioSourceConfiguration MediaService None
D Configuration MetadataConfiguration None
D Configuration PTZConfiguration None
D Configuration Profile MNone

Recording Trigger  MNone v

Camera Events

Configures CompleteView to listen for the selected event from the camera. It's
advisable to enable only required events in the interests of clarity and ease of
configuration.

Enable Note: If a camera is not configured for continuous recording and an enabled
camera event is received for which a Recording Trigger is not turned on, Com-
pleteView will display a “no video found” message if you try to play back the
event.

Category Describes the general type of the event. If using a named driver, CompleteView
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generates the list of available categories. If using the ONVIF driver, the cat-
egories are both provided by the camera upon adding it to the Recording Server
and generated by CompleteView.

Event Name

As above, the list comes from either CompleteView or the camera, depending
on the driver.

Sub Event Name

Comes from the camera, and is not always populated. Further describes the
event.

Event Alias

Aliases allow users to provide meaningful descriptions of camera events. Event
aliases are searchable, where applicable, and appear first in description fields.

Only the following characters may be used for event aliases:

* a-z

° A-Z

* 0-9

I L O R I O I U A
Max length: 128 characters

Recording Trigger

Selectable between None, Alarm Start, and Motion Start. In the event a par-
ticular event is detected, designates what kind of recording CompleteView gen-
erates.

Note: If a camera is not configured for continuous recording and an enabled cam-
era event is received for which a Recording Trigger is not turned on,Com-
pleteView will display a “no video found” message if you try to play back the
event.
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HikVision DS2CD4165F-IZ Category, Event Name, and Recording Trigger menus

Category Menu Event Name Menu Recording Trigger Menu
—Al-| v Mone w
P — None

AudioAnalytics Keystore Alarm&tart
Configuration | Audio MaotionStart

Device AudioEncoderConfiguration
Momm_"ng L AudioOutputConfiguration
RecordingConfig i
RuleEngine AudioSourceConfiguration
VideoSource MetadataConfiguration

i PTZConfiguration

H Profile

VideoAnalyticsConfiguration
VideoEncoderConfiguration
i VideoSourceConfiguration
HardwareFailure

Trigger

Backup

OperatingTime
Processorllsage

JobState

The Category Menu enables users to filter the available events by either all or a single category. At the
top of the panel, the Administrator may also use the Event Name menu to filter for a specific event for
monitoring. Not all devices or cameras are capable of on-board analytic capabilities. Cameras using
named drivers that do not host internal analytic capablities will not display details in the Camera
Events panel. CompleteView displays what is available on a given camera. If a named driver camera
should be displaying specific features, check the camera’s firmware to ensure it is current and that the
camera is supported for onboard analytic capabilities before calling technical support.

Events to Generate

When camera events ha\(e beep configured e SETE T T
with one or more Recording Triggers, users

can add those events into the Events to Gen-

erate monitoring panel by selecting the add ENABLE EVENT
button. Once added, the events can be Motion Start
enabled/disabled as necessary, and linked to hen

available trigger actions.

Trigger Actions

Any event can be linked to any available action. Trigger Actions make it possible for the Administrator
to configure a triggered response based on any camera analytic or camera hardware event.
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TRIGGER ACTIONS

TARGET TYPE TARGET ACTION VALUE PRIORITY

Camera AXIS PTZ Go to Preset Preset 4 5

L+ oo

Triggers can act on either cameras or alarms. See table below for more information.

Trigger Actions

Name Description/Option

Target Type  Camera or Alarm

The object of the targeted action:
Target o |f the target type is a Camera, select a specific camera.
o |f Target Type is Alarm, use the pulldown menu to select the specific Alarm

The Action that is taken by a Camera or an Alarm in response to the event:
o |f Target Type is a Camera, select Go to Preset, Alarm Recording, or Motion Record-

Action ing.
o |f Target Type is Alarm, select Activate Output or Deactivate Output
Select the PTZ location if a camera is the Target. Select the desired output if using an
Value
Alarm.
. . Resolves conflict by determining Action priority for the same Target that may be con-
Action Pri . A o
. figured to serve two Events that occur simultaneously Priority ranges: O (lowest)
ority through and including 10 (highest)

Configure On-Camera Motion Detection

Trigger actions specific to server-based motion detection are configurable in the Motion Panel. The fol-
lowing information pertains to camera-based motion detection.

Steps:

1. Select the camera to be configured for motion detection from the cameras list.

2. From the camera Connect panel, enter the camera's web interface, and configure the camera
for "motion detection" (or similar verbiage), per the manufacturer's instructions.

3. Select the camera Recording tab and adjust recording settings as needed.

[0# RECORDING SETTINGS

PRE/POST RECORDINGS /B
Fre-Motion/Pre-Alarm (=) —' "--T
Post-motion (s) —l 3
Post-Alarm (=) —I 5
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4. in the Camera Events tab, under display name, locate "Motion Detection" (or similar ver-
biage) and set the Event to Generate to Motion Start

5. Optionally add an alias

6. In the Camera Title Bar, use the dropdown schedule menu to select a motion record sched-
ule, if created

7. Save the configuration

ENABLE D CAMERA NAME TYPE DEVICE DRIVER CHAN... USERMN.. PASSWORD  RESOLUTI.. COMPRES.. FPS SCHEDULE  ST..

g Lobby Hallway - HikVision DS2CD4165F  Network 172.16.16.59 Generic ONVIF 1 BetaDemo eesesssss 1920x1080 H.264 8

[> CAMERA EVENTS Q Search

Connect
Search Category  —all | ~ Event Name = —-All— ¥ Select All

EMABLE CATEGORY EVENT NAME SUB EVENT NAME EVENT ALIAS (OPTIONAL) REC(

|Z\ Recording Schedule

Recording

|:\ QuickTrack Schedule
|z‘ Mation

4 Recording Trigger = None ~
A EVENTS TO GENERATE TRIGGER ACTIONS

ENABLE EVENT TARGET TYPE TARGET ACTION VALUE ACTION PR...

E] VideoSource GlobalSceneChange ImagingService

D VideoSource ImageTooBlurry ImagingService

=+ Add =+ Add Action

Process

Recording Configuration for On-Camera Motion

Selecting Motion Start requires that the camera must be configured for motion recording in the record-
ing schedule. If Alarm Start is selected, then the camera must be configured for alarm recording in the
recording schedule.
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Recording Servers Camera PTZ

The PTZ subpanel is used to enable/disable digital G PTZSETTINGS

PTZ or to enable/disable and configure mechanical
PTZ cameras. The Camera PTZ subpanel is divided
into four parts, and provides a live image of the cam-
era being configured. From this panel, PTZ presets
may be configured, enabled, and combined to create
PTZ camera tours.

CompleteView supports many different PTZ camera
manufacturers and provides a digital PTZ driver to
enable digital Pan Tilt and Zoom for fixed analog and
IP cameras. Digital PTZ is defaulted on for all fixed

cameras.

Function

Enable PTZ

Show All
PTZ Drivers

PTZ Driver

Focus
Iris
Speed
Preset
Go
Set

Select All

feseesridH

4 [

A
«

s Q@ @ N

A
v Apply

Dwell Time 5

PRESET NAME
13 Preset 13
14 Preset 14

15 Preset 15

< Speed
r:Q Q@ HARN .. D
& o=

(' Enable PTZ Show All PTZ Drivers ((J)  PTZ Driver Axis V2 IP (Firmware

DWELL TIME (S)

5

&

5

L Select All

TOUR

PTZ Functionality

Description

Enables/PTZ camera control functions for the selected camera
Displays current list of available PTZ drivers

Selects and enables the control protocol that CV should use to
communicate with the selected camera

Focuses the camera

Adjusts the camera iris

Adjust PTZ control reaction speed

Preset position selection

Go to a preset position that is displayed in Preset

Sets current video position and view as a preset position

Starts PTZ camera tour through all existing presets for the selec-
ted camera

Selecting the Correct PTZ Driver

When added to CompleteView, all cameras are enabled and defaulted to the digital driver. If necessary,
change the driver to the correct make and model.
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Steps:

1. Select the desired PTZ camera
2. Select the driver from the pulldown menu
3. Save the configuration

$fy PTZ SETTINGS

v |Enable BTZ  Show All PTZ Drivers (_JP

Diriver | Axis V2 IP (Firmware W

Cameras
1-AXIS M3025 1
2-AXIS M3005
3-Samsung 9010

4-Pana 311

¥, 5-AXSPTZ A

Axis V2 IP

DRI Bl
(R TTTRTTF B Hlii (1IN : i

Set PTZ Camera Preset Position(s)

These steps assume the PTZ camera is enabled and has been assigned the correct manufacture driver.

Steps:

1. Select a PTZ camera
Select the PTZ subpanel

3. Use your mouse pointer and the PTZ controls
to pan, tilt, and zoom the video image to the
desired preset position

4. Enter the position name in the box provided
5. Select Set Preset

6. Option: If the PTZ preset is part of a tour, click
on the Dwell Time and set the dwell time

7. Option: If the PTZ preset is part of a tour,
check the Tour Box

8. Repeat steps 1-9 as necessary to create addi-
tional preset positions

9. Save the configuration

N

Click to Center PTZ

Users may point and click on the image with the mouse
pointer and roller ball to PTZ to the correct preset pos-
ition. This is called Click to Center. The image pans/tilts
toward the mouse pointer. The roller ball zooms the
image in and out. This is often a more precise method to
PTZ a camera and avoids joystick or other image con-
trols from overshooting the desired PTZ preset position.
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Advanced Settings

The Advanced Settings panel allows configuration of ele-
ments specific to analog and mechanical PTZ cameras.

1.

Use Analog PTZ - allows for the use of an ana-
log PTZ driver on an IP camera. After activ-
ating, select the desired PTZ driver from the
PTZ Settings pane, as described in Selecting
the Correct PTZ Driver above.

Flip Directions - inverts left/right movement
commands. This may apply to any PTZ camera

Serial Port - Specifies which RS-232C serial
port on the recording server is used.

ID - the serial bus ID of an analog camera that
is attached to an analog matrix switch

Inactivity (Sec) - is the period, measured in
seconds, CompleteView waits in order to
detect an idle camera. If no communication
has been received during the Inactivity
Timeout, the camera is treated as idle. See
below for a list of behaviors resulting from the
idle condition.

Arbitration (Sec) - specifies the back off period
that expires when contention occurs between
users attempting to control the same camera.
See below for more information.

PTZ Inactivity

If the inactivity threshold has been reached:

1.
2.

3.

4.

If a preset tour is defined and active, then CV will restart the tour from the beginning.

If a preset tour is defined but inactive (a user turned off the preset tour in the CompleteView
Desktop Client), and the Return Home after Inactivity timeout has been enabled (see Auto

{4 ADVANCED SETTINGS

Use Analog PTZ m
Flip Directions. O

Timeouts

Inactivity (Sec)

60

Serial Ports ~ COMO

I} 0

Arbitration (Sec)

5

Home below), then CV will show the Home Preset location.

If no preset tour is defined, and the Return Home after Inactivity timeout has been enabled,
then CompleteView will show the Auto-Home Preset location.

If neither a preset tour nor auto-home after inactivity timeout is enabled, CompleteView will
do nothing.

PTZ Arbitration

User access to camera PTZ controls is prioritized. The user with the highest priority always gains imme-
diate PTZ control. When users having the same or lower priority contend for access to a camera

already under user control, CompleteView initiates the Arbitration.

If the Arbitration expires without any control activity from the user currently granted PTZ access, PTZ

control passes to the contending user with the highest priority.

If PTZ activity occurs during the Arbitration, the timeout resets and continues to run.
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The arbitration timer continues to run in this manner until PTZ control passes due either to timer expir-
ation or contention from a higher priority user.

Analog to Digital PTZ Communications

The most common method of PTZ operation is through RS485 serial communications. To enable digital
control of analog PTZ cameras that are hosted on an analog matrix switch, a RS232-to-RS485 inline sig-
nal converter must be installed.

It is possible to utilize Coaxitron if a serial port (COM-B) on the CM-6700 is configured for R5232 and
CompleteView is configured to use the Pelco ASCIl PTZ protocol. The CM-6700 converts RS232 to
Coaxitron signaling and from Pelco ASCII to Pelco P control protocols.

Analog PTZ cameras may be locally controlled by standard analog MUX and matrix switch/joystick
combination or converted to enable digital control if the control data is fed into the recording server
via an RS422 or an RS485 to USB inline serial to digital converter.

In-line USB to Serial Converter

Digital PTZ control requires the installation of an Camera ID-1
inline USB RS232 to RS485/RS422 serial to digital P ____ PTZ Data Control Bus
converter. Analog PTZ cameras that are connected (’?‘ Power Source
to the Recording Server by USB inline converter ¥ nera ID-2 s === USB to Recording
should have their unique ID placed into the camera B ower server
PTZ ID box in Advanced Settings during camera (‘3‘
installation. Camera ID-3 | In-line RS422/485 to
/f?— USB converter Recording Server
L ——

Auto Home

meters for returning a PTZ camera to its Lo IR

home position. This panel supports four -

PTZ cameras' home positions. V' Return Home after Inactivity

Each of the four positions can be asso- T "
ciated with a Home Preset schedule loc- Fome Preset - Priority | Preset |

ated in the schedules panel. The schedule Home Preset - Priority 2 | Preset 4 v
optionally allows a single PTZ camera to

be positioned at four Home Priority pos- Home Preset - Priority 3 | Preset 7 v
itions at different times of the day and

week. Home Preset - Priority 4 Preset 12 e

Return Home after Inactivity - enabled if checked. Returns the PTZ camera to the home position after
the designated amount of seconds.
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HOME PRESETS

S TS

Circumstantial Operation

® |f a preset tour is defined and active, then CV will restart the tour from the beginning.
® |f atourisinactive, CV will return to the Auto-Home Preset location.
® |f a preset tour has not been defined, CV will return to the Auto-Home preset location.

PTZ Tour

The purpose of this panel is to enable a PTZ Tour, set time between PTZ preset positions, and define
the time delay after a PTZ tour has been interrupted.

The purpose of this panel is to enable a PTZ Tour, set time & PTZTOUR
between PTZ preset positions, and define the time delay after a :
PTZ tour has been interrupted.

1. Enable Tour - enables configured PTZ tours

2. Off on Server Start - Tour requires manual startup () encbe T
from Live View: tour will not start when the server nawie four
reboots

|: Off on Server Start
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Recording Servers Camera 360 Cameras

Use the 360 Panel to configure a 360° camera. Lens type, orientation, and profile are selected using
the pulldown menus, and fields provided. 360° camera X-Y orientation is based upon the camera's API

and drivers.
G 360 SETTINGS

Lens Type | ACTI W Lens Orientation | Ceiling % | Lens Profile  Mone

CALIBRATE FISHEYE

HEr LAl |
_~==TRAHEL

Width | 2560 Center X | 1280 Radius | 1280

Height | 2560 Center¥ | 1280 Set
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Recording Servers Camera Process

The Process Panel allows access to ancillary camera features. The panel is divided into four parts,
Stream Processing, Stream Overlays, Dynamic Video Decoding, and Dynamic Frame Throttling. These
settings are grouped together because they allow the Administrator to adjust some of CompleteView's
back-end performance settings. Unless necessary, it's best practice to leave settings set to the
defaults.

Stream Processing

CompleteView performs Stream Processing on the incoming video stream to provide advanced func-
tionality, including Dynamic Resolution Scaling, Live Digital PTZ, Server Motion Detection, and Stream
Overlays. Again, it is strongly recommended to leave Stream Processing enabled.

{p STREAM PROCESSING

Enable Stream Processing must be enabled to achieve the following functionalities:

Server Motion Detection Dynamic Resolution Scaling
Live Digital PTZ Stream Overlays

If you do not need any of the above features, you can disable stream processing and reduce the Recording Server's resource consumption. As a
result, the Recording Server can support a greater number of cameras.

NOTE: If the video stream s not compressed (as in the case of generation | analog capture cards), Server Processing will be always enabled.

Stream Overlay

Stream Properties overlays can be :
enabled/disabled from the Stream Overlay

panel. The placement of Camera name,
Time Stamp and (Video) Stream Properties ENABLE OVERLAY POSITION

may also be changed here. Camera Name Top-Left| ¥
To change overlay placement: Time stamp None
1. Ensure the Overlay selection is Stream Properties Center
enabled
2. Select the desired position for Top-Right
the overlay Bottom-Left
3. Save the configuration Bottom-Right

Note: Stream Overlay is on by default and must be configured for each camera.

Stream Overlay: Analog Cameras

Analog cameras must have Stream Overlay enabled with the desired position in the client for camera
name and timestamp to be included in live video and recorded video. This is an individual camera set-
ting, and it is highly recommended to have the Stream Overlay enabled and set for each camera for
evidential purposes.
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Stream Overlay: Network Cameras

Generally, network cameras should have the camera name and time stamp turned on in the network
camera’s interface, and disabled in the Client’s Stream Overlay panel. This is an individual camera set-
ting.

Dynamic Video Decoding (DVD)

DVD monitors which camera feeds are currently being viewed. Feeds that are not being actively
viewed are not processed for live viewing by the server, significantly reducing CPU load. It should be
noted that feeds configured for Server Motion Detection, Server Video Analytics, and video feeds
pushed to Immix (which is typically a server wide setting) will not enjoy the benefits of DVD, as those
functions require constant video stream processing. Some cameras are capable of On-Camera Motion
Detection which does not rely on the CV server for processing, hence they are able to take advantage
of DVD. DVD is compatible with approximately 80% of current camera drivers supported by Com-
pleteView, including Generic RTSP drivers.

DVD Trigger Events

®* One or more live video streams is being viewed from any CV video application that permits live
viewing

* Any analog or network camera is configured to enable server-based motion detection. Camera-
based motion detection does not require server stream processing

* Agent VI analytics is used and requires support from the Recording Server. Only those cameras
requiring support for Agent VI are affected

°* When Immix Protect is enabled, DVD is disabled for all cameras

®* When a camera’s stream is transcoded by the server from one compression type to another prior
to recording

* Video dewarping is required for a fisheye lens or multi-stream camera

* Important Note: DVD applies exclusively to Recording Server performance during live video
streaming to the client

Dynamic Frame Throttling (DFT)

When Dynamic Frame Throttling (DFT) is enabled, CompleteView monitors incoming video queue
length. When queue length exceeds a certain threshold set in Server Configuration Advanced panel,
DFT engages and processes only key video frames until the queue length is restored to normal levels.
This helps reduce video latency, maintain video quality, and reduce CPU load. The frame throttling only
affects live video to CV clients. Playback is unaffected, and all video data is available for review. When
DFT is applied to a video stream, a start/stop log entry is created, and an overlay is displayed indicating
DFT activity. Analog cameras are not impacted by DFT.

By default, DFT is “Enabled.” In almost all cases, DFT should remain enabled, unless directed by Tech-
nical Support or a Field Systems Engineer to disable it. DFT does not affect recorded video, and if activ-
ated generally lasts only for a few seconds before CV returns to normal operation.
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Advanced

Advanced options include video quality, port, and other settings. The defaults are configured to
provide optimal performance, and making changes should only be done by a qualified individual who
understands the impact of the changes, or by direction of Salient Technical Support.

Camera Ports

Camera ports allows for certain commands and data to be sent and received over specified ports for
certain ACTi and others cameras.

Control Port
Enter the port over which commands to/from the camera will be sent.
Stream Port
Enter the port over which the video stream to the camera will be sent.

Connection Settings

Connection Settings is intended to give the end user options that affect video quality and use of HTTP
for PTZ joystick command and control.

Favor Continuous Video Over Image Quality
This option allows the user to choose between image quality and continuously streaming video. It
relates to cameras that employ User Datagram Protocol (UDP) as their favored IP transport protocol.

Some camera manufacturers prefer UDP as their primary video transport protocol because it may
provide slightly quicker streaming.

User Persistent HTTP Connection for PTZ (Joystick or mouse control)
Persistent HTTP employs a single TCP connection to send and receive multiple HTTP request-

s/responses, as opposed to opening a new connection for every single request/response pair. The
benefit of enabling Persistent HTTP is generally quicker PTZ responses.

Keep Alive Method

Keep-Alive configuration is available on select Axis cameras streaming MPEG4 or H.264 only. When
“Auto” is selected, the server will determine the optimal means of sending and receiving keep-alive
messages to the camera, and is the preferred method of configuration. For the purposes of
troubleshooting and addressing camera connectivity issues, the user may force CompleteView to util-
ize RTCP Receiver Report or RTSP OPTIONS, based on the camera’s firmware version.

Auto
Auto automatically selects the optimal method for the circumstances, and is the default option.
RTCP Receiver Report

The primary function of RTCP is to provide feedback on the quality of service (QoS) of video and audio
distribution by periodically sending statistics information (reports), such as transmitted octet and
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packet counts, packet loss, packet delay variation, and round-trip delay time to the server. Admin-
istrators may use this information to control the quality of service parameters, perhaps by limiting flow
or using a different codec.

RTSP Options

Like HTTP, RTSP uses TCP to maintain an end-to-end connection and, while most RTSP control mes-
sages are sent by the client to the server, some commands travel from the server to the client. While
similar in some ways to HTTP, RTSP defines control sequences that are useful in controlling mul-
timedia.

- 274 -



Recording Servers Alarms

CompleteView is capable of integrating with third party digital I/O devices. Digital inputs detect and
digital outputs assert external alarm conditions.

Alarm inputs can be used to trigger a number of actions including recording from specified cameras,
moving a camera to a preset, or activating an alarm output.

Alarm outputs from CV indicate the occurrence of camera events such as camera sync loss or other
external events.

Alarm devices can be associated with IP or analog cameras. It is possible to add a single device or any
combination of alarm devices to a Recording Server, contingent upon hardware configuration.

Alarm Panel

The Alarm panel is similar to the Cameras Panel. The top portion of the panel displays added devices
and their information.

Q Search User Name v | | | - |

ENABLE NAME TYPE DEVICE DRIVER USER NAME PASSWORD INPUTS  OQUTPUTS

Deavice 1 Analog SeaDAC Device #1 DRIVERTYPE_SEAMAX 16 16

+ nda |§

Alarm Device Discovery

The bottom of the panel hosts an Alarm Device button. When pressed,

the button produces a panel that displays discovered Alarm devices
. . Alarm Devices A

that are ready to be added to the Recording Server. Any device that

was previously added will be displayed above the new devices.

Discover and Add an Alarm Device

Important: Third-party 1/O devices that require Windows drivers for operation will need the drivers to
be installed prior to adding the Alarm device into CompleteView.

Q Search Connection Type | Analog ~  Manufacturer - All -- v
NAME MANUFACTURER MODEL INPUTS OUTPUTS AUTO DETECT SELECT

SeaDAC Device #1 Sealevel 8221 16 16 Yes ™

4 4+ Add Selected

1. Select the Alarm Devices button to display discovered |I/O devices
2. Connection Type must be Analog
3. Select the desired I/O device for installation by selecting the devices checkbox

Steps:
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4. Press Add Selected
5. Save the configuration

The name of the device may be changed, but all other device information is predetermined by the
device driver, and cannot be altered.

Input-Output Triggers

Selecting the I/O device presents options for configuration. Individual Input and Output panels can be
selected from the left. Above the panels resides the device’s specific information.

EMABLE NAME TYPE DEVICE DRIVER USER NAME PASSWORD INPUTS OUTPUTS
SeaDAC Analog SeaDAC Device #1 DRIVERTYPE_SEAMAX 16 16
EMNABLE INPUT ID NAME TRIGGER STATE EVENT TO GENERATE TARGET TYPE TARGET ACTION VALUE PRIORITY
. Camera AXIS P3635 Go to Preset Preset 1 5
C] 2 Input 2 Open Alarm Start
D 3 Input 3 QOpen Alarm Start
C] 4 Input 4 Open Alarm Start
C] 5 Input 5 Open Alarm Start
C] 6 Input 6 Open Alarm Start
C] 7 Input 7 Open Alarm Start
C] 8 Input 8 Open Alarm Start
C] 9 Input 9 Open Alarm Start
Input Triggers
Name Description
Enable Checked box enables the input channel
Input ID Channel number, which is a fixed value
Name Initially “Output Number, Input Number” but may be manually changed
Trigger State Open, Closed, Unknown

Event to Generate  Input Activated

Trigger Actions
Name Description
Target Type Lists target device type
Target Name of target device
Action Action to be taken upon trigger
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Name Description

Value Device-specific result of action
Priority Priority of action
ENABLE QUTPUT ID NAME TRIGGER STATE DEVICE TYPE RESET (SEC)
1 Qutputl Open Generic b 10 ShAE 0 bt
Outputs 2 Output? G _ 10 D 1 Camera 1-1
3 Qutput3 Open Alsrm 10 E] 2 Camera 12
4 Qutputd Open \?VT:;ow Never D } Camera 13
3 Qutputd Open Lack MNever E] 4 Camera 14
6 Qutputb Open Light Never Q > Comera 15
Output Triggers
Name Description
Enable Checked box enables the output channel
Output ID Channel number-fixed
Name Initially “Output Number, Input Number” but may be changed
Trigger State Open, Closed
Device Type Generic, Alarm, Door, Window, Lock, or Light

Reset (Sec) Resets the Output to default: Never, 1-100 seconds

Cameras
Name Description
Enable Checked box enables the Camera
ID Channel number-fixed
Camera Name Name from Camera Configuration
EMABLE OUTPUT ID NAME TRIGGER STATE DEVICE TYPE RESET (SEC)
-————— i = —
Outputs B o @ . Volume1_Video Volume Full Unspecified
utputs utpu pen eneric
3 Cutput3 Open Generic 10 Comere
4 Qutputd Open Generic Never Alarm
5 Outputs Open Generic Mever User
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Source Events

Name Input Description

Source Type Camera, Volume, Storage Pool, Alarm, User
Source Name of event source

Event Name of event, dependent upon device
Value Outcome, dependent upon device

Associating Alarm Device Outputs with Cameras

After adding and configuring the device, its outputs may be associated with a camera to allow for
manual triggering by a user. In the example below, the device's Output4 may be triggered by the user
while viewing Camera 1-2.

Steps:
1. Select the device's outputs to be associated with a given camera.

2. Select the camera.
3. Save the configuration.

fi#] OUTPUT TRIGGERS

ENABLE OUTPUT ID TRIGGER STATE ~ DEVICE TYPE RESET (SEC)

To associate Alarm Device Outputs to cameras within a View, see Views & Maps Creating Views and
Templates .

Triggering Output Manually

Outputs may be manually triggered within Live View (cameras in view layout, camera being viewed live
in the Video Player pane), Dashboard (camera being viewed live in Video Player pane), and Alarm View
(camera pop-up and camera being displayed in Video Player).

Steps:

1. Select the Output Triggers icon in the upper right corner of the camera window.
2. Select the desired Output.
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View 1

>

© Views [ Maps = BA 45 - Uniden 4MTPD-MVF at 172.18.4.1 (QA-GSQuad-Win10.en 3 - 1 —Elaj
e e CHOA 1970-01 @ Outputl (OA-GSQuad-Win10)
Lview [ ]| | 8 2l

o~

&) Views 2
L [ view | @ Output3 (OA-GSQuad-Win10)

——

B Output? (OA-GSQuad Win10)

#® Custom / Favorites

Servers / Cameras

PTZ /360

Different output types are represented by different icons.
Alarm Device Icons

Description

Alarm Device

Door Alarm Device
Generic Alarm Device
Lock Device

Window Device

JEle]=]» K

Indicates multiple alarm devices
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Recording Servers Triggers

Triggers provides the ability to create event based trigger actions from one place, also known as "Event
Linking," where an event generated by resources (such as cameras, volumes, storage pools, etc.) can be
linked (or configured) to trigger one or more actions on resources (such as cameras, volumes, storage
pools, etc.).

Triggers can be created for the following sources and the events they generate:

Trigger Sources and Events

Camera Storage Volume Alarm User
.. . . Input activ- .
Alarm start/end Insufficient Retention  Offline ated/deactivated Login/logout
. Minimum Retention . Output activ- . .
Motion start/end Violation Online ated/deactivated Failed login
Svnc loss/eain Pool Drive Off- Eull Start live view/-
y g line/Online playback
DFT start/end Delete Failed ReFordlng Export
Failed

Recording Started

After Failed Free Pool Space Failed Video Export

Overflow Drive Act- Min Storage

Recording Failed ive/Inactive Violated

Minimum Camera Reten-
tion Active

Storage Threshold Met
Storage Write Failed

Currently, the following types of actions can be created as triggers:

® Trigger a camera action: motion recording, alarm recording or sending to a preset
* Trigger an alarm action: trigger an alarm output (/O device)

Trigger Actions/Source Events Panels

If an input is configured, a matching Trigger Action must also be configured for the Action resulting
from the input. If an output is configured, then a Source Event must be configured for an event and
desired event action. There are several input and output variables that can be configured.

Triggers
The purpose of the Triggers Panel is to centralize all the Triggered Actions across a Recording Server’s
alarms and cameras. Changes to Trigger Actions that were originated in the Motion, Events, or Alarms

can be modified from the Trigger Actions Panel. Additionally, new Trigger may be created and con-
figured from this panel, associated with actions.
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Summary View

Selecting Triggers at the top of the triggers list opens the overview screen

which will display a summary with all of the triggers that have been created @ 1 Settings
on the recording server. I Devices

The source event in the illustration below was established for a camera in

the Motion Panel. When a Source Event is selected, the information for the L 0 oo

event is displayed at the top of the panel. s
NVRs

Volumes

Cameras

110

Triggers h

The source event in the illustration below was established for a camera in the Motion Panel. When a
Source Event is selected, the information for the event is displayed at the top of the panel.

ENABLE NAME SOURCETYPE  SOURCE EVENT VALUE  TARGET TYPE TARGET ACTION VALUE  PRIORITY
Trigger 1 Alarm Device 1 Input Activated Input 1 Camera AXIS P3635  Go to Preset Preset 1 3
SOURCE TYPE SOURCE EVENT VALUE TARGET TYPE TARGET ACTION VALUE PRIORITY
Alarm Device 1 Input Activated Input 1 Camnera AXIS P3635 Go to Preset Preset 1 5

The Trigger may be disabled but retained by unchecking Enable on the top left corner. Other changes
can be made from the top of the panel or from the Trigger Actions panel with pull-down menus.
Changes that are made here will also be reflected in their originating location.
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Alarm Device Example Implementation

The information below is intended to outline the general work flow of adding and configuring an
external Alarm Device in CompleteView.

Steps:

1.

Add an Alarm Device either by either selecting the Alarm Devices list, described in Record-
ing Servers Devices Summary, or by manually adding it via the method described in Record-
ing Servers Alarms.

Enable the desired inputs and optionally set names and triggers for each one, as described in
Recording Servers Alarms. Triggers can include, but aren't limited to initiating recording on a
camera, sending a camera to a preset, or activating an alarm output.

Enable the desired outputs and optionally set names, device types, and reset times for each
one, also described in Recording Servers Alarms.

Associate the output triggers to a camera in order to allow the user to manually activate and
deactivate the output. Events may be also configured to automatically trigger the output.
Events can be from a camera, alarm, user, volume, or storage pool. Associating the output
triggers to an individual camera is discussed in Recording Servers Alarms. Note that using
this method requires the cameras to reside on the same server as the device. To add the out-
put triggers to a camera in a View, see Views & Maps Creating Views and Templates. This
method has the advantage of allowing the camera and device to reside on different servers.

Administrators can set user and group level permissions to access the outputs, described in
Users & Groups Configuration. If the user has access to a camera but not the output trigger
associated with it, only the camera will be visible, not the output trigger.

Finally, trigger outputs from Live View, Dashboard and Alarm View, described in Live View
Overview.
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Views / Maps Introduction

Views are collections of cameras and video devices available to users
when they log into CompleteView. There are two types of Views:
Universal and Desktop. Universal Views are generally created by an

administrator and universally available to any user, while Desktop ‘f’ Views [ Maps
Views are created by individual users, and are also available to other S
users. Both view types may be created by end users as custom views. [view [+]]
In addition, Universal Views maintain selected cameras' aspect ratios, Mops
and are the optimal choice for 4:3 and 16:9 camera layout, while Voo
Desktop Views maintain the viewing tiles' aspect ratios, and is the bet- Walk
ter choice for panoramic and corridor cameras. e Views

Within Views, Maps, Video Walls and Web Views may also be added
and configured. Refer to Video Wall Introduction and Web Views for
more information.

Note that non-administrator users may need to be granted access to Views. For more information on
View permissions, see Users & Groups Configuration.

Views / Maps Overview

Selecting Overview will produce the following menu from which Views / Maps features may be
accessed. A dynamic list of Bulk Update options will be displayed, whose functionality will depend on
which feature is selected. Details for the various functionalities will be described in the following sec-

tions.
@ VIEWS m & GPS Jat waLs B0 WEB VIEWS
Q Search Bulk Update  In Tour v | True v Select All
ENABLE NAME TYPE IN TOUR DWELL TIME (S) FPS QUALITY MAPS
@ View 1 Universal View El 5 4 v 5 v None | v
=+ Add

Video View Creation Tools

Client Views provides practical tools and processes to create live view templates, views, and maps for
all Recording Servers.

... 6 Cam EMABLE NAME TYPE CAMERA ASPECT  IN TOUR DWELL TIME (5) FPS QUALITY MAPS

A -
T ESGLl] -  rcmo e - oe B BB EE

,_‘ Servers / Cameras

L

@ % Rs-1(192.168.10.15)
& Rs-2(192168.10.
% RS-2(192.168.10.16)

@ 9 Rs-3(192.168.10.17)

5 Rs-4(v4-192168.10.18)

@ . Layout Edit Controls [
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Icon Purpose

... 9 Cameras
HER
HE o c

£

Pulldown menu of saved templates.

Apply the template that is presently displayed in the menu.

Delete the template that is presently displayed in the menu.

Add the existing view layout as a new template.

save the presently displayed view layout to the template menu.

Exports the selected template

Display servers and their cameras in a heirarchical view by name.

Display servers and their cameras in a thumbnail view with names.

0|0 hEERk

View layout editing controls are at the bottom of the view layout panel, immediately below the video
layout.

.l. 6 Camera: ENABLE NAME TYPE CAMERA ASPECT INTOUR  DWELL TIME (S) FPS QUALITY MAPS

v []
PGl - o o - me Mo oo BE

Servers / Cameras

R5-1(192.168.10.15)

R5-2 (192.168.10.16)

?

R5-4 (V4-192.168.10.18)

@ . Layout Edit Controls

Layout Edit Controls ~ H5 H5 &3 (23

>
@ W RrS-3(192.168.1017)
»

Icon Description

=. Add video cell
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Delete a video cell

Split a single existing cell into a 2x2 in the same original cell

Split an existing cell into a 3x3 in the same original cell

In the View Title Bar, clears the current layout

In the View Title Bar, saves the view for use without saving it as a template

In the View Title Bar, opens a menu to create new views, new auto-views, and new maps

In the View Title Bar, opens a quick-link menu for all overview panels

S o [EXIESESIHS

View Construction Parameters

Above each view is an Information Title Bar. Changing the information in the Title Bar affects the
view's structure, name, maximum FPS, and defines its association with a map.

ENABLE NAME CAMERA ASPECT IN TOUR DWELL TIME (S) QUALITY MAPS

TYPE
o Cio - o6 D GO EE

View Parameters

Menu ltem Description
Enable Enables the currently displayed view in Live View
View name; defaults to view and next number in order. The
Name name may be changed by clicking in the box and typing in the
new name
Type Desktop or Universal. Both are available to all users. Universal
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Menu Item

Camera Aspect

In Tour

Dwell Time

FPS

Quality

Maps

Description

Views maintain cameras' original aspect ratios, and are pre-
ferred for use with 4:3 and 16:9 cameras. Desktop Views main-
tain selected viewing tiles' aspect ratios, making them the
better choice for panoramic or corridor cameras.

Administrator sets the cell size when configuring the view.
Choices are: 4:3, 16:9, and 9:16. The ratio selection applies to
all cells within the view.

When checked, places the View in a “View-Tour.”

The length of time between each view is presented before the
next is displayed in a View-Tour, in seconds.

Allows users to set the frame rate for the current camera from
among the following choices: 1, 4, 8,15, 30; The maximum
number of frames-per-second delivered while viewing live
video will never exceed the rate configured by the admin-
istrator on the Recording Server.

Sets the video compression visual quality (low, medium, high)
for all currently selected cameras.

Permits the Administrator to associate the view under con-
struction with the maps that are listed in the pull-down menu
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Views & Maps Creating Views and Templates

There are two methods for creating views and templates. Drag and Drop permits the creator to drag
the video from servers into the video display area. The Client allocates equal space for the placement
of each camera as its dropped into the area. The resulting view can be saved as a template, which may
be used for future use for other views.

The second method requires the creator to use Template and Layout Edit controls, naming and saving
the template. Video may be added to the template after it is created. An unlimited number of tem-

plates can be created and saved. Using the template tools, a template-cell can be subdivided into 2x2
or 3x3 cells.

For clarity, some Ul elements may be omitted from the following information.

Manual Creation

The following methods of creating views and templates lend themselves to custom configuration,
requiring manual selection of specific cameras for specific views.

Drag and Drop

The drag and drop process can be used to name and save the view as a template. Views do not have to
be saved as a template.

@ Views/Maps

Steps: Ié] Overview
1. Right-click on Views |-TIE.| (Q sern [T 2l
2. From the menu that appears, select New View © v Maps 1

® Views
Note: Wait for the View Creation Panel to appear with
the list of Recording Servers displayed to the left

= New View

2 ¥ New Auto Views

3. Drag video cameras from list of the available Recording Servers onto the large blank area to
the right.
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2 - Floor MW (192

Servers / Cameras
camena [ ]([(Q_sr ] e 4L

@ RS-1 (192.168.10.15)
RS-2 (192.168.10.16)
RS-3 (192.168.10.17)

- Checkout

2 - Floor NW

- Floor SW
- Floor Central

- Floor NW2

RS-4 (V4-192.168.10.18)

Drag & Drop Cameras
to Blank Area

l— %) Outputl
l l Layout Edit Controls Bﬂ

Important Note: to build the template, drop the desired video onto some portion of the blank area
beside the presently existing video camera feeds.

4. Optional: save the view as a template
5. Save the configuration

10 Camer:

mmmm . | VXtTRE

Servers / Cameras

RS-1(192.168.10.15)

R5-2 (192.168.10.16)

RS-3 (192.168.10.17)

RS-4 (V4-192.168.10.18)

Create View Templates

Client Views must be open to proceed. View templates may be saved and repeatedly used for quick,
flexible, and customized view creation.

Steps: n\

1. Se|eCt Add Tem Iate + . 0 Camera:
mplate (+) . St He

2. Repeatedly click on Add Cell until the 3
desired number of video cells are dis- > ‘
played Layout Edit Controls —

3. Optional:use the Layout Edit Controls to
Split Ce”S . 0 Camera: . 0 Camera:

4. To name the template, select and type n\m : we Y XtBEEZ

over the existing name
5. Save the template
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6. Save the configuration

Delete a Template Cell

Steps:

1. Right-click on the cell to be removed
and select remove cell

**Method 2

2. Select the checkbox in the top left of 1
the camera tile

3. Multiple Cell Removal: multiple cells
may be simultaneously removed by
checking the checkboxes of the cells
to be removed before proceeding to
the next step

4. Use the Layout Edit Controls; select remove cell

hd

Save the template
6. Save the configuration

Automatic Creation

Remove Cells
i
No Camera

Layout Edit Controls 5 H5 23 B3

Auto Views create a series of views based on camera count per view (choices: 1,4,
9,16,25,36,49,64,81, and 100) camera aspect ratio (choices: 4x3, 16x9, 9x16) and permit the inclusion
of Site Name, Server Name, and the replication of the Server Hierarchy into the overall view construct.
During Auto View construction, the Administrator selects the server and the options. Note that if cre-
ating an Auto View for a Region a Recording Server must be associated with that Region.

Universal Auto View
Steps:

1. Right-click on Views

2. Select New Auto View; wait for the screen
to change Note: The new screen will display
the Recording Servers with checkboxes to
the left of the Recording Server names.

3. Check the box of a single Recording Server
for which the AutoView is to be constructed
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4, Select:
a. Camera Count per view
b. Camera Aspect Ratio
c. Layout Name Prefix
5. Check the desired boxes:
a. Include Site Name
b. Include Server Name
c. Replicate Server Hierarchy
6. Select the Create Auto Views button
7. Save the configuration

< S/; CREATE AUTO VIEWS
Camera Count Per View 18 v

Camera Aspect Ratio | 4X3 | v

Layout Mame Prefix | View

| Include Site Name
W Include Server Name

%' | Replicate Server Hierarchy

I'_/| Create Auto Views

Desktop Views

Desktop Views are customized views created by individual users, and are available to other clients, as
well.

Desktop Templates - Layout Edit Controls

Desktop Views have their own template creation process; Universal View templates are not available
when Desktop View is selected. The layout toolbar resides below and to the left of the large blank
video template creation area. The icons are dynamic. Roll over an icon to reveal its function in the con-
text of the view being created.

Desktop Layout Edit Universal Layout Edit
Layout Edit Controls M == )4 Layout Edit Controls [
Icon Function/Description Icon Function/Description
% Add row to the top add cell
% Add row to the bottom E Remove cell
illl Add column to the left Split cell 2x2
Add column to the right &> Split cell 3x3

Delete selected row

Delete selected column

EmE

Split selected cell horizontally
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Desktop Layout Edit Universal Layout Edit

Split selected cell vertically
Merge cells

Create a Desktop View

Steps: © Views/Maps
{é} Overview

1. Select Views

| View b ||

2. Select New View
3. Name the view (click in the box and type over :;::: Maps
the default) @ © Views
4. Select Desktop View (from the pull-down = New View
menu) _ _
¥ New Auto Views
5. Select the desired Aspect Ratio (4:3, 16:9,
9:16)

6. If desired, include the view into a sequential video view tour
7. If the view is part of a sequential video tour, set the dwell time
8. Set the maximum Frames Per Second (FPS)

EMABLE NAME TYPE LAYOUT ASPECT INTOUR DWELL TIME (5) FPS QUALITY MAPS

View 5 Desktop View | v | 4¥3

S 0 B 0 O ©

Note: FPS defines Live Viewing video stream fluidity. Higher FPS creates a more fluid video present-
ation. This setting is a general setting for live viewing video and is regulated not to exceed the FPS set

for cameras in the Recording Server.
9. Set Quality (range is 1-10; ten is the highest quality and lowest compression)

Note: Quality is setting a general video client, live view, quality setting. It cannot be increased above
the settings of the Recording Server.

10. Associate a map, which should be presented as the default view when the desktop view is
selected in Live View

11. Use the Layout tools to create a template

12. Drag and drop the video into the template

13. Save the Configuration
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Views Clone/Copy

Once created, a View may be cloned or copied by right clicking on |ReRZYEEEE
. . . L, .
the view's name, and selecting either Clone or Copy. © Overview
AL
=) @ Views

Delete
Clone h‘

Copy

Adding Alarm Output Triggers to a View

Once a camera has been added to a view, outputs from a preconfigured Alarm device may be asso-
ciated with it, and triggered from within Live View.

Steps:

1. Drag the desired output to the camera
2. Click the icon in the upper right corner to view added outputs

10 Camen NAME THRE CAMERA ASPECT IN TOUR DWELL TIME (S) FPS QUALITY

. ENABLE

V4 x + % cﬁ
EmEs ., ” Universal View | v 53 | v 5 0 4 5 |w
EDEE v

7] 48 - Uniden 4MTPD-MVF at 172.18.4.1 S s e

W Servers / Cameras (=]

| Camera V.| | 4 | ?g él % Output2 (QA-GSQuad-Win10)
A &

@ M 0A-GSQuad-Winl0 L @ Output3 (QA-GSQuad-Win10)

Servers / Alarms (@)

[aem [~][Q | % 4l
I
&

QA-GSQuad-Win10

Output]

® Output?

Output3
Outputd
Output5
Outputh
Output?
Outputs
Outputd

Qutoutl1

. . Layout Edit Controls [ 3

To remove outputs, right click on the camera, and select Remove All Output(s).
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Maps

Maps with video are an intuitive, geographical means to present an installation's security camera infra-
structure. Image maps may be hyperlinked to each other.

Maps may be constructed with still image maps. But, for a system that is connected to the Internet,
real-time satellite images may be selected by using Satellite Map as the Map Type, illustrated below.
Supported still image formats include PNG, JPG, GIF, and BMP. Both still images and Satellite images
may be used by the Client for maps.

For clarity, some Ul elements may be omitted from the following information.

Map Configuration Overview

1. Server - Cam/Maps Panel 10. Go to current location
2. Zoom In 11. Select camera
3. Zoom Out 12. Remove camera
4. Clear Map 13. Select Hierarchical View
5. Enable (for viewing) 14. Hierarchical View
6. Map name 15. Select Thumbnail View
7. Map Type: Includes Satellite and Image 16. Cameralcon
8. Path of Image, landmark, address, or 17. Image Area
GPS Coordinates 18. Thumbnail View
9. Import or browse to GPS Location 19. Toggle Show/Hide Camera Cones

20. Toggle Show/Hide Camera Labels
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99999

99 @ @

ENABLED NAME

Name

Servers / Cameras
| Camera | |
RS-1(192.168.10.15)
RS-2 (192.168.10.16)
1 - Teller
2 - SW Street
3 - Entrance
4 - Cafeteria
5 - Comer

RS-3 (192.168.10.17)

L

R5-4 (V4-192.168.10.18)
Image Maps
Office

Warehouse

Map Settings

MAPT\"PE

Satellite Map ~

\SHOW CONES SHOW LABELS

G: Go To Address .

US Bank Stadium

R5-3 (192.168.10.17)

1 - Checkout 2 - Floor NW

3 - Floor SW

»

4 - Hoor Central

The Administrator can add, delete, disable, select and edit maps from the Map Setting list of existing
maps. Disabling a map leaves the map in place, but makes it inactive so that it does not show.

¢ MAP SETTINGS

Q Search m Selact Al
EMABLED MNAME MAP TYPE
Office Image Map
HQ Satellite Map
Warehouse Image Map
4+ add @ 0O cione B Edit

f Open

Organize =

3 Quick access

3 This PC e il
~ [
30 Objects | L% ] ts
[ Desktop warehouse.png Office.png office-layout.png

E Documents

File name: | Office.png

Pad

A [ ] « Desktop + StudentDocuments > MapFiles v & Search Map Files ©

m @

New folder =]

A

v| Alllmages (*bmp;*jpg;"jpeg;* ~

Open N

Cancel
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Add an Image Map

StepS: G Views/Maps

=) Owverview 2

[View [v][0 4 JTail

1. Create and save the desired map still images to an
accessible folder

In the Client, Right-click on Maps
Select New Map
Select Image Map as the map type

Select Import Image (See illustration above) Note:
users will be redirected to find the map still-images

g
® Y Maps
I
Yy
) New Map
3 L walls

ok wbd

EMABLED MAME MAP TYPE PATH

MName Image Map v store.jpg = Import Image

Select the desired still image (from the desktop folder)

The still-image name will appear in the Path

Type the new name over the exiting-default map name

Drag cameras from the Recording Server list on the left of the map panel

10. Drop the cameras on the still image to the location that best matches the camera’s actual
physical location

11. Save the configuration

0 0N O

,_" Servers / Cameras
'?lrj:n B Rs-1(192.168.10.15)
@ S RS-2(192.168.10.16)
© W Rs-3(192.168.10.17)
8 1 - Checkout 9
) Z_FE._.,mu

'

- -
] 3-

" LK

- gL
L 5—FI'

M RS-4 (VA A

'y Image Maps

S LR [ 1 - Checkout (192.168.10.17)

Repeat the steps above as required to add additional maps.

Add a Satellite Map

Note: CompleteView must be online with Internet access to permit search and retrieval of satellite
map images. Satellite maps may not be hyperlinked to each other.
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©» Views/Maps

Steps: n _
= Overview
1. Right-click on Maps — — A
2. Select New Map [view [~ 2
3. Type the new name over the existing-default map -:jj%jj:l ¢ Maps

name
4. Use the pulldown menu and select Satellite Map N

MNew Map

wwalls

5. Enter the street address, GPS Latitude-Longitude coordinates, or landmark name in the loc-
ation (Ex: US Bank Stadium)

6. Select Go to Address

T T

Name Satellite Map US Bank Stadium ﬁ: Go To Address ‘

7. Drag cameras from the Recording Server list the camera(s) and drop them on the map image
Note: Cameras may be pulled from different Recording Servers onto the same map.

8. Use the four-sided arrow to size and rotated to identify the field of view.

Servers / Cameras
RS-1 (192.168.10.15)
- AXIS M3025
- AXIS M3005
3 - Samsung 9010
- Pana 311
- AXIS PTZ
- Vivotek 8171
7 - Parking Ln:tk
15-2 (192.168.10.16)

R5-3 (192.168.10.17)

R5-4 (V4-192.168.10.18) i

Image Maps

|— Warehouse

9. Save the configuration

Note: Be sure to save the configuration before selecting some other part of the Client to avoid starting
the map creation process from the start.

* Map images may be enlarged (zoom in) or reduced (zoom out)
® Camera Icons are not intended to be changeable
* |mages are saved to the Management Server’s database
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Map Hyperlinks

Map hyperlinking provides a quick method to
move from one map to another without search- TR
ing through the list of maps in the Navigation

Panel. Hyperlinking is exclusive to Image Maps. ____
Collect multiple hyperlinks in the same general Recording Servers © @ I Rs-10921681015)
area on the image for ease of location. ® M RS-2(192.168.10.16)

Servers / Cameras

© Views/Maps ® |® RS-3 (192.168.10.17)

R5-4 (V4-192.168.10.18)
Image Maps
Users/Groups < F
Office

Navigation Panel Salient HQ

Warehouse

Hyperlink Methodology

Map 1 is displayed, and maps 2,3,4, and 5 are related to Map 1. To configure Map 1 with hyperlinks to
all other listed maps, the Administrator must drag and drop the list of Image Maps 2,3,4, and 5 onto
Map 1’s image. While doing so, the Administrator must ensure that the hyperlinks are on top of Map
1’s image and in the same general area of Map 1's image.

_ | ENABLED MAME MAP TYPE PATH
S ull % Go To Address

US Bank Stadium Satellite Map

Servers / Cameras
R5-1(192.168.10.15)

RS-2 (192.168.10.16)

-

RS-3 (192.168.10.17) 7 - Parkding Lot (172 168108

R5-4 (V4-192.168.10.18)

Image Maps

Office
k -
e Drag and drop image
maps

Warehouse
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Maps Clone/Copy

Once created, Maps may be cloned or copied by right A

clicking on the map's name, and selecting either - s

Clone or Copy. Office
Office HQ

Warehouse

U5 Bank Sta
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Web Views

CompleteView allows for the display of web and HTML content within the Playback and Live View
modules. After creation of a Web View, administrators may use the Users / Groups section of the Con-
figure module to configure functionality of and access to the Web View.

Create a Web View

From within the Views / Maps section of the Configure module: e

1. Either right click on Web Views and select New Web View, © 1 Overview
or select Add from the Web Views overview screen. [view [+](

Note that a Web View may be deleted by right clicking its name in
the left pane and selecting Delete or by using the Remove button in
the overview screen.

Verify the view is enabled
Enter the URL

Enter in a meaningful Name
Select or deselect Enable Audio
Optionally Preview the content

ok wbd

Grant Web View Access & Permissions

After creation, an administrator must grant non-administrator users or groups both access to and
define the functionality of a Web View. Users or groups with administrator privileges are automatically
granted access to Web Views.

From within the Users / Groups section of the Configure module:

Users / Groups
(l"u

1. Select desired User or Group © 4 Ovewview

Users

.,’i";u
|: admin
:‘ WeblUser
{-_E].

Group
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2. Select Client Views Access

User Access

@ Client Views Access

Recording Servers Access

3. Grant access to the Web View ¥Z CLIENT VIEWS ACCESS

¥| All Client Views
[weo [¥)(0 s ] % 4

il =
(=) V| Web Views 3

L5 [W] Yourwebsite

%< PERMISSIONS

Resource Type | Web Views v Q Search Eﬂ L& Select All

NAME MNAVIGATION SHOW URL LIVE VIEW PLAYBACK

YourWebSite

4. Select the Web Views Resource Type
5. Assign Permissions to the Web View

Web View Permissions

Permission Function

Hides or displays the browse backward, forward, reload, and home
controls for the Web View.

Navigation

Displays or hides the Web View's URL.

Show URL Note: The URL is not editable within either the Live View or Playback
modules.
. . Grants or denies access to the Web View within the Live View mod-
Live View
ule.
Playback Grants or denies access to the Web View within the Playback module.

- 300 -



Viewing a Web View in Live View

Method 1

From within the Views / Maps section of the Live View module: © Views / Maps
1. Expand Web Views and select the desired Web View Tver [~

Note that after selecting the desired Web View, right clicking in the m\ﬁm

same menu area will produce a New Tab option. YourWebSite

C n B f W)
About  Store Images i

Search I'm Feeling Lucky

W& Carbon neutral since 2007

ki ] i Ll fa sl i = S

2. The content will be displayed in the Video and Events panel with the permissions con-
figured in Users / Groups.

Method 2
From within the Live View module:

Reset Layout

1. Open the Main Menu and select Settings.

Settings

About

Change Password

Logout
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2. From the Layout panel, select Show Web View Panel. B |

V¥ Show Navigation Panel
v Show Map Panel

¥ Show Events Panel

¥ Shaw Events Video Panel

Show Video Wall Panel

Z Show Web View Panel /a

x

G ﬁ https:/fwww. ' W)
About  Store Images 3

Search I'm Feeling Lucky

\ Carbon neutral since 2007

L hic 0 i Ll o (TP | [P = PP s x>

3. The content will automatically be displayed in the Video and Events panel with the per-
missions configured in Users / Groups.

If multiple Web Views are available, the one that was created first will be displayed. Selecting sub-
sequent views will replace the initial view in the Video and Events panel. Right clicking on one of
the Web Views will produce a New Tab option which can then be populated by another existing

Web Views.

Note that Web Views may be floated out of CompleteView and redocked. Selecting Reset Layout from
the Main Menu will close docked and undocked Web Views.

Viewing a Web View in Playback

From within the Playback module:

1. Select the Web Views icon from the toolbar. Note that the
icon will only be visible if the user has permissions to
access the Web View.
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2. Expand the menu and select the desired Web View in the

left pane

C rn E R, <

About  Store

=L

g

Images

Eter

Search I'm Feeling Lucky

N Carbon neutral since 2007

o B ool e = o

Web Views

[wee [ v]|

Web Views

YourWebSite

-

-

3. The content will be displayed in the right pane with the permissions configured in Users /

Groups.

Note that the Web View may be floated from the Playback module
by opening the Main Menu and selecting Floating Web Views Win-
dow. The floated window will initially appear behind the Desktop Cli-
ent. Use either the Windows taskbar or select the Floating Web
Views Window menu option again to view the window. The floating
window will remain until the user either closes it, or navigates to the

Home module.
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Users & Groups Introduction

From the Users/Groups Panel, Administrators can configure who and how cameras, Recording Servers,
and their related features are used. The panel also enables the Administrator to add new users and
groups to the Client. Users' and groups' camera permissions and exceptions are set for all Recording
Servers from this panel.

Overview

User/Group Overview provides a quick review of CompleteView users and groups, and provides con-
venient access to Users, Groups, and importation of users and groups from Active Directory.

The default display is set to Users. From this panel, a user or group may be disabled but kept in the con-
figuration for possible future re-activation.

ACTIVE DIRECTORY
LN ] BTN T B3 € 8 9
Q Search Bulk Update = Password Cycle ~ Never v v Apply Reset Password Disable Enable Select All

SELECT  ENABLED FULL NAME USER NAME PASSWORD VERIFY PASSWORD DOMAIN TYPE PASSWORD STATUS PASSWORD CYCLE REMOTE ACCESS ADMIN

\Z\ admin VMS Never Expires Never @ '
[v] John Doe JDoe VMS Expires in 30 days 0days @ O O [
[v] Bret Cline BCline VMS Reset Pending 30 days @

10 1
g ]

Search—permits searches for names or groups

Bulk Update—see below for details

Users—presents the User Overview panel

Groups—presents the Group Overview panel

Active Directory—present the Active Directory Information and Search panel
Reset Password — forces reset of the selected user(s) password on next login
Disable—disables the selected user or group

Enable—enables the selected user or group

Select All—selects all the users or groups in the Overview panel

Add VMS User—adds a VMS user to the Client

. Add AD User—adds an Active Directory user to the Users overview panel

. Remove—the selected user or group is removed after a confirmation is approved by the per-
son making the selection

W oOoNOOULh~WOD R

[N TN
N B O

Administrators may click inside a full name, username, password, or domain box and type over the
existing information to make changes. Boxes that are checked are included or enabled.

Note that if a password is changed, it must also be verified in the VERIFY PASSWORD column. In addi-
tion, the Password Status and Password Cycle columns only appear when the global Password Policy is
enabled. See Common Settings Operations for more information.

Bulk Update

Bulk update provides administrators with the ability to change specified attributes for selected users
en-masse. Check the Select box for the users to be configured, then select the Bulk Update attribute
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from the dropdown menu. Finally, select the desired option. Click Apply when done. The table below
displays the configurable attributes and their respective options.

Password Cycle Admin Remote Access Password Verify Password
Never True True Manually enter Manually enter
# of days False False
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Users & Groups Configuration

The following section describes configuring user and group access.

Add a User
Steps:
1. Right-click on Users

Users/Groups

2. Select New VMS or New AD User A Oversiew
3. The default user (example: User 8) will appear in the list of " S I vser
users T New VMS User
4. Optional: add a full name 5 [ |> .as ot U?er
5. Change the username ‘ IE i
6. Add a user password (click in the box and type ) e
7. Verify the password Jeere
8. Optional: if AD is utilized, enter the domain name dmin
9. Optional: When Remote Access is selected, the user will jsmith
have access to the deployment via Salient Cloud Services. miohnson
10. Optional: if the user is to be an Admin, select the Admin rgrant
checkbox meall
11. Save the configuration rrandel

cbarr

User 8 k.

Note: If Password Policy has been enabled, administrators must set a
password for new users that complies with the policy. If adding mul-
tiple users, it's advisable create the users and use Bulk Update in the
Overview section, described in Users & Groups Introduction. Also
see the Password Policy section below.

PASSWORD VERIFY PASSWORD

DOMAIN

ENABLED FULL NAME

REMOTE ACCESS

ADMIN

PASSWORD STATUS PASSWORD CYCLE

. Reset Password |

Password Policy

CompleteView provides administrators with the ability to enforce password policies, which includes
password complexity and password cycle time. By default, password policies are disabled. See Com-
mon Settings Operations to enable and configure the policy and for a description of CompleteView's
behaviors when the policy is enabled.
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Password Status & Cycle

PASSWORD STATUS PASSWORD CYCLE

Reset Password

The Password Status and Cycle columns will only appear if Password Policy has been enabled. The
Password Status column indicates the state of the user's password. The table below describes the vari-
ous password states and their meanings. The Reset Password button located within the column may
be used to force a password change the next time a user logs in.

The Password Cycle column displays either Never or the total duration of the user's password cycle,
usually set by the Global Password Cycle located in Common Settings Operations. Users' password
cycles may be individually configured by clicking in the column, which produces a drop down menu.
From there, either change the day value with the arrow keys or select Never. Rolling over the "i"
informational icon will display the user's password expiration date.

Password State Meaning

CompleteView will not force a password change for that user. The original
Admin user is automatically configured this way. The Reset Password button
cannot be used to force a password reset for the Admin user, but may be
used for other users set to Never Expire.

Never Expire

The password must be changed the next time the user logs in. This status is
displayed for newly created users, users with insufficiently complex pass-
words after password policy has been enabled, or after the Reset Password
button has been clicked.

Reset Pending

Expires in X days Indicates the number of days a user's password is valid.
Expired The user's password has expired, and must be changed on next log in.

Password Expiration

CompleteView will notify users when their password is about to expire. From the prompt, users may
choose to delay changing their password or update it at that time. If they choose to update it then,
they will be taken to an Update Password screen, similar to the one described below.

Update Your Password

Your password will expire in 1 day

Ask Me Later Update Password

Update Password

Upon log in, a new user, a user with an insufficiently complex password, or a user with an expired pass-
word will be presented with the following Update Password screen.
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Update Password

Your VMS password has been reset. Please change it using the following criteria:

® The password is at least eight characters long
® The new password must not be the same as the current password
® The password must contain characters from 3 of the following 4 categories
© Latin uppercase letters (A through Z)
© Latin lowercase letters (a through z)
© Base 10 digits (0 through 9)
@ Non-alphanumeric characters such as:
'@#f% A &T()-._+/[1{}?

New Password  ° esssssssssssssses 2 @ Good

-

% Update Password

Verify Password | / essssssesssssssss ® Good

CompleteView will verify adequate password complexity before allowing the user to select Update

Password.
Add a Group
Steps: -
Group
1. Right-click on Groups NewVMS Group
2. Select New VMS/AD Group O NewADGroup | 2
3. The default user (example: Group 4) will appear Supervisors
in the list of users & Groupa 3
4. Change the Group Name
5. Optional: if the group is an Active Directory Group, add the Domain Name*
6. Optional: if the group is to be allowed Remote Access, check the box
7. Optional: if the group is to be an Administrator group, check the Admin box
8. From “Users in this Group Panel,” check the boxes to include the users for the group
9. Save the configuration

*Note that if a user belongs to multiple groups and the groups have differing options, the options inher-
ited by the user depend on the order in which the groups are added in CompleteView, with the first
group added taking precedence.

- 308 -



Add a User to a Previously Created Group
Steps:

L, Users/Groups

1. Select the username*

2. In “Members of These Groups,” check the box to the right
of the desired group to set group membership

3. Save the configuration

=) Overview

Users

admin
.f,, Jsmith k.
*Note that AD users may be added to VMS groups. mjohnson
M. MEMBER OF 1

Users and Groups Access & Permissions - .
Q Search Ly Select All

Users/Groups hosts three (3) panels. User Access, Client Views
Access and Recording Servers Access. Using the navigation tabs Sl el
allows an administrator to configure individual or group access and Administrators 0
permissions for the CV modules, views, maps, and recording serv-
ers. Operators [j

Supervisors D

Module Access

%= MODULE ACCESS

MODULE ACCESS SET AS STARTUP
Dashboard O
Configure (] (]

Maintenance (] (]

Live View (]
Alarm View (]
Playback (]

Users/Groups host three panels. Each panel defines some aspect of CompleteView access. Module
Access allows the Administrator to define which of the six functions (Dashboard, Configure, Main-
tenance, Live View, Alarm View and Playback) users may access. Access is granted by checking the box
to the right of the module name.
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Set as Startup

Set as startup defines the one default module to open for the
group or user at login. If a user is a member of a group, the
group module will take precedence. If all boxes are left
unchecked, the Client will default to the Home screen. Only one
“Set at Startup” module can be checked. Remember to save the
configuration when selections are completed.

Client Customization

%~ MODULE ACCESS

MODULE
Dashboard

Configure

Live View

Alarm View

Playback

Maintenance

ACCESS

KYNCINCINEIREINCY

SET AS STARTUP

OooooUod

From Client Customization, the administrator grants access to different features and functions that

exist in the Recording Server and Client Applications. Features with their boxes checked are accessible

to the selected user or group.

Feature

Auto Login
Auto Login

Custom/Favorites

Servers/Cameras

Server IP Address

Auto Full Screen

Show PTZ Control

Application Module

Purpose

Allows the user to bypass the normal login
process by double-clicking on the CV
desktop icon. Credentials that are used when
first selecting Auto Login are saved, reused
and logged. When selected, an Auto Login
option is displayed on the Desktop Client
homepage. Check to enable.

Allows the user to access and create custom
and favorite views

Allows access to servers for creating custom
views

If checked, the Recording Server’s IP address
is displayed when viewing live video

Live View application displays full-screen
upon login

Toggles user access to PTZ controls. Applies

to navigation panels in Live View and Play-
back modules.
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Application

Live View

[ Aute Login

|z| Custom/Favorites
|Z| Servers/Cameras
[w| Server IP Address
|:|.~'—‘utc Fullscreen

[¥] Show PTZ Contrel

|:| Auto Sequence
|z| Video Panel
|z| Event Panel
|z| Map Panel

|z| Limit temporary view to | 4

|| Search Events

A

s Cameras

& w | Players




Live View Module

Feature Purpose

Causes Live View application to defer to view sequencing upon login.

Auto Sequence Sequencing must be configured

Allows the user or group to access the Live View video panel and its

Video Panel

contents

Allows the user or group to access Live View’s Event panel and its con-
Event Panel

tents
Map Panel Allows the user or group to access the Live View's Map Panel and its

contents

Allows the administrator to limit the number of cameras a user can
Limit temporary view to drag into a temporary view or GeoView in Live View (default value 4,
maximum 100, and this feature is deactivated by default)

Alarm View Module

Feature Purpose

Map Panel  Allows the user or group to access the Alarm View's Map panel and its contents
Camera Panel Allows the user or group to access the Alarm View’s Camera panel and its contents
Players 0-64 Defines and limits the number of Alarm Players to the selected value. Default is 8

Dashboard Module

Feature Purpose
User Con- Allows the user or group to access the Dashboard’s User Connection panel and its
nections contents

Search Video  Allows the user or group to access the Dashboard Search Video feature
Search Events  Allows the user or group to search events from the Dashboard

*For more information about Bandwidth settings, see Bandwidth Control.

Group Membership

Highlighting a user in the Navigation Panel and looking in _
the Members of These Groups panel will display the selec- =+ MEMBER OF THESE GROUPS

ted user's group membership. Q search 3 Select All
Admin Group Access GROUP MEMBER
The Administrator Group defaults to all access of the applic- Admiristrat
ations, but does not default the following features in the Ministraters
applications. Operators (]

* Auto Login Supervisors D
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® Auto Full Screen
® Auto Sequence

Difference between Access and Permissions

It's important to understand the difference between access and permissions. Access allows users to
use the various applications of the Client. Access is determined by group and user status.

Permission relates specifically to cameras; it prescribes who uses them and what the user is permitted
to do with the video. Viewing live video is a “permission.”

Admin Group Access

The Administrator Group defaults to all access of the applications, but does not default the following
features in the applications.

® Auto Login
® Auto Full Screen
® Auto Sequence

Operator & Supervisor Group Access

The Operator and Supervisor Group members receive default access to Dashboard, Live View, Alarm
View, and Playback applications. By default, there is no configured access for Client Views or Record-
ing Servers; these must be configured by the administrator.

New Users Access

When created, new users are granted limited individual access and permissions. New users must be
given permission to view created views and maps, and access to recording servers and cameras must
be granted. New users may be assigned to a group, and will inherit the permissions of that group.

Client Views Access

From the Client Views Panel, the Administrator can grant
or deny access to a specific client view, map, event, PTZ
preset, trigger, web view, input and/or output. Addi- Eefiass
tionally, the Administrator has control over user and
group camera permissions. Checked boxes grant camera
permissions to a user or group and permit access to views
and features such as an alarm or event. In addition, admin-
istrators can grant new users and groups retroactive
access to video recorded prior to account creation via the
Time Limit setting, discussed in the table below. Recording Servers Access

€& Client Views Access
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User-Camera Permissions

Permission oo
Description
Name
Live View live video
Playback Playback recorded video
For specific cameras, select a numeric value and unit (minutes, hours, days) prior to
Playback Time the current date to which the new user or group should have access. If there is a
Limit Time Limit conflict between a given user account and its group, the shorter limit will
take precedence.
Audio Listen to live and recorded video with audio
Export Export recorded video
Snapshot Take snapshots of the live video and recorded video
PTZ Control Joystick and digital PTZ cameras

Change PTZ Set and Show Permissions

By default, the Operators Group (all newly created users) have all Set and Show permissions.

Steps:

NS =

Select a user or group
Select Client Views Access
Use the resource Type pull-down menu, select Presets

Select the camera(s) for which the preset permission
change is intended

Look at the list and change any desired preset

a. Set - permits the selected user or group to set a pre-
set position from Live View

b. Show - permits the selected user or group to select
and show a preset position from Live View.

Save the configuration
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Resource Type Presets | ¥ Q Search El E’
SERVER 1D CAMERA MAME PRESET NAME SET SHOW

I -
Preset 2
Preset 3
Preset 4
Preset 5
Preset 6

Note: The first ten (10) camera-presets are set to display the digital preset positions for all cameras.

Recording Servers Access

When a new user or group is added to CompleteView it is
assumed that the user or group has access to all of CV's
Recording Servers, events, cameras, presets, triggers, and
inputs by default, unless exceptions are configured.
Access to Alarm device outputs must be configured by User Access
the Administrator.

If desired, the Recording Server Panel and the Resource
Type’s menu permit the Administrator to select users or S Cltt et Arvee
groups in order to set exceptions for one or all of CV's
features.

Resource Type selections are duplicated in both Client
Views and Recording Server Panels, causing a restriction
that is set in the Client View Panel to be applied in the
Recording Server Panel. The difference may be restric-
tions of Maps, which is exclusive to the Client View
Panel.

E Recording Servers Access

Note: Checked boxes enable and unchecked boxes disable the selection.

U2 RECORDING SERVERS ACCESS

B Seard =)
v/| All Recording Servers o esource Type | Servers Search E E EEE
@ Client Views Access [ camera | v || | 7 4l ents PTZ PRIGRITY

n -GSQY| Cameras 9
[S] 'v'| QA-GSQuad-Win10

A i L -
= Recordiny ccess e V| Alarms

User Access

L | Device 1

[¥] Cameras

Servers

The Resource Type selection of Recording Servers allows exceptions to be set for the following:

1. Configure API access for access control and other partner products
2. Define PTZ (control) Priority (priority is set for the selected user or group)
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3. Set the selected user or group as an Administrator for a selected server. The user or group
must be selected in the Navigation Panel prior to selecting the admin checkbox

Events

By default, when users or groups are added, they are given access to review all CompleteView events.
The Events Selection for events allows the administrator to give access to or to limit a user or groups
search and review all or some events in the Dashboard application.

Cameras

By default, when users or groups are added, they are given access to all Recording Servers and their
cameras. Selecting Cameras from the Entity Selection allows the Administrator to set camera use per-
mission exceptions for a specific Recording Server’s camera.

Presets

When users or groups are added, they are given access to all Recording Servers, and they may Set and
Show PTZ camera preset positions, by default. The Administrator may restrict the use of the Set and
Show permissions for one or more cameras for a user or group.

Set - allows the selected user or group to define a PTZ camera preset

Show -allows the selected user or group to select and display a PTZ camera preset. Show also applies
to digital PTZ

Note: Checked boxes enable and unchecked boxes disable the selection.

Outputs

Access to Alarm device outputs must be configured by the Administrator. Once permission has been
granted, outputs may be manually triggered within Live View (cameras in view layout, camera being
viewed live in the Video Player pane), Dashboard (camera being viewed live in Video Player pane), and
Alarm View (camera pop-up and camera being displayed in Video Player).

%2 RECORDING SERVERS ACCESS
ETVETS

] Q sewe 8B

1/0 DEVICES QUTPUT ACTIVATE
Sealevel OQutput]
Sealevel Output?
Sealevel Garage D
Sealevel Outputd
Sealevel Outputs
Outputs

Setting Description
Server Shows the server the device is attached to

I/O Devices Displays the name of the device
Output Lists the output channels
Activate Select or deselect to configure user/group access to view and activate the output
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Federation Groups and Users Permissions

The configuration of permissions for Federation Groups is similar to configuring any other group
described above. Permissions for Federation Users cannot be configured individually but are instead
set at the Group level. In addition, a Federation User cannot be added or removed from a Federation
Group at the Child Management Server level. Group membership is handled by the Parent Man-
agement Server as is site access. However, access by Federation Users and Groups to the site may be
disabled by the Child Management Server. See the Federation Overview and Federation Imple-
mentation sections for more information.

EMNABLED ‘GROUP NAME DOMAIN TYPE REMOTE ACCESS ADMIN

Users / Groups S Fed-VMS-Group Fed-VMS ] O

Overview
2 MODULE ACCESS E CLIENT CUSTOMIZATION ALt USERS IN THIS GROUP
‘ : A% User Access
—_— MODULE ACCESS SET AS STARTUP Q Search
s u Application
D) =
®) ers Cashboard ™ Auto Login USER MEMBER
= Group @ Client Views Access —
Configure || Custom / Favorites a@gmail.com
Administrators —
Maintenance ¥ Servers / Cemeras jbrabb@sys.com

Dev Group 120 \E\Ser\«'erIP Address

Recording Servers Access

000000
000000

Live View — scatt.unzicker@domain.com
Dev Group 180 \_\ Auto Fullscreen
Alarm View —
D - || Show PTZ Contral
ev Group 2 —
Playback

Development Live View
|| Auto Sequence

282 Fed-VMS-Group

[s| \lideq Banel
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Users & Groups Active Directory Configuration

Active Directory is leveraged to quickly import multiple users/groups at once to the CompleteView
deployment via the Management Server, thereby saving the time required to add each user or group
individually. Groups and users are created in the Active Directory Domain Controller and imported via
the Client. Permissions and access to Recording Servers and cameras are then granted as required, and
Windows login credentials are used to access CompleteView.

Active Directory Initial Connection

The connection to the Active Directory domain controller is completed in the Management Server’s
Common Settings/Services pane, which is applied to all Recording Servers. See the Common Settings
Services section of this document for more information. If the site is to be part of a Federation and
using AD users and Groups, it is critical that it can authenticate the AD users to the same domain that

the Parent Management Server is associated with. See the Federation Overview and Federation Imple-
mentation sections for more information.

Adding Active Directory User and Group

Note: Before proceeding, ensure that the Domain Controller’s initial connection in Services is com-
pleted, and Active Directory (AD) is available for the user and group import.

Steps from Users/Groups Overview:

Lt UsErs 8% GROUPS 2 ACTIVE DIRECTORY 1
Q Search Password ~ v Apply Disable Enable Select All
EMAELE INDEX USER NAME PASSWORD DOMAIN TYPE ADMIN
1 admin VMS
2 jortega . |local AD D
10 users & GROUPS I ACTIVE DIRECTORY
ACTIVE DIRECTORY DOMAIN FILTERS TO USE
Domain @ SSC Distinguished Name (DN)
User Name ..‘ aa_gauser Organizational Unit (OU)
3
Password Jp ............. Common Mame (CN)
Q Search Q Search Users Q Search Groups
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IMPORT USER CREATED DESCRIPTION
D jmalloy 1/15/2020 2:57:19 PM Security Guards
[:] thouis 141572020 2:57:19 PM Security Guards
D mglowver 1/15/2020 2:57:19 PM Security Supervisors
D heuff 141572020 2:57:19 PM Adrinistrative Staff
ymash 1/15/2020 2:57:19 PM Security Guards
rdarden 1/15/2020 2:57:19 PM IT 5taff Member
mlicht 1/15/2020 2:57:19 PM Security Guards
C] mdavison 1/15/2020 2:57:19 PM Security Guards
C] nhensley 1/15/2020 2:57:19 PM Security Supervisors
_n skessler 1/15/2020 2:57:19 PM IT S5taff Member
leradley 1/15/2020 2:57:19 PM Security Guards
D peraft 1/15/2020 2:57:19 PM IT Staff Member
D miriglby 1/15/2020 2:57:19 PM Security Guards
ascheverria 1/15/2020 2:57:19 PM Administrative Staff
D_l Jjhernandez 1A15/2020 2:57:19 PM Security Guards
Showing 30 Users

1. Select Active Directory

2. The Domain name, user name, and password should be populated with the AD domain info
from Common Settings/Services.

3. Select Search Users or Search Groups as appropriate Note: User/Group names for import
will appear below

4. Select the users or groups by checking the box next to their name
5. Press Import Selected
Note that imported AD users can be added to one or more VMS groups. If a user belongs to multiple

groups and the groups have differing options, the options inherited by the user depend on the order in
which the groups were added in CompleteView, with the first added group taking precedence.
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Failover Introduction

CompleteView implements an N+1 failover model to support redundancy of Recording Servers. Mul-
tiple Standby Servers can be defined to support multiple Primary Recording Servers. When a Primary
Recording Server fails, its functionality will be transferred to the first available associated standby
server so that all server operations continue without interruption. All video and event data are cap-
tured by the standby server during the downtime and are available for user access. All live and event
monitoring will continue to take place without requiring any manual intervention.

Once a Primary Recording Server is restored and online, the acting Standby Server will transfer all con-
figuration and functionality back to the Primary Server. The Standby Server will return to the available
pool of standby servers. Failover is only available in Enterprise and Trial editions of CompleteView.

Failover Terminology

Primary Recording Server - Recording Server designated to record video and events under normal
operating conditions.

Standby Recording Server - Recording Server designated to assume the activities of the Primary
Recording Server in the event the Primary Recording Server becomes unreachable by the Management
Server.

Failover Mode - The Primary Recording Server becomes unreachable by the Management Server
which has transferred the Primary Recording Server’s configuration and functionality to the Standby
Recording Server.

Normal Operations - Primary Recording Server is reachable by the Management Server and is record-
ing video and events. The Standby Server is online and available but not recording video or events.

Failover General Operation

The Management Server will monitor all Primary Recording Servers configured for failover for any
unexpected shutdowns. If a Primary Recording Server unexpectedly shuts down, the Management
Server will roll over its configuration to the first available Standby Server associated with that Record-
ing Server after a configured wait time. All network cameras will continue to stream video to the
Standby Server (locally attached analog cameras will not be failed over), and all clients will continue to
access live video and events from the Standby Server after being refreshed. If in Live View, refresh the
Desktop Client by either clicking Live View on the top tool bar or switching to another module and
then clicking back into Live View.

Failover Video & Events Storage

The Standby Server will store all video and event data in a shared Failover Storage Pool that can also
be accessed by the Primary Server. The Failover Storage Pool is automatically created by the Man-
agement Server on the shared storage drive(s) allocated during configuration, but will be neither visible
nor accessible until a failover event has occurred. Once the Primary Server is restored, the video on
the shared pool will be synced with its internal database, but video will remain on the shared directory.
Events on the shared directory will be merged into the database of the Primary Recording Server.
Events recorded on the Standby Server will be searchable and viewable during the failover event.

Retention policies configured on the Primary Server will carry over to the Standby Server, but will not
be configurable. Retention Estimates will also be unavailable on the Standby Server, but disk utilization
information for the Failover Storage Pool will be displayed. Normal FIFO operation will take place if
the failover pool reaches capacity. Neither scheduled archiving nor backup will take place during the
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failover event, but continuous backup will, if that storage pool is available and visible to the Standby
Server.

Once the Primary Recording Server is restored, normal functionality will automatically be transferred
back to it from the Standby Recording Server. The diagram below illustrates the general topology of
the failover solution.

wecallamached Storape

Primary Becording Server Standly Recodding Lerntd

The Failover pane below, located in the Edit Server screen of the Configure module, shows a deploy-
ment in a failed over state, indicating the Primary Recording Server is offline, and the Standby Record-
ing Server is in use.

£ FAILOVER

Failover Status

Primary Server | 172.18.0.6 Status: Offline

Standby Server | 172.18.0.44 Status: |n Use

Standby Servers

Failover to the first available standby server after (seconds) 10

L 4]

Attempt restore to the primary server after (seconds) 10
Associate Available Standby Servers

ASSOCIATE STAMNDBY SE... FAILOVER DRIVE PATH DRIVE STATUS ~ STATUS

172.18.044-0 Vwwalhalls\shared\Alpha-stablehw8betaR5-\ n Use
E] 172.180.37  \\walhalla\shared\Alpha-stable\w8betaR5-\ | Lyvailable
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Failover Configuration

Utilize the following information to configure CompleteView for failover functionality.

Failover Requirements

Failover is available in CompleteView Enterprise versions 7.4.0 and newer. To implement the failover
solution, an Administrator must license at least one Standby Server. The Standby Server must have
CompleteView Recording Server installed with a brand new configuration that's never been added to a
Management Server, and it must be licensed for the maximum number of potential cameras that would
record to it in a failed over state. The Standby Server must have access to a storage path shared with
the Primary Recording Server, and both must have Storage Pools enabled and configured. The shared
storage must be accessible via a standard UNC path. Associated Standby Servers must be set to the
same time zone as the Primary. For systems using TLS, communications between the CompleteView cli-
ents, Management Server, and Recording Servers will be secured. In v7.4.0, Standby Recording Servers
do not support TLS and during a failover, communication from the Management Server and Com-
pleteView clients to the Standby Recording Server will not be secured. The system will support a
mixed mode to maintain secure connection between any components supporting TLS without oper-
ator interaction. Finally, v7.4.0 and later does not support failover configurations from any previous
version of CompleteView.

Upgrade Instructions

If needed, instructions on migrating from CompleteView 6.X to 7.X, including Storage Pool migration,
may be found in the following locations:

https://support.salientsys.com/download/migration-guide/

https://support.salientsys.com/download/completeview-v7-migration/

https://www.salientsys.com/download/database-migration-utility/
Note that software installers are located in the Software Downloads section of the Salient Portal:

https://mysalient.com/

Migration video documentation may be found on Training Resources site:
https://support.salientsys.com/knowledgebase/training-resources/

Information regarding the reindexing of camera IDs to camera GUIDs may be found in the link below.
The process happens automatically after upgrading from 6.X, but can take a significant amount of time,
depending on the number of cameras, Recording Servers, etc.

https://support.salientsys.com/download/completeview-v7-2-recording-server-upgrade-inform-
ation/

Retaining Video from a Failover Volume

Previous versions of CompleteView with failover capability stored video taken during a failover event
on a Failover Volume (as opposed to a Failover Storage Pool used in 7.4 or newer). That video needs to
be moved from the Failover Volume before migrating to Storage Pools, as happens during an upgrade
to 7.4 or newer. The following steps illustrate best practices for the process to be done before upgrad-
ing to 7.4 or newer.

1. Create a new Regular Volume
2. Manually copy video folders from Failover volumes to new Regular Volume
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3. Sync the volumes by selecting the Volumes node under the Recording Server and selecting
Sync All.

W Apiy

VD BPACT  RETHMTION Tvig TRAGET woRLARg SN VD, M VDG,

Delete the Failover Volume

Upgrade the deployment to 7.4 or newer
Migrate to Storage Pools

Proceed with the following steps

N o ok

Adding a Failover Server

Within Common Settings, expand the Failover node, right click Standby Recording Servers, and select
Add Standby Server. Provision the new server with the required information, licensing, feature keys,
etc.

Common Settings
Ports
Services
Security
Operations
Integrations

P ;
=) @' Failover

L Standby Recording Servers

Add standby Server

Standby Server Licensing

Note that all Standby Servers should have the same number of camera licenses as the Primary Server
with the most camera licenses that might fail over to them. In a deployment of three Recording Serv-
ers, for example, if one Recording Server has 100 camera licenses, one has 50, and one has 25, all
Standby Servers to which any of the three Recording Servers may fail over must have 100 camera
licenses available in the event that the first Recording Server with 100 cameras fails.

Associating Standby Recording Servers to a Primary Recording Server

Once the Standby Server is licensed and has access to the shared storage path, the Administrator can
configure failover options by selecting the Configure Module and selecting the name of the Primary
Recording Server.

Presuming they are implemented correctly, an Administrator can associate any number of Standby
Servers with the selected Primary Recording Server. The available Standby Servers will be displayed in
the Failover pane, shown below. A Standby Server can only have a single shared drive per Standby
Server at a time. The path can be changed when the Standby Server not actively in Failover mode.
Once defined with a path, that same path must be used by any Primary Server associated to it. The con-
figuration supports the ability for different Standby servers with a different drive path to be associated
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to the same Primary. The same Standby Server list will be available across any Recording Server, and a
Standby Server may be associated with multiple Primary servers.

£ FAILOVER

Failover Status |

Primary Server | 172.18.0.6 Status: Offline

Standby Server | 172.18.044 Status:
Standby Servers

Failover to the first available standby server after (seconds) 10

S22

Attempt restore to the primary server after (seconds) 10

Associate Available Standby Servers
ASSOCIATE STANDBY SE... FAILOVER DRIVE PATH DRIVE STATUS ~ STATUS

172.18.0.44-0 \walhalla\shared\Alpha-stable\wbetaRS-\
C] 17218037 “walhalla\shared\Alpha-stable\w8betaRS-\ [ | Available

Failover Panel

This panel provides several different status indicators to help the administrator understand the current
state of failover for a given Primary Server. This section provides information relative to failover for
the selected Primary Recording Server.

Failover Status

Failover Status displays the IP addresses of the Primary Server and Standby Server and their statuses.
While the Primary Server is offline, the IP address of the active Standby Server will be displayed. The
status indicators to the right of the IP addresses display the states of the servers. When the Primary
Server is active, there will not be any value listed for the Standby. Valid statuses are:

® Online
® |nUse
o Offline

Standby Servers

This section provides the ability to define how long the system should wait to execute the failover pro-
cess. The Management Server monitors the Recording Servers involved in the failover configuration.
When it detects that either a Primary Recording Server has gone offline or it has been restored, the
Management Server will refer to the values configured here before executing the failover process.
Both settings have a minimum value of 10 seconds, and a maximum value of 300 seconds (5 minutes).

Failover Time Values

Defines the value the MS will use before marking
the Primary Recording Server down and execut-
ing the failover process.

Failover to the first available Standby server after
(seconds)

Attempt restore to the Primary after (seconds) Defines the value the MS will use before marking
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a Primary Recording Server online and executing
the recovery process.

Associate Available Standby Servers

This table represents all available Standby servers in the system. The administrator is able to associate
any number of Standbys to the select Primary Server via the Associate column, as described above.
Once a Standby Server has been associated, the administrator must provide a UNC path to a Failover
Storage Pool in the “Failover Drive Path” column to enable saving data. Upon saving, CompleteView
verifies both the Primary Server and the Standby Server have write access to the drive path before the
configuration can be saved . Failure of write access will prevent the configuration from being saved.

Associate Available Standby Servers Values

This provides the admin the ability to establish the relationship between

Associate the Primary and available Standby servers.
Standby Server Lists the friendly name of the Standby servers.

Text entry for UNC path to a directory that both Primary and Standby serv-
Failover Drive path ers have write access to and has been configured as a Failover Storage

Pool.

Provides a color icon and tool tip to represent the current write access
status of the Primary and Standby servers to the provided failover drive
path. The states are:

® Green - both Primary and Standby servers have been validated to
have access to the directory

* Yellow - one of the Primary or Standby servers does not have write
access to the directory

® Red - neither the Primary nor the Standby server has write access to
the directory

Drive Status

® Black - Indicates an unknown status. Refresh the page by either click-
ing on the Configure module or clicking Save to update the status if
stale

Provides a color text status of the status of the Standby server relative to
being to the Management Servers list of know status. As the MS is the
orchestrator of failover, it keeps track of each Standby server. The possible
values are:

Status ® Available - the Standby server has been defined, and is not currently
participating in an active failover.

® In Use - the Standby server is currently acting on behalf of a Primary
server and is not available for other Primary servers to failover to.

® Unavailable - The Standby server is offline. The status is only updated
upon loading of the Edit Server screen.
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Failover User Permissions

The user account utilized for log on of the service must have administrative access to the local machine
and full access to any share being utilized by the Primary and Standby Recording Servers. The fol-
lowing configurations may or may not be necessary, depending on network configuration.

Permissions Configuration

After installation, launch services.msc, and stop the CompleteView Recording Server service. Right-
click on the service and select Properties.

In the Log On tab, the Log on as: value will need to be changed by an administrator to This Account
(from Local System account), shown below.

General LoaOn  Recovery Dependencies
Log on as
() Local System accourt

Allow service to interact with desktop

VMSUser@demo com Browse. ..

Confim p

|

Cancel Boply

Select Browse and use the Windows user selection tool to select the admin user. After exiting the Win-
dows user selection tool, enter the user’s password and click OK to exit the Properties window.

Select User or Service Account *

Select this ohject type:

|User or Service Account | Object Types...

From this location:

| demo.com | Locations...

Enter the object name to select (zamples):

WMSUser VMSUser@ demo com ) Checlk Mames
Advanced... Cancel

Recording Server Application and Shared Folder Permissions

As stated above, the logged on user must have administrative access to the local machine and full con-
trol of the shared Failover drive. Navigate to the CompleteView installation directory, right-click on
Salient Security Platform folder and select Properties. In the Security tab, the admin user may be added
by clicking Edit... then Add.... Use the Windows user selection tool to add the admin user and select
Full Control for the admin user. Repeat for the Shared failover drive.
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Permissions for'vMS Installation Directory *,

Security

Object name:  C:\Program Files\\'MS Installation Directory

(Group or user names:

SR SYSTEM

52 Administrators (RSMAIN'Administrators)
SR Users (RSMAIN'Users)

52 Trustedinstaller

& VMSUser (VMSUser@ demo.com
£

Add... Remave
Pemissions for VMS User Allow Dery
|F|.|II control 0 =
Modify O
Read & execute O
List folder contents O
Read O

Cancel Apply
Once complete, click OK and exit out of the folder properties.

Restart the CompleteView Recording Server service. Failover configuration is now complete.
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Video Wall Introduction

Using the Video Wall feature, users can push and display cameras, Views, and Maps to remote video
monitors so that the content may be seen by others in a monitoring facility or elsewhere. The Video
Wall setup consists of collections of video monitors connected to one or more host workstations. Each
host workstation will be connected to one or more monitors, depending on the number of installed dis-
play adapters and supported video outputs. A video wall view layout is created to represent the organ-
ization of the monitors, and users and groups are given access. Using the Desktop Client's Live View
module, users can drag and drop cameras, Views, and Maps onto one of the display tiles within the lay-
out and push the content to the corresponding monitor.

Note: Video Wall configuration takes place first via the Video Wall Agent, optionally installed during
the Desktop Client installation, then within Views/Maps, then finally in Live View. If the Video Wall
Agent was not installed initially, uninstall the Desktop Client, then re-run the Desktop Client installer,
selecting the Video Wall Agent option during re-installation. The Video Wall Agent needs to be con-
figured prior to configuration within Views/Maps and Live View. In addition, it is strongly advised to
run the Video Wall Agent on a workstation not hosting either recording or management servers.

-
N

VMS

-!i Video Wall

Workstation
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Video Wall Configuration - Video Wall Agent

The Video Wall Agent (VWA), optionally installed along with the Desktop Client, allows the local work-
station to display full screen Views, cameras, and Maps across all or selected connected monitors. It
should be noted that the Video Wall is best run on a computer not hosting any other component of
CompleteView other than the Desktop Client. If the Video Wall Agent is desired but was not installed,
simply uninstall the Desktop Client, reinstall it, and select the Video Wall Agent check box.

Note that the Video Wall Agent must be configured before configuration of Views/Maps and Live
View.

Video Wall Agent Configuration
Follow the steps below to configure the Video Wall Agent.

Login

Upon initial launch of the Desktop Client, the Video Wall Agent will also launch. Enter a valid address
and credentials for the Management Server, and click Login. If the VWA is not visible, launch it from
the system tray, as described below.

MANAGEMENT SERVER

Management Server E‘ http://172.18.0.203:8095

User Name ﬂ,. admin Password

=] Logout
E# VIDEO WALL AGENT
Host Ip | 172.17.8.133 A Port 8098
Display Name ENABLE ID DISPLAY NAME IDENTIFY
Identify

Host Name  AUSL-5U-8GTXMF2

Apply Graphics Reset Displays Register
Status Disconnected

After the Video Wall Agent has been launched once, it will reside in your system tray. Right click and
select Video Wall Agent to bring it up. Note that the Desktop Client must be launched for the Video
Wall Agent to be functional unless configured to launch automatically as described below.

J v T ) 2:05 PM %

Identify & Name the Displays & Host Name

Clicking the Identify button will display a number on the corresponding monitor. Change the Display
Name to meaningfully describe the monitors by clicking in the field and entering the new name. It is
strongly suggested the names of the displays reflect their relative positions and/or characteristics in
the real world. Doing so will greatly assist the configuration process in Views/Maps and the Live View
module.
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. MANAGEMENT SERVER

Management Server E http://172.18.0.203:8095

User Name l’j admin Password

=] Logout
EE VIDEO WALL AGENT

Host Ip | 172.17.8.133 A Port 8098

Display Name ENABLE 1D DISPLAY NAME IDENTIFY

o[

Host Name  Workstation |

Apply Graphics Reset Displays m
Status Disconnected Start Agent Show Logs

After naming the monitors connected to the Video Wall Agent workstation, rename the Host Name
something meaningful. Finally, click Register, then Start Agent. This process identifies the current
machine as an available VWA to the deployment's Management and Recording servers.

Views/Maps is now ready for configuration. After configuring Views/Maps, use Live View to push the
selected streams to the Video Wall Agent. Both procedures are detailed in following sections.

Note: In the event of a workstation shut down, the Video Wall Agent must be restarted unless the
agent is configured to automatically start (see below). First launch the Desktop Client, then log into the
Video Wall Agent, then click Start Agent. The workstation is now ready to have the video feeds pushed

to it from the server via Live View.

B MANAGEMENT SERVER

Management Server E http://172.18.0.201:8095

User Name % admin password &

Ef) VIDEO WALL AGENT

Hostlp | 17217.8133 v port 8098

Display Name ENABLE D DISPLAY NAME IDENTIFY

e

Host Name | Workstation

Stop Agent Hide Logs

LOG DISPLAY ID

Status Ready for Requests

TIME

11/26/2019 11:12:43 AM Stopped the agent

11/26/201911:13:01 AM Started the agent

11/26/2019 2:07:10 PM Request to display View

Request to display View

11/26/2019 2:09:28 PM
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Apply Graphics

Clicking Apply Graphics will display the preconfigured logo screen on all connected monitors. Click the
x in the upper right hand corner to clear the graphics one at a time.

Reset Displays

Click Reset Displays to clear all video feeds and graphics from all connected monitors. Video Wall
agent may be accessed via the system tray, or Alt+Tab, if running in the background.

Unregister

Click Unregister to remove the workstation from the list of available Video Walls in Views/Maps.

Save

Clicking Save will save any changes made to the VWA configuration.

Start/Stop Agent

Clicking this button will start and stop the Video Wall Agent. If stopped, the workstation will not
accept video feeds from the Recording Server.

Show/Hide Logs
Clicking this button will display or hide the agent's log entries.

Configure Video Wall Agent for Automatic Launch

The Video Wall Agent can be configured to automatically launch on system startup. The configuration
process presumes Windows administrative access and knowledge as the required tasks will not be
detailed here.

CompleteView Configuration

1. Complete all the required configuration steps above.

2. Grant the CompleteView user logging into the VWA Desktop Client machine Auto Login per-
missions in the Client Customization section of the User Access screen in Users/Groups.

3. Log out of the Desktop Client and either select or verify that Remember Me is checked.
4. Log back into Desktop Client.

Windows Configuration

1. Configure the Windows user used on the Video Wall Agent PC to automatically log in upon
system startup:
https://learn.microsoft.com/en-us/troubleshoot/windows-server/user-profiles-and-
logon/turn-on-automatic-logon

2. Create a batch file or equivalent startup script for the user in step 1 containing the following:
cd C:\Program Files\Salient Security Platform\CompleteView\Desktop Client VideoWallAgent.exe

/loginAndStartup
https://www.windowscentral.com/how-create-and-run-batch-file-windows-10
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Video Wall Configuration - Views/Maps

Using the Configure module, administrators can configure Video Wall view layouts referred to as
Walls, similar in concept to creating and editing Views. Once the wall layout is created, permissions for
users and groups can be given similar to Views and Maps.

Within the Configure module, select Views/Maps, right click on Walls, and select New Wall.

© Views/Maps
L,

Overview
Views

Maps

L mm - New wWall

A list of available Video Wall Agents will be displayed in the left pane. Name the new wall something
meaningful in the info bar above, either reflecting the nature of the video feeds to be displayed, or the
destination of the video wall (in this case, "Workstation"). Note that the Wall is organized by the Host
Name (Workstation), and the names of the monitors attached to it, as configured in the Video Wall
Agent, described in the previous section.

ENABLE NAME

Wcrkstatiori

Video Wall Agents
AUSL-SU-8GTXMF2
Workstation

Middle
Top Left

Vertical

Next, create a row and column count that reflects the physical layout of the monitors to which you will
be displaying video. For example, if you've 4 monitors in 2 rows, create a 2 row, 2 column layout. This
example will use a 1 x 3 layout. Select the aspect ratio, then save.

ENABLE NAME ROW COUNT COLUMN COUNT DISPLAY ASPECT RATIO

- R T N R - I 2

AUSL-SU-8GTXMF2

Video Wall Agents

Workstation

S]
Middle
Top Left
Vertical

No Display No Display No Display

Next, drag the display to its appropriate position in the new layout. In this example, the Middle display
was dragged to the middle, the Top Left will be dragged to the left position, and Vertical to the right,
reflecting their real-world relative positions.
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ENABLE ROW COUNT COLUMN COUNT DISPLAY ASPECT RATIO

CYXER w0 e

Video Wall Agents

. .

No Display Middle (Workstation) Vertical (Workstation)

Right clicking on a tile within the layout will present options to Identify Display and Remove Display.
When Identify Display is picked, the remote display associated with the current Video Wall Agent wiill
show its monitor ID. This feature allows the user to verify the physical location of monitor within the

layout. Remove Display removes the selected display from the Video Wall configuration, and may be
re-added from the Video Wall Agent on the workstation.

Remove Display

Identify Display

Middle (Workstation)

Templates can be created, saved, and applied onto a new wall layout similar to Views. See Views &
Maps Creating Views and Templates for detailed information.

Finally, the Video Wall may have Views, cameras, and Maps pushed to it in Live View, described in the
next section.
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Video Wall Configuration - Live View

After first configuring the Video Wall Agent then Views/Maps, select the Live View Module.

From the Live View module, select and drag the View, Map, or camera to the desired Wall's Agent's
monitor. The View, Map, or camera will automatically begin displaying on the targeted monitor, obscur-
ing applications behind it, but not obscuring the system tray, allowing access to the Video Wall Agent.
Once again, launch the Video Wall Agent and select Reset Displays to clear all monitors of the work-
station of the streaming feeds.

18 - AXIS P3367 - D0406CE004GE (172.180.201)

—-—-_—f—‘

17 - AXIS P3364-L - 00408CDCEBED (172.18.0.201) - JCEDO4SE (172.18:0201) P3364-L - 00408CDCEEED {172.18.0.201)

' l

Workstation DESCRIPTION

Top Left (Workstation) Middle (Workstation) I Vertical (Workstation)

E - ACCCBEBFBGID : : :

L - 00408CE1C3CC Top Left (Workstation) Middle (Workstation) Vertical (Workstation)
144-L - 00408CE1C3D2

XIS M3014 - 00408CAOETAG

In the example above, the Wall Test View will be displayed on the Vertical monitor, the River Cottage
Map will be displayed on the Middle monitor, and the 4_AXIS M3014... camera will be displayed on the
Top Left monitor.

Note: If the function of the workstation is interrupted as would happen in a power outage or other sys-
tem shutdown, the Video Wall Agent must be relaunched by first launching the Desktop Client, then
clicking Start on the Video Wall Agent. Then the streams must be dragged to their respective monitors
once more to start displaying again.
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Cameras and Integrations Overview

CompleteView integrates with an ever-expanding list of cameras, camera protocols, NVR/DVRs, and
third party access control and alarm systems. The following sections detail many of those integrations,
but the latest information may be found on Salient's website https://www.salientsys.com .
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Analog Camera Control Protocols

The following analog camera protocols adhere to EIA Standards RS-422/485.

AD ASCII Continuous

AD ASCII Make/Break

AD Pelco P
Canon VC-C4
Kalatel

Digital

Panasonic WV-CS850 Conv
Panasonic WV-CS850 New

Pelco ASCII

Pelco D

Pelco P

Philips Biphase
RVision

SAE

Samsung

Sensormatic
Sony EVI-D30/D31
Ultrak KDé6 (Diamond)

VCL
Vicon

American Dynamics ASCI;
Continuous commands

American Dynamics ASCII;
Start/Stop commands

CompleteView PTZ control for
fixed analog or IP cameras

Panasonic Conventional
Panasonic New

For CM6x00 video matrix
switch and CM9760

For Sensormatic and American
Dynamics cameras

Sony Visca protocol

Ultrak; formerly known as the
Diamond protocol
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IP Camera Control Protocols

The following IP camera protocols adhere to EIA Standards RS-422/485.

ACTiHTTP IP
ACTiPelcoD IP
ACTi Pelco P IP
AD lllustra

AD

Axis V2 IP

Axis V2 IP version 4.0
Bosch BiCom
Bosch OSRD
Bosch Pelco-D
Brickcom
Canon

Cisco IP
CohuHD RISE
Dahua IP
Digital

FLIR

Generic-D
Hikvision Speed Dome
Milesight PTZ
Mobotix IP
ONVIF
Panasonic IP
Pelco API

Pelco

Samsung
Samsung IP (v2)
Sentry360 IP
Sentry Railway

Sony IP Continuous Move

Sony IP-Move
Sony Visca IP
Speco IP
Symmetry ENVS IP
Toshiba IK-WB IP

ACTi IP camera driver
ACTi IP camera driver
ACTi IP camera driver

Axis Communications V2 API
Axis Communications V2 API; Use for camera/encoder firmware

V1.0

CompleteView Digital PTZ control for fixed analog or IP cameras
Nexus (DLTV) IP, Nexus (IR) IP, IP
Generic Dynacolor IP PTZ Protocol

Mobotix 360 degree IP cameras

All Panasonic cameras

Sony IP-Move

All other Sony cameras

Toshiba IK-WB01A/11A
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Toshiba IK-WB21A Toshiba IK-WB21A
Vivotek
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Generic IP Camera Drivers

CompleteView has been designed as a flexible platform for supporting IP imaging devices. Accordingly,
a generic driver model is available that supports a basic functionality for most IP cameras.

Generic IP Camera for MJPEG
Repetitive HTTP requests for a JPEG image:

Enter the path* for a JPEG image on the camera. Examples include "image", "jpeg", and "axis-cgi/jp-
g/image.cgi?camera=2".

Generic IP MJPEG Streaming Camera for MJPEG
An HTTP request for streaming JPEG images:

Enter the path* for an MJPEG stream on the camera. Examples include "image", "nphMotionJpeg", and
"axis-cgi/mjpg/video.cgi".

Generic IP RTSP Streaming Camera for MPEG-4

RTSP control of MPEG-4 video over RTP, both tunneled through HTTP. Enter the path* for an MPEG-
4 stream on the camera.

Note: A URL path follows the domain name (and optional port number) and precedes the query string.
For example, in the URL, "http://192.168.1.100:80/image?speed=10", "image" is the path. However,
CV’s use of "path" includes everything after the domain name (and optional port number), which also
includes the query string, if present. Therefore, from the example URL, one may enter "image?speed-
d=10" as the path. If one does not enter the path beginning with a slash character ("/"), as in our
example, CV provides one. For those rare cases where the camera does not allow a path, enter a single
slash character instead of leaving the path field blank.
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Fisheye Calibration

CompleteView allows for calibrating the area of focus on many Sentry360 and ACTi fisheye cameras.
Select the appropriate camera from the Cameras list in CV Configure/360. From the Lens Type drop-
down menu, select Sentry360 or ACTi.

Acknowledge the notification that Dynamic Resolution Scaling will be disabled for the camera to be
adjusted, if presented.

Click and drag the field of view circle (in white) to encompass the desired area. Alternately, the axis
coordinates and circle radius can be set manually by entering the desired values in the corresponding
fields.

ENABLE o CAMERA NAME TYPE DEVICE DRIVER CHANNEL USER NAME PASSWORD RESOLUTION COMPRESSION FPS SCHEDULE STATUS

Sentry360 FS-1P3000-M 1 Admin seee Auto H264 30 Recordi ing Sched |

CALIBRATE FISHEYE

Click Set when done.

The field of view has now been set.
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Active Directory Connector

This appendix assumes that you already have a live Active Directory implementation on your network
and that you are familiar with the concepts, terms and tools surrounding it.

Key Benefits of Integration with AD (Enterprise feature)

1.

Active Directory can be leveraged for resolving issues related to the management of multiple
passwords and accounts and greatly alleviates the account administration burden of the IT
staff.

End-users in Windows environments typically already employ Active Directory for their Win-
dows login, thus options for achieving reduced or single sign-on are expanded.

Authentication against a central directory such as Active Directory allows end-users to have
only one password to remember or change, eliminating the downtime and lost productivity
associated with maintaining multiple passwords.

With end-users employing only the Active Directory password, administrators’ account man-
agement functions are streamlined and they realize a dramatic reduction in Help Desk calls,
as end-users no longer require them to perform password resets for forgotten passwords.

Coordinating disparate password policies is no longer an issue for administrators as Active
Directory controls password quality, expiration, etc.

Authentication redirection to Active Directory provides strength and flexibility for optimizing
compliance related activities, such as enforcing password policies that require passwords to
be strong and changed regularly.

Prerequisites

The following conditions should be met for each video server on which you wish to enable the AD con-
nector.

1.

2.

The computer should be a member of the domain for which you have configured the AD con-
nector. However, non domain joined servers connecting to AD are supported.

An Enterprise feature key must be installed.

Limitations

The following limitations exist in the current implementation of the AD connector.

1.
2.

Dynamic selection of domains is unavailable.
Supports only User and User Group objects.

Implementation

Performs dynamic authentication of users against the configured AD domain.
Enumerates a user's group membership within the configured AD domain.
Access control remains within CompleteView.

The Active Directory database schema is not extended.
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Dynamic User Authentication

John Server Saraal

© J J

X

v
J i Y

Server m'.-ﬂ;'ns;in com nr,w.:m;in COoMm

User logs in The Server asks AD John fails AD authentication.
as John. to authenticate

John.

Unsuccessful Authentication

John Server Sarver

o 3 J

Video Oparalons @ J
Video Suparvison @
Y

J H 3y

Server My damsin.com mypdemain.com

User logs in The Server asks AD John passes AD
as John. to authenticate authentication; user group
John. membership is enumerated.

Successful Authentication

CompleteView Management Server

When the AD Connector for the Management Server has been enabled, dynamic authentication
against AD is performed as users’ login to CV. User credentials pass through the Management Server
to each CV Server that the user attempts to access.
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John

©
“®

John’s effective views.

Unsuccessful Authentication

—v@ John
- View Layout loh o
Elevators “ean f/
g, —

Management
Server
]
i Video Operators H View Layout
.' I Bidg 1
' — - H
. View Layout H
——
Bidg 1 E . View Layout
Bidg 2
-
View Layout
1 wig 2 HE T
Budg2 [ Wiew Layoul
Elevators

—@ Video Supervisors

John’s views are configured and stored in the John’s effective
Config Server. John inherits two view layouts views.

from the Video Operators user group and

one from the John user object.

Successful Authentication

CompleteView Server

When the AD Connector for the Management Server has been enabled, dynamic authentication
against AD is performed as users’ login to the CV application. User credentials pass through the Man-
agement Server to each CompleteView Server that the user attempts to access.

John

©
®

John’s effective camera permissions.

Unsuccessful Authentication
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Vidao Operators

Video Supanisors Jahn
Camara 1

& ¢ - Q.
@ e View

' L] '
i 1] [ ]
L -‘—
: H iee- i Playback
]
L] [
Camera 2 H [ 1 W
¥ : H »
- [ 1 ]
Heszr‘:;:g ] SUTTY T -p——"— .E E ; Camera 2
= E ' H :, Live View
! H H bemee < Playtisck
Camera 3 [ : i ;
] L] ] ]
L] "
"
g - Camera 3

------- 1 '
E ; Lives Vieew

e o PFlayhack

PTZ (1)
Live Wiew Litwes Wik PTZ (1)
Plagyback
FTZ(5)
Camera permissions are configured in the John’s effective
CVSP Server. John inherits live view camera permissions.

permission from the Video Operators and
Video Supervisors user groups, playback
permission from the Video Supervisors
user group, and a PTZ priority level of '1"
from the John user object.

Successful Authentication
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FLIR Camera Configuration

About the FLIR A310pt

The FLIR A310pt unit typically consists of two video sensors mounted on a single pan/tilt base. Con-
sequently, the sensors always share the same elevation and bearing. One sensor provides a television
(TV) image with zoom, focus, and iris control. The second sensor provides an infrared (IR) image with

zoom and focus control.

The FLIR A310pt and CompleteView

Add the sensors on the A310pt as you would any other camera in CV. When adding different sensors
from a single A310pt, each sensor is individually treated as a unique camera model. The TV sensor is
added as the FLIR camera model A310pt DLTV and the IR sensor is added as model A310pt IR. This
configuration allows the CV software to issue the proper camera control commands to each sensor.

In the event an A310pt unit consists of two or more of the same sensor types, the ID field on the PTZ
cameras tab in CompleteView will provide the unique instance ID for sensor control commands (zoom,
focus, iris).

Command Control Conflicts and Tour Considerations

The FLIR A310pt is a shared network device. When multiple users are connected to the A310pt, only
one user at a time can issue commands to the unit. When a control command is requested by a VMS cli-
ent station without the control token, CV automatically issues a request for camera control. After
receipt of the unit control token, the client station is able control the unit. There may be a noticeable
delay between each command as the interface waits for a response from the unit.

When setting up a CompleteView Tour, it is important to remember that both sensors (TV & IR) are
mounted on the same pan/tilt arm of the FLIR unit, and share the same set of preset point coordinates.
While each sensor tour may specify a different set of preset times, the preset points are the same
because they are stored in the Pan/Tilt module of the FLIR unit. If you have a large number of named
presets you want to share between sensors in CV, best practice is to install and configure one sensor
(camera) first, clone that camera, and make the appropriate changes to the IP model and PTZ driver.

For more information on the FLIR A310pt unit, please consult the FLIR Nexus IP Camera Configuration
Guide available on the FLIR website.

FLIR FC-Series Event Support

FC-Series Camera Setup

Use the Analytics page of the FLIR camera to configure areas and tripwires, exclude areas, and cal-
ibrate (auto or manual) for human, vehicle, or objects of interest. While an example configuration is
shown below, Refer to the FLIR Installation Manual FC-Series ID for detailed instructions.
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Use the VMS Remote page of the FLIR camera to enable ONVIF (used only to pass event information
to CompleteView). By default, the camera is configured with a VMS Remote interface with ONVIF 2.0

parameters (Profile S). Use the settings in Interface 1.

For ONVIF,
use settings
in Interface 1

HTML Flles Path

s Mol renes vk controd/

FC-Series CompleteView Configuration

CompleteView integrates with FLIR FC-Series cameras, and supports the following events/analytics.
Configure the events as normal.

FLIR FC-Series Events

Motion Detection On/Off
Intrusion Enter Trigger
Intrusion Exit Trigger
Trip Wire Trigger
Image Too Dark Trigger
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ImmerVision Panomorph Lens Profiles

The following ImmerVision lens profiles are compatible with CompleteView.

ImmerVision Panomorph Lens Profiles

Manufacturer Model RPL
ImmerVision IMV1-1/3 AOIFV
Fujifilm YF360A-2 AONKV
Fujifilm YF360A-SA2 AONKV
Fujifilm DF360SR4A-SA2 A1UST
H.Q.O. PL-M01-Vv08 A8TRT
Kolen KLO4Z BOQQV
CBC Computar H1328KP B4QQV
CBC Computar L1028KRW/ L1028KDRW B5SST
CBC Computar L1028KRW-180 B6SST
C360 6K B72YV
CBC Computar T0928-KRW B8QQT
Xiamen Leading Optics Co., LTD F117B12924IRM12 BOVVT
Kolen KL16618 Ci1zzv
Vantrix C322v
Hanwha Techwin SNF-8010/ SNF-8010VM C7SST
Hanwha Techwin PNF-9010R/RV/RVM C8BWWT
CBC Computar E1222KRY COVWVT
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Pelco Optera

Overview

CompleteView includes basic Pelco Optera integration. While CV supports all three Optera Com-
patibility Modes, Salient recommends using the Tiled H.264 mode, which, at this time, provides the
best viewing experience.

NOTE: While both UDP and TCP protocols are supported, Salient recommends using TCP when pos-
sible due to the size of the images and the potential for bit-errors during transmission.

Optera Compatibility Mode Selection

The Pelco model selection for the Optera camera MUST match the current compatibility mode selec-
ted for the camera. CV provides three model selections for the Optera:

* OpteraMM12018 (Tiled).
® Optera IMM12018 (Panomersive).
® Optera IMM12018 (Unistream).

Tiled H.264 Compatibility Mode

Optera IMM12018 (Tiled) must be selected when the Optera is in the Tiled H.264 Compatibility mode.
This CV model selection provides for an additional four selections under the Camera ID:

a. Left - Includes the left 60° of the 180° panoramic view

b. Front - Includes the middle 60° of the 180° panoramic view

c. Right - Includes the right 60° of the 180° panoramic view

d. Mosaic - Left, Front, and Right views stacked on top of each other

The following images indicate the Pelco Optera and CV settings for operation in the Tiled H.264 com-
patibility mode. Note the Pelco Model selection is Optera IMM12018 (Tiled).
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Panomersive H.264 Mode

The CV Pelco model selection Optera IMM12018 (Panomersive) must be selected when the Optera is
in the Panomersive H.264 Compatibility mode. This model selection provides for an additional three
selections under the Camera ID:

a. Left - Includes the left 60° of the 180° panoramic view

b. Right - Includes the right 60° of the 180° panoramic view

c. Mosaic - Left and Right views stacked on top each other

The following images show the Pelco Optera and CV settings for operation in the Panomersive H.264
compatibility mode setting. Note the Pelco Model selection is Optera IMM12018 (Panomersive).
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Panomersive Uni-stream
The Pelco model selection Optera IMM12018 (Unistream) must be selected when the Optera is in the
Panomersive Uni-Stream Compatibility mode. There are no Camera ID selections for this model.

The following images show the Pelco Optera and CV settings for operation in the Panomersive Uni-
stream compatibility mode setting. Note the Pelco Model selection is Optera IMM12018 (Unistream).
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Optera Tiled H.264 Sample Display

The image below is an example of the Pelco Optera operating in Tiled H.264 Compatibility Mode with
the tiled images being displayed along the bottom of the image pane and the enlarged Front view dis-
played in the largest video pane.
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Symmetry Analytics Setup

1.

a.
b.

Enabling VCA events from Symmetry Cameras.

From the Web interface, select VCA, then Enable/Disable.

Check the Enable VCA checkbox and the desired features. Only the features selected will
activate. Read the text describing how selecting events will affect performance.

Apply the settings then move on to defining each event (setting lines and zones, etc.).

e:'_.)d 1R SHARIIE iy b - & bt 2 5
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Enabling VCA events for Symmetry cameras from CompleteView. Enabling VCA events in
CV is done in the CompleteView Configuration application.

Select the Cameras branch from the desired sever root, then select the Symmetry camera of
interest.

Select the IP tab and check the Use On-Camera Alerting checkbox. Next, click on the <Con-
figure Alerts...> button.

c. Enable / disable the Events of choice and select the recording level (Alarm or Motion).

Make sure the schedule for the Symmetry camera of interest is enabled for Alarm and/or
Motion based on the settings in the On-Camera Alerting.

The Post motion and Post alarm timings on the Motion/Alarm tab are used when recording
the triggered on-camera events.

Enabling DI events from Symmetry Cameras. Unlike the VCA events, interface setup beyond
simply enabling the events is required.

From the Web interface, select the |0 Configuration then DI/DO.

b. Select the DI Resource Type.

Select the DI Trigger Type.
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d. Select Event Configuration from the Web interface then HTTP.

e. Under HTTP Server Configuration, enter the address of your server (e.g., 192.168.103.60)
and the port number (e.g., 4052)

f. Select to Enable Logon information. Fill in the user name and password of your server.
NOTE: Reentering the password may be required.

g. The Request Message format depends on the device model.

For all NVC series models, enter: /camera=3?action=query&type=%event%&info=%alarm%

For all IPX/IPN series models, enter: /camera=3?action=query&type=<eventtype>&info=Alarm (Wwhere
<eventtype> is di or do). The important part is the /camera=#, where # is the camera number in CV.
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h. Apply the changes.
i. Select Event Profile and add a profile (or modify an existing one).

j. Select Enable Profile then, under Configuration, select DI, the Channel (e.g., DI #1) and Act-
ive status.
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Click on the <OK> button to exit.

Enabling DI events for Symmetry Cameras from CompleteView. There are two main steps
involved in enabling DI events: 1) Enable Discrete Inputs triggers in the On-Camera Alert con-
figuration, and 2) Enable the Web Server HTTP interface.

Select the Cameras branch from the desired sever root then select the Symmetry camera of
interest.

Select the IP tab and check the Use On-Camera Alerting checkbox then click on the <Con-
figure Alerts...> button.

Enable / disable the Discrete Inputs event and select the recording level (Alarm or Motion).
Select the desired server root node then the Web Server tab.

Check the Enable Web Server (HTTP) check box.

Enter the same port number as in the Camera DI setup (e.g., 4502).
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Symmetry ENVS Setup

The Edge Network Video Server (ENVS) is used for recording and transferring video in MPEG-4
format. Four-channel (four camera) and single-channel (single camera) versions of the ENVS are avail-
able. The ENVS has ports for two auxiliary outputs, four inputs, a PTZ controller and external (e.g.
security system) controller. Local storage of video is provided by an internal 80GB or 160GB hard disk.
For further details about initial hardware setup and configuration for the ENVS, consult the man-
ufacturer’s documentation. The information below is offered as a guide for integrating an ENVS with
CompleteView.

ENVS Factory Reset

The ENVS may require a factory reset so it can be configured. The reset can be accomplished as fol-
lows.

NOTE: you will need the original factory assigned IP address to access the ENVS once the reset is com-
plete.

1. Open up ENVS BOX (unscrew) and locate RED Deep switch with 4 pins.

2. Turn on ENVS. Once it has finished its boot-up and stabilized, indicated by the Diagnostic
light blinking slowly...

3. Turn Red Deep switch's PIN-2 ON.
4. Press Rest button. It will restart the ENVS, and return all configuration data to default.

Once Restart is completed, turn the Red Deep switch's PIN-2 OFF in order to set new static IP address
and other parameters as required.

ENVS IP Address Setup

For the purposes of ENVS integration with CV, only the DHCP, IP, and HTTP settings (highlighted in
yellow) need to be configured for functionality. While other XML nodes are shown in the example
below, they do not need to be modified.

DHCP Node
® enable = false (disable DHCP)
Ip Node

® address attribute = network IP address assigned to this ENVS.
® netmask attribute = network subnet mask
® gateway = the default gateway address

HTTP Node
® portNo = HTTP port number
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<Configuration>
<Network>

<Dhcp enable="false"/>

<Ip address="172.18.2.192" netmask="255.255.240.0" gateway="172.18.1.1" hostname=""

domain="" dns=""/>

<Hittp htmlInterfaceEnable="true" xmlInterfaceEnable="true" portNo="80"

securityEnabled="true"/>

<Rfp enable="true">
<Aes enableAes="false" mode="ecb" encryptionKey="" encryptionKeyLength="128"
iv=""ivLength="0"/>

</Rtp>

<Ftp directoryPath="" autoSetArchive="true">
<Server url="" userName="" password=""/>

</Ftp>

<Snfp enable="false" queryInterval="60">
<Server serverName=""/>

</Sntp>

<Snmp enable="true" trapAddress="255.255.255.255" readCommunityName=""

writeCommunityName=""/>

</Network>
</Configuration>

ENVS Pan/Tilt/Zoom

The following attributes detail the ENVS configuration file settings required for PTZ control of cameras
supporting Pelco-D or Pelco-P serial protocol.

® The ptzAddress attribute under <Configuration><VideoAcquisition><Channel> should match the
cameras PELCO address. Remember that you add one (1) to the camera address when using
PELCO-P protocol.

® The panAndTilt, zoom, and focus attributes under <Configuration><PTZ><Channel> should
reflect the capabilities of the PTZ camera attached to the ENVS. (One camera entry for each PTZ
camera)

® The baud, parity, bits, stop, handshake, and physical attributes under <Con-
figuration><Serial><Port> should reflect the serial settings required by the PTZ camera attached
to the ENVS.
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<Configuration>
<VideoAcquisition>
<Channel port = 1" ptzAddress="2" . ..
<Channel port = “2” ptzAddress="4" . ..
<Channel port = *“3” ptzAddress="6" . . .
<Channel port = “4” ptzAddress="11" . . .
</ VideoAcquisition >
<PTZ scriptName="-”>
<Channel port="1" panAndTilt="true" zoom="true" focus="true"/>
... . Other channels as required
</PTZ>
<Serial controllerPort="1" ptzPort="2" hisecPort="0">
<Port port="1" baud="9600" parity="none" bits="8" stop="1" handshake="none"
physical="rs232"/>
<Port port="2" baud="9600" parity="none" bits="8" stop="1" handshake="none"
physical="rs422"/>
</Serial>
</Configuration>

ENVS Monitor Point Events

<Configuration>
<GPInput>
<Channel enable="true" port="1" channelld="0" description="Input 1"/>
<Channel enable="true" port="2" channelld="0" description="Input 2"/>
<Channel enable="true" port="3" channelld="0" description="Input 3"/>
<Channel enable="true" port="4" channelld="0" description="Input 4"/>
</GPInput>
<Events>
<Server urI="http://172.18.1.15-/Cthtp" userName="YWRtaW4=" password=""/
<Transaction txnType="MonitorPointAlarm" reportEvent="true" runScript="false"
functionName=""/>
<Transaction txnType="MonitorPointNormal" reportEvent="true" runScript="false"
functionName=""/>
</Events>
</Configuration>

\

” The <Events><Server> url attribute is “http://[vms server ip]:[port]/VMSHttp”. (e.g.,
http://172.18.1.15:4502/VMSHttp)

#* The <Events><Server> username attribute is the Base64 encode of the VMS server username.
(e.g., the password admin Base64 encode value is ‘YWRtaW4=')

» The <Events><Server> password attribute is the Base64 encode of the VMS server password.
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VideolQ Analytics Camera Configuration

The VideolQ camera can be configured to perform video analytics using the VideolQ View software.

VideolQ Analytics Configuration

1. Install the VideolQ View software from the VideolQ installation DVD as described in the
VideolQ user guide.

2. Add cameras as described in the VideolQ user guide.
3. Configure rules to perform video analytics as described in the VideolQ user guide.

VideolQ Integration With CompleteView

1. Enable the alarms in the CV Camera Alarm Events dialog that correspond to the configured
VideolQ analytics rules. Once the rules are configured, event notifications can be received
for the same by configuring a HTTP server in the camera.
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2. Go to the device settings of the camera as shown above

3. Configure HTTP server by selecting FTP/HTTP from the left menu
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Click “Add HTTP”. Check the “Enable” check box

In the URL edit box, enter the URL to CompleteView’s HTTP web server as http://[CV server
address]:[CV Web Server port number]/ camera=[CV camera number] as shown above

Ensure that web server is enabled in CompleteView Management Server
Provide CV server username and password for login information
Check the “send alarm data” check box and click “Done”

Once the above steps are completed, CV server will now start receiving alarm notifications
every time an alarm/event is triggered. Ensure that alarm/motion recording is added to the
schedule.
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Vivotek Events Configuration

Use the VIVOTEK Web interface to configure the camera events1 (Audio detection & PIR not sup-
ported) under Configuration >> Applications.
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The CompleteView VMS Camera Alarm Events dialog displays the supported VIVOTEK events as con-
figured in the camera and allows the user to selectively enable and disable event reporting and the
recording level at which the event is recorded.

NOTE: The Field Detect, Line Cross, and Loiter events are only supported as part of the VIVOTEK
Standard VCA application, which must be obtained as a separate, loadable software component from
VIVOTEK. See the VIVOTEK camera documentation for further details on obtaining and installing the
VCA application package.
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Digital Certificate Management and More

CompleteView contains facilities for secure web-based communications via HTTPS. To be used prop-
erly, these security facilities require local, per site management of digital certificates. This document
presents a practical administrative guide for such. Note: More experienced administrators may find
much (perhaps most) of this guide unnecessary.

Prerequisites

It is assumed that the reader is familiar with the basic concepts behind public key cryptography and
digital certificates. For instance, this guide uses several important terms without explanation:

® Public and private keys
® Certificate authority (CA)
® Chain of trust

Here are some links that might serve for review and/or remedial learning:
https://developer.mozilla.org/en-US/docs/Glossary/Public-key_cryptography
This link provides an overview of public key cryptography.
http://www.fir3net.com/Concepts-and-Terminology/pki-chain-of-trust.html
This page is somewhat brief, but nicely describes the chain of trust concept.

General Troubleshooting Guidelines

If something does not work the way you expect, make sure that the corresponding functionality works
with the non-secure (HTTP) web server, where applicable.

If you get stuck, always consider clearing the browser’s cache, and/or restarting the browser. In par-
ticular, web browsers seem to have difficulty when the certificate used by a web server changes; in
this case restarting the web browser is often necessary.
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Additional Resources

Visit the Salient website, www.salientsys.com, for additional support and CompleteView training:

® Software downloads (https://www.salientsys.com/support/downloads/) - For current and leg-
acy software.

* Manuals & Documentation (https://www.salientsys.com/support/salient-documentation/) -
Includes all relevant manuals.

® Online Tech Support (https://www.salientsys.com/support/technical-support/) - Get quick
access to online tech support modules that cover the most frequently asked product questions,
such as “Adding IP Camera Licenses.”

® Training (https://www.salientsys.com/support/training-overview/) - we offer both online and
classroom training.

° CompleteView™ Remote Certification - Instructor directed 2-day course, that the stu-
dent accesses through their own computer, designed to provide you with certification
on CompleteView video management software. Certification is valid for two years.

° Please visit the Salient website to see the training calendar, agenda, and registration.
Contact training@salientsys.com for questions.

Salient Systems
4616 W. Howard Ln.
Building 1, Suite 100
Austin, TX 78728
512.617.4800
512.617.4801 Fax
www.salientsys.com

'I’uu
'

©2025 Salient Systems Corporation. Company and product names mentioned are registered trademarks of their respective owners.
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